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macmon macmon NAC network bundle for NAC monitoring and enforcement
nac@

Product Description
The Network Bundle consists of 6 modules - Topology, Advanced Security, Network Access Control, VLAN, 802.1X. and Guest Service. It provides profound

protection for your corporate network and is a centralized security authority that protects your network against intrusion from unauthorized devices, and
ensures the complete overview of all your devices.

Technical Specifications

Product description

License: License enables network monitoring, NAC enforcment features, Advanced Security features (endpoint checks), topology readout and displaying and the guest portal funtionality.
Processor: 4 virtual CPU's (can be extended)

Hard disk space: 250 GB

RAM: 8 GB (can be extended to fit large network sizes)

Configuration features

Configuration

NAC enforcment based on changing VLAN assignments and port statuses are the standard scenarios. For NAC based on RADIUS, anything based on RADIUS attributes (VSAs) can be
functions:

sent. Additionally RESTAPI calls and/or scripts and internal funtions (e.g. adding endpoints) can be triggered through events simultaneously.

Diagnostics features

:‘I:etiir:]:nd St Alarm, configuration and event logging. Alarm and event actions such as email, SMS, syslog, SNMP trap, REST API calls, start scripts.

Event generation: Network monitoring (polling), NAC enforcement (SNMP, etc.), NAC authentications (MAB, 802.1X, RADIUS in general), REST API calls (e.g. third party solutions), agent data, internal
: processes, guest portal.

Modules and Network discovery, endpoint check, Intent-based NAC enforcement (post- and pre-connect), event based reactions (notifications, scripts, mails, snmp traps, syslog, sms, API calls, internal
components: functions), guest service (BYOD, guests), third-party integration (with SDK and REST API), endpoint and network statistics
Monitoring: Graphical representation for endpoints statuses and connection, network devices, links and port statuses. Supports multiple network topologies. User configurable event log. Customisable
: event actions. Reporting tool. Role-based supervision structure. Task scheduler. Interface to database. Provide data to monitoring solutions via REST API, SNMP, SSH.
Topology L . .
=k Topology recognition is based on LLDP (Link Layer Discovery Protocol, IEEE802.1AB)
recognition:
Software

Operating system: Debian-based virtual Appliance provided with macmon NAC

Scope of delivery and accessories

Scope of delivery: Software download + Access to functionality under licensing model

Further Instructions

Product X Comes with the product download archive and is accessible in the help section of the macmon NAC GUI.
Documentation:
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Variants
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942358010 BENAC-000050-120M - macmon, NW Bundle

942358011 BENAC-000050-12M - macmon, NW Bundle
942358012 BENAC-000050-24M - macmon, NW Bundle


https://catalog.belden.com/index.cfm?event=pd&p=PF_BENWBSUB&tab=downloads
https://catalog.belden.com/index.cfm?event=pd&p=PF_BENWBSUB&tab=downloads

942358013
942358014
942358015
942358016
942358017
942358018
942358019
942358050
942358051
942358052
942358053
942358054
942358055
942358056
942358057
942358058
942358059
942358080
942358081
942358082
942358083
942358084
942358085
942358086
942358087
942358088
942358089
942358100
942358101
942358102
942358103
942358104
942358105
942358106
942358107
942358108
942358109
942358110
942358111
942358112
942358113
942358114
942358115
942358116
942358117
942358118
942358119
942358120
942358121
942358122
942358123
942358124
942358125
942358126
942358127
942358128
942358129
942358130
942358131
942358132
942358133

BENAC-000050-36M - macmon, NW Bundle
BENAC-000050-48M - macmon, NW Bundle
BENAC-000050-60M - macmon, NW Bundle
BENAC-000050-72M - macmon, NW Bundle
BENAC-000050-84M - macmon, NW Bundle
BENAC-000050-96M - macmon, NW Bundle
BENAC-000050-108M - macmon, NW Bundle
BENAC-000500-120M - macmon, NW Bundle
BENAC-000500-12M - macmon, NW Bundle
BENAC-000500-24M - macmon, NW Bundle
BENAC-000500-36M - macmon, NW Bundle
BENAC-000500-48M - macmon, NW Bundle
BENAC-000500-60M - macmon, NW Bundle
BENAC-000500-72M - macmon, NW Bundle
BENAC-000500-84M - macmon, NW Bundle
BENAC-000500-96M - macmon, NW Bundle
BENAC-000500-108M - macmon, NW Bundle
BENAC-002000-120M - macmon, NW Bundle
BENAC-002000-12M - macmon, NW Bundle
BENAC-002000-24M - macmon, NW Bundle
BENAC-002000-36M - macmon, NW Bundle
BENAC-002000-48M - macmon, NW Bundle
BENAC-002000-60M - macmon, NW Bundle
BENAC-002000-72M - macmon, NW Bundle
BENAC-002000-84M - macmon, NW Bundle
BENAC-002000-96M - macmon, NW Bundle
BENAC-002000-108M - macmon, NW Bundle
BENAC-005000-120M - macmon, NW Bundle
BENAC-005000-12M - macmon, NW Bundle
BENAC-005000-24M - macmon, NW Bundle
BENAC-005000-36M - macmon, NW Bundle
BENAC-005000-48M - macmon, NW Bundle
BENAC-005000-60M - macmon, NW Bundle
BENAC-005000-72M - macmon, NW Bundle
BENAC-005000-84M - macmon, NW Bundle
BENAC-005000-96M - macmon, NW Bundle
BENAC-005000-108M - macmon, NW Bundle
BENAC-010000-120M - macmon, NW Bundle
BENAC-010000-12M - macmon, NW Bundle
BENAC-010000-24M - macmon, NW Bundle
BENAC-010000-36M - macmon, NW Bundle
BENAC-010000-48M - macmon, NW Bundle
BENAC-010000-60M - macmon, NW Bundle
BENAC-010000-72M - macmon, NW Bundle
BENAC-010000-84M - macmon, NW Bundle
BENAC-010000-96M - macmon, NW Bundle
BENAC-010000-108M - macmon, NW Bundle
BENAC-020000-120M - macmon, NW Bundle
BENAC-020000-12M - macmon, NW Bundle
BENAC-020000-24M - macmon, NW Bundle
BENAC-020000-36M - macmon, NW Bundle
BENAC-020000-48M - macmon, NW Bundle
BENAC-020000-60M - macmon, NW Bundle
BENAC-020000-72M - macmon, NW Bundle
BENAC-020000-84M - macmon, NW Bundle
BENAC-020000-96M - macmon, NW Bundle
BENAC-020000-108M - macmon, NW Bundle
BENAC-050000-120M - macmon, NW Bundle
BENAC-050000-12M - macmon, NW Bundle
BENAC-050000-24M - macmon, NW Bundle
BENAC-050000-36M - macmon, NW Bundle



942358134
942358135
942358136
942358137
942358138
942358139
942358990
942358991
942358992
942358993
942358994
942358995
942358996
942358997
942358998
942358999

BENAC-050000-48M - macmon, NW Bundle
BENAC-050000-60M - macmon, NW Bundle
BENAC-050000-72M - macmon, NW Bundle
BENAC-050000-84M - macmon, NW Bundle
BENAC-050000-96M - macmon, NW Bundle
BENAC-050000-108M - macmon, NW Bundle
BENAC-100000-120M - macmon, NW Bundle
BENAC-100000-12M - macmon, NW Bundle
BENAC-100000-24M - macmon, NW Bundle
BENAC-100000-36M - macmon, NW Bundle
BENAC-100000-48M - macmon, NW Bundle
BENAC-100000-60M - macmon, NW Bundle
BENAC-100000-72M - macmon, NW Bundle
BENAC-100000-84M - macmon, NW Bundle
BENAC-100000-96M - macmon, NW Bundle
BENAC-100000-108M - macmon, NW Bundle
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Although Belden makes every reasonable effort to ensure their accuracy at the time of this publication, information and specifications described here in are subject to error or omission and to change without
notice, and the listing of such information and specifications does not ensure product availability.

Belden provides the information and specifications herein on an "ASIS" basis, with no representations or warranties, whether express, statutory or implied. In no event will Belden be liable for any damages
(including consequential, indirect, incidental, special, punitive, or exemplary damages) whatsoever, even if Belden has been advised of the possibility of such damages, whether in an action under contract,
negligence or any other theory, arising out of or in connection with the use, or inability to use, the information or specifications described herein.

All sales of Belden products are subject to Belden's standard terms and conditions of sale.

Belden believes this product to be in compliance with all applicable environmental programs as listed in the data sheet. The information provided is correct to the best of Belden's knowledge, information and belief
at the date of its publication. This information is designed only as a general guide for the safe handling, storage, and any other operation of the product itself or the one that it becomes a part of. The Product
Disclosure is not to be considered a warranty or quality specification. Regulatory information is for guidance purposes only. Product users are responsible for determining the applicability of legislation and
regulations based on their individual usage of the product.



