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Safety agreement

Safety | ocation
By default, device should be placed in certai
physical operators should be authorized; the

updated and reviewed.

Safety channel

Hi rschmann | T devices support mul tHpPTRT TMaSh.agi
Al l-emar ypted management protocols are not rec
our user only use SSH and HTTPs as the way t

management traffic is encrypted.

Safety storage

The |l ogin credentials, device configuration e
pl ace and be updated regularly and this infor

aut horized peopl e.

Page



Tabl e of Content s

SAFETY AGREEMENT ccoiceeeeeeeeeeeeeeeeeseeaesesee s 3
I NT ROD U CT. L ON oo seeeeee s seees s 9
IREVI ST ON  HL.ST.ORYoocoeoeeeeeeeeeeeeeeeoeeeseseeeeeeese e aeees e 9
TOV E RV 1T EM oo eeeese e eeems s eneeeseessnneens 1.0
IDOCUMENT CONVENTL.ONS. oo eeemeeseeesee e 1.0
| NTRODUCT!I ON FOR DAP..WORK..MODE. ... 12
ICLUSTER  MODE ooemeeoeeeeeeeeeeeeeeeeeseeeeee s se e eeeene e 12
IDAC MODE iooeoeeeoeeeeeeeeeeeeeeeee oo eeeese oo eeeme e eeeeeneen 1.3

BWO  MOD.E oioioieoeeeeeeeeemeeeseeeee e eseee s eeeasese e sse s s s eeems s eessseneseesssssesenes 13
CLUSTER DEPLOYMENT..SAMP.LEo oo, 15
LT OP OL OG.Yeioioeoeeeeeeeeeeeeeeeeeeeeee e eeemse oo eeem e eeneeeseeeee 1.5
IDESCRI PTI ONS FOR THE..SCENARIL.O. i 17
SETUP  WI.ZARD oo eeeee e eeeese e 19
IACCESS DAP CLUSTER VI A..WEB..BRQWSER....... 1.9

1 PPREREQUI SI' TES FOR SETTI NG UP AND ACCBESSI
1 TIHE | P ADDRESS...QF..DAPR. 2.0

1 AICCESS DAP WEB GUI I N | NLT.LALLZATL.QOQNOSTA"

1USI NG THE DAP SET.UPR..WL.ZARD. . ....ooooooiiiii 24
DAP CLUSTER MEB...GU.L e 29
IDASHBOARD OVERNMIEM e 29
LWV A N e e e 30
LA P e 31

Page



O o O PRSP PP PPPPPPPPT 35

IMONIT TORL NG e e 3.8
LS Y ST E Mt e 4 3
IWI R E L E S S e 4.3
LA € E S S e 4 4
O T PP PP RPR PP 44
WLAN CONFI GURAT.L.ON. e 4 T
1ITWO WAYS TO CREATE AL.NEW. . WLAN........ccooo 47
IWLAN TYPE | NTRODUCT.L.QN. 4.9
1KEY WORDS SPECI FI CAT.L.L.ON...EQR..WL.AN......c..conneee. 52
IMODI FY WLAN CONFL.GURATL.ON. ... 69
IDELETE Y OUR.LMLAN e 70
IWMM CONFI GURAT.L.LON. el L
DAP MANA GE ME N T e e e nene e e e e eees 72
1CHECK DETAI LED | NEORMAT.L.LON. . 73
IMODI FY AP NAME AND..LOCAT.L.ON. ... 13
1IADD A NEW AP TO..CLUST.ER e 1.4
1REMOVE AN AP FROM THE..CLUSTER. ... 75
IALLOW AN AP TO JOI N..THE...CLUSTER. . ....ccccooeenriii. 77
I1REPLACE A CURRENT APR..LN..CLUSTER. ......cccocriaaennnn. 77
IMODI FY | P ADDRE.S. S e 78
CONVERT FROM CLUSTER MODE T.O..DAC/L.BWO.MQDE

Page



1CHECK CURRENT CONFEL.GURATL.QN. 81

IREBOOT DA P s e 81

1 CLEAR CONFI GURAT.L.ON. e 8 3

1 BACKUP AND RESTORE CONFEIL.GURAT.L.ON..........84

1 UPGRADE AP FLRMWARE. 84
1 UPGRADE ALL.L.DAPRS e 8 5
1 UPGRADE S| NGLE. . .APR 88

1 LOCATE OR TURN ON/LOEE..LED. .., 89

1 AP ADVANCED CONFLGURATL.QN i 89

1 AP WORKS AS GATEWAY i, 1.04
1 CONFI GURE DHCP..SERV.ER. ., 104
1 CONFI GURE DNS .. SERMER i, 105
1 NAT CONFI GURATL.ON. e 1.05

SYSTEM MANAGEMEN.T .. 109

ICLUSTER I NFO MANAGEMENT e 109

IMANAGE YOUR ACCOUNT.S. e 111
1 MANAGE YOUR WEB GUIL..ACCOUNTS. .......cccociiiiiiiinns 111
1 MANAGE YOUR CLI..ACCOUNT e 112

I1CERTI FI CATE MANAGEMENT e 113

ISERVI CES MANAGEMENT . .t 1.14

ISYSTEM TI ME CONFL.GURAT.L.ON. ., 115

ICONFI GURI NG .SY.SLOG e 116

ICONF I GURIT NG...SINMP...o e 119

Page



1 1CONFI GURI NG .SINMP.M2 i, 119

1 1CONFI GURI NG .SINMPM3. i, 120
WI RELESS MANAGEMENT. . 121
IRF CONFI GURATL.LON e 122

1 MODI FY AP TRANSMI SS|I ON POWER..AND..CHARBNEL

1 AONFI GURE CHANNEL WI DLH..T.0..16.0MHZ...... 126

1 TTURN ON/ OFF A SPECIL.ElL.C..ARP..RADIL.Q.........1227

LTWI D ST WL R Sttt e s rmme e e e e 1.28
IPERFORMANCE OPTILMLZATL.ON. i, 133
N O O e PP PPPPPPPPPPI 137
MUTHENTI CATI] ON.LWL.ND.QW. .o 137
LOGI N CAPTI VE..RORT AL e 1.39
MWCCOUNT & ACCESS CODE .MANAGEMENT............ 141
LCLUSTOMI ZE PORTAL..PAGE e 144

LI ENT BLOCKLI ST

BASED ON..WILRELESS..ACCGESS

LI ENT ALLOWLI ST BASED ON..CARTILVME..RORAAL
WALLED GARDEN e aeee s 147
MULTI CAST CONT.ROQL. e e 148
1 O BT PR PPPRPRPR 150
T PP PP 152
IMDVERTI SE ..MOD.E. . 152
11 B E A ClO N 153
L EDY U L D tree et e e e 154

Page



1 E D Y R e 155

S CANNER MODE. ... 156
MDVERTI SE & SCANNER..MADE..........oooocoii 158
SUPPORT T.OOL.S e 159
O 0 s PP 159
TP MDD e ———— 165
DEPLOYMENT LARGE SCALE..OFE..DAPRPS. ......cccooiiiiiiiens 166

CONFI GURE AP I F DHCP SERVER..UNREACHABIGE/

G L OS S A R Y e 168

Page



|l ntroducti on

l1Revi sion History
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10verview

The 4{pieghor mance DAP series featuring enhance
dynamic adjustment ,-Fdi srcihbtteeducent selcuWie n
control with unified access, this making the

demanding a simple, secure and scalable wire

Del i ver @nmtaemdp Witsed ehnisgiht y cl i ent environments

school s, retail sit acrheisé vami dg hweasrte hsopueseedss and b ¢

performance for your network services and ap

Thiuser mheoasadalbleast ures supAduohd@tL DETERE
moda&nd provides instructoindatwiuamdoikesk@#mipd reesd f o
f onret wor k ad milmairset rraetsoprosnosni fbil geu rfionrg an &Wi-mai nt e
Finet woagsuithe refaamiwiitaary er 2 ag3adet wamlds
basic 802.shhdprett@deld technol ogi es.

T he macnouvae risn tarno dt uoc tbAhBann do ncf i gusa mp | Bee

exampdesscri be the generaWiFindtewsr éodmassevengl u|
typi cal dsecpe noayrmeosste f ulh ofseer n elWA R oc darhfeiaghudr at i on
t hose already sfoafmiwairiaetgéwa otwh m@dhoeeit certsain f ul

I1IDocument Conventions

The foll owing conventions are used throughou

concept s:

I't indicates helpful suggestions, pertine

Mote r emember .
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I't indicates a risk of damage to your har

cauton O I mproper operation that should be avoi
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| ntroduction for DAP Wor k Mo

1Cl uster Mo d e

DAP can r eamlniage mealltf functi on through distriltl
net working mode, by default, are running in
pl wawag-dl ay deployment. The access point cluste
consists of DAPs andeaDAPst wat hmahagemame <cl u
cluster and it will select the Primary Virtu

Manager (SVM) based on AP model and MAC addr

The cluster DAIPI whselhebhtast hdne highest priorit

which has the second hiigmecsas@proforbDARs alsas hte

priority, the AP with higher MACI| aditbse sas wi |

management | P address that is a virtual | P a

When the PVM fails to respond due to iam unex
casea onffet womk iP¥YsMudédad power down due t)o s ome
the SVM will automatical, yt ipgraar mnealaicze ats
on managementereveil &ndet no interruption or

me mber APs or any of the wireless users.

On®APc|l ustupmpor tx5BAPst.o The acd asdr ephoiitnetct ur e

ensures simplified and qubDAHR idse pcloonyfmegnutr.e dO nuc:
configuration wiRAPsd,i sitahteb erl eséewwlit ikgh has t he
sam€l usltbedor wi |l I come up automatically with ai
ensures the whole network is up adywgddebédactiton

fiCl ustoes WLDO.

To configureofidr», DAPnmaidt t he DAP to the net:
POE or power adapter, and ensure the DAP can
net work. When the LED on DAP would be in AGr
with Axmy:wixfoih (xx: xx is the | ast 2 characters

to detected and connected. After associ ated
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based management page would be able to reach
URLWl:t t p:// find.draghohbhfpbgap/ tomd83@ABAELONT bgap. ¢

the default account (user: Administrator [/ P

woul d be displayed on web page configuration
the DAP.

The PVM/ SVM el ection rules are as foll owing:

PVM/ SVM el ecDABGAPAPOAD Lt PDAPG646/ DAP647 > D

Among the DAPs with same priority, the on
selected as PVM, the second highest MAC a
SV M.

I f a higher priority DAP joins an existed
role. For example, a DAP640 will become F
DAP620 cluster, and the previous PVM wil|l
DAP cluster.

IDAC Mode

DAP can also working on DACbeodenwhakhy mmana
amanagementtplaeabolty depl oyednokt helaegepnet
routabl e connecti vietnyc Itoos etdh en el AM®D rokr ias sueslefd f
Wireless Network. A DAP can be installed at

geographically di pperased rledeat itondDAC User Me

i nformati on.

BWOMO d e

DAP can al soBWOmoklengehoe h meaédescPAPraahy mana
amanagementtplaeaboltym deployednokt aelraegepnet
routable conmB&VOvi vadgyeltdsdeadhenet work i s used

Wireless Networ k. A DAP can be installed at
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geographically

det aiihfeadr mati on.

di pp eraseBIWddd ®eat iMa@amsu a |
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Cluster Deployment Sampl e

Thichapdescra bteyspi cal witrced celsésg ymleu smtoerk mode an
network units in the scenario includes DAP,

applications, which also the configuration s

l1Topol ogy

Foll owing are the brief topology for a typic
i's noBW@I&E&pl oyed in this scenario; all DAPs
reali-mansaglkiment function.

Routeli ,y\l
D

Radius Server DHCP|Server FTP/TFTP/SFTP Server

Syslog Server

POE Switch

AP|Cluster
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Figure3-1-1 Topology
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l1Descri ptions for the scenario

There ar ePs hirreeomeA cl uster. All téasetsendairrdee LT
PoE switch and all APs bel ongs$ hfopBEstWwhechame m
connects to the core router which provides D
statTbasHWM®el uster willfdae iappomnal bkerver,
configeyathooni zichg enAP mamagreimenrnAlbdsg DAPs

usage and client cobhheddWtbheande visible in

All t hPsbhbe oAdcastSItDIsr e e

Mywi-tf etsa SSI D with PSK encryption type.

Mywi-gortal, a SSI D with OPEN+Portal authe

Mywi-IEx, a SSI D with 802.1x authentication

The SMyi-tfedts desi gned for nmeam$K aSPirb twelcit el

fousers. Suitable for setting up a Personal n
thi satiyspi cally used for commonpl ace.
Th8SIMywi-poroi al desi gned f or at lte pdouretstls . It u:

aut hentication armpdpawhpeorr tvailr eplaegses wsitlat i on br
websGuest accaemsaetwer k only after inputting t
namengdassworrodvi ded by the netTphoephbrem@dmane s¢camt

be customi zed utsda éfsoeligluoiw etnheen t .

Th8SIMywi-T®i s used for t Hesreouwmmpiatny, stthifd , WL AN
802. 1x authenticationrimesfihed®ihnegn wWhmeN wh d | b

reqguested to input the user amammeeRanxdl Upbasswor
server.
The related servers also deployed in this sc

Radius SeUsed for 802.1x authentication f
be a windows Server or other type of Radi

5
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Sysl og :SeUWsveed as a remote syslog server f
by DAP which des8rbb€dningChapgebysl og

TFTP SerMeed for recording the client con
Behavior Tracking), AP |l og collection, Po
firmware upgrading and uploading wireless

SFTP Servdsed for DAP firmware upgrading
connection information (Client Behavior T
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Setup Wizard

I nitializing wizard page i-te fliomeddk dS DlyD caommesc

URLttp://find. dr agoinnf |tyhaips. ccohma p8t0e8r0,/ it mai n|l

access DAP cluster and complete the basic co

to the wizard for the first ti me.

1Access DAP cluster via web browse

Each DAP supports up to three simultaneous G
through a standard web browser from a remote
The GUI includes configuration wizards that

password and complete basic WLAN configurat.
includes a dashboard monitoring feature that

net workoés performance and usage.

This allows you to easily | ocate and diagnos

dashboabd]l Pas hboard Overview

1 Prerequisites for setting up and accessini
Connect all DAPs to switch and power up.
All the DAPs should be in the same subnet

Ensure that a DHCP server is present and
cluster uses an external DHCP server for

access points and the wireless clients.

Ensure that a DNS server i s available in

web URL used to access the DAP.
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It is recommended that your configuring t

5

operating system and browser.

Recommended Recommended Bro
Wi ndow 10 Googl e Chrammde | ;a3
Wi ndow 11 Google Chrome 13

MAC OS Mont er

Table4-1-1-1 Recommended OS and Browser

A The process of connecting to a single DAP through

I—I A lt is recommended to connect only one DAP at a ti
Mote configuration, then plug in other DAPs one by one to

1 The | P address of DAP

DAP supports manage its | P anddress by the fo

., DAP wil |l use the I P address 192.168.1. 2514
server in the network.

., DAP can be configured a static | P address

., DAP supports obtain an | P address from a

1 Access DAP web GUI in initialization stat

I n the default factory sdtedtien,edt hSeSIDA R nwi2l.l4 G
provide wireless access and manage the DAP t

configuration wizard to complete the initial

Page



Connect to SSI D whkixchk xmaome & . Mney wiafdii o ( No 1
|l ast 2 characters of the PVM3MAC address)

5

A\

mywifi-02:EQ

mywifi-2A:A0

A

mywifi-2B:00

N

mywifi-C7:A0

A\

Iz

portal-8547-5

Portal-DAC

A

Netwaork & Internet settings

Change settings, such as making a connection meteres

7 o )
Mobile
Wi-Fi Airplane mode hotspot

Figure4-1-3-1 Connect to default SSID
Logi n DAPctl uewteddor manage memyt stytsg ear https u
default fmasnd word

For exxahmptlpe | ogin sH&82nand Rt gpselogiln3- shown

3

http://find.dragonflyap.com: 8080/
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http://find.dragonflyap.com:8080/

v
@ Login Page X +

<« C' A Not secure | find.dragonflyap.com:8080/static/login.html o A B ¥

I'“RSCHMANN lT Dragonfly Access Point

A BELDEN BRAND

4 Administrator

Login by https

Figure4-1-3-2 Login by http

https://find.dragonflyap.com

v = (m} X
@ Login Page X +

& c A Not securel https://find.dragonflyap.com/static/login.html I aQ ® W a

HIRSCHMANN lT Dragonfly Access Point

A BELDEN BRAND

L Administrator

------

Figure4-1-3-3 Login by https

A digital certificate was required when | ogin by

DAP and the browser. A CA root needs to be downl

store of the browser used. The certificate instal
.__h—rr__.l

browser combinations, you can download the r-oot
MNote

1-3-4 :
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Https Setting Window

[1.Down|oad and Install Certificate l

2.Go to HTTPS page for login

Figure4-1-3-4 Download a Certificate

I f there is no DNS server in the network, vyo

using the I P address of any DAP in the clust

http://172.16172D.16.92B.08B809 was the | P addres

https://17118.16.169169 was the | P address
1-3-5

@ Login Page X +

& C A Notsecure ‘I72.16.10.169:8080/5tat\‘c/login.html[ o ® Y a

HlRSCHMANN |T Dragonfly Access Point

A BELDEN BRAND

j } Administrator

Login by https

Figure4-1-3-5 Login by using IP address
The I P address of DAP can obd coevdafbgbhporwrms i inmg c

Fi ugles .
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http://172.16.10.169:8080/
https://172.16.10.169/

support@My-AP:~$ ifconfig br-wan
br-wan Link encap:Ethernet HWwaddr 94:AE:E3:FF:C@:70
inet addr:172.16.10.169 Bcast:172.16.10.255 Mask:255.255.255.0
inet6 addr: fe80::96ae:e3ff:feff:c070/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1
RX packets:48239 errors:@ dropped:@ overruns:@ frame:@
TX packets:49865 errors:® dropped:@ overruns:@ carrier:e
collisions:@ txqueuelen:1000
RX bytes:636556@ (6.0 MiB) TX bytes:19186865 (18.2 MiB)

support@y-Ap:~$ |

Figure4-1-3-6 Check DAP IP address

lUsing the DAP setup wizard

Login with the Administrator accsohuonn ainnd t he
Fi gu2-letdhe Setup Wi zard wiltobei § dadtidaoaviem gst a

the I nitialidization Wi zards

HlRSCHMANN |T Dragonfly Access Point

A BELDEN BRAND

Administrator v

Default Password ‘admin’

Login by https

Figu2ledLogin with Administrator

Sel ect t he AP hweorrek amoed et, wo wor k modes for

Fi gu2-2:4

5
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A Cl usdtAerssmadiagement and autnonamddu g i mondd

controllertarwi rtegali rmanager will be el
which called PVM

A DAGUnder thiad ImdDAePs will register to a
which named DA c(eosagoiadddgrgl | t he
configurations and policies wild/l perf ol

DAC User fMarmudhdt ail ed configurations

A BW@&Under thiad ImdDAes wi | | register

t o

N

c

which mBWoBa&l den Wirel essa®d callsttrlaei on

configurations and pBWOQciPd £ awiel Ir egerrf di

BWOUser Mdmualdet ail ed configurations

Setup Wizard

Please select management mode of the AP:

® Cluster O DAC/BWO

Figure4-2-2 Select AP work mode

5

| ogin password can be set to Aadmino
Fi gu2-34

Page

St epeldh3ange your adminisdlread e mpatses wtohr alt

wh i

u

t
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Setup Wizard

Step 1/3 Change your administrator password

Password:

Confirm:

Figure4-2-3 Change your administrator password

St epe2h3oose your Country or Réagwaniand Ti
Fi guzde4

Setup Wizard

Step 2/3 Choose your Country or Region

5

Country/Region: Albania - AL o

Time Zone: (UTC-12:00)International-Date-Line:  ~

Figure4-2-4 Choose your Country or Region

St epe3dr3eat e NewoWLAME WLABkKkConffiogurdatiaon s

pl ease note that the dex:awudxawiSISII Db e» adnelde t0
automatically when the new SSID cr-2ated s
5.
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Setup Wizard

Step 3/3 Create New WLAN

WLAN Name:

My-wifi-test
Band: 2.4GHz M 5GHz
Security Level: [Personal M
Key Management: [Both (WPA2 & WPA) v
PMF: [ Disabled v
Password Format: [8-63 chars v
Password:
Confirm:

nnnnnnnn

Figure4-2-5 Create New WLAN

After we finishadAPhevi3dt upbWiozaradit omat i c

5

to the new work mode named Cluster mode a

Notice wil/ be pop2p shown as Figure#4d

The setup wizard has completed. You can create more WLANs and perform other
configurations in main page.

Since you have switched the AP's operating mode, the device is restarting, when the
device is restarted, Please connect to the WLAN My-wifi-test.

and login to the main page with your new administrator password.

Figure4-2-6 popup notice for DAP rebooting
After the i pARasebeco®tnnect to the new SSI D you

new password and continue the other configur

Page



GUI, you will see the default SSI D had del et

window, show2Z7in Figurei4

HIRSCHMANNIT = L -
A BELDEN BAAND . N Administrator | &5 | 30s v | ==
ﬁ. WLAN Enable: 3 Disabl.. n. AP Working:3 Down:0 Jo. Monitoring Cluster: My-Demo-
WLAN Na... Status clients Primary ... Status Clie...
ORX @TX @ Wireless Client
My-wifi-test L on @ 1 ¢ AP-FE:AD Working 0 1 10
¢ AP-EC:20 Working 0
@ AP-87:30 Working 1
05 5
e o o
ew 19:47:32 19:47:42 19:47:32 19:47:42
Throughput{Mbps) Wireless Client
£} Clients  For Cluster: My- Total:1 w0 w0
Name IP MAC WLAN Auth 8 8
MI8-219365 192.168.4.24/f... 94:87:e0:2f:84:2b My-wifi-PSK PSK_WPA2 ° "
4 4
2 0 . 2 [] . 0
O 2o Gz % “Best  Gooa  Far
WWireless Client Distribution Wireless Client Heaith
SEE
Wireless
Access
10T

Fi guz74Login the AP Cluster

Page



DAP Cl ust er Web GUI

This chapter has a briefly introduction for
window on DAP Web Ul, for more detailed info

refer to related chapter accordingly.

l1Dashboard overview

The DAP provides a visualized dashboard for
configuration. As il |l ustr alledDa snh bboed rodv osvcerrevei
the top of the window, you can see the clust
refresh button ,refresh cycle andi mdows of, ort h
WLANARCI i eMani t g3y sntgd8mr e laensAc c e.ssYou can bri ef
check the WLAN, AP or Clients in the dashboa

window to see the detailed informatio

5

HIRSCHMANNIT ,, =

i
g
g
H

8
wn
a
ol
u

o
&
<

£+ WLAN Enable: 3 Disabl. £# AP Working:3 Down:0 Jo Monitoring Cluster: My-Demo-...

WLAN Na... Status Clients Primary ... Status Clie...

ORX @TX @ Wireless Client
My-wifi-PSK X . 1 @ AP-FE:AD Working Q 1 10,
My-wifi-Portal L on (@ 0 @ AP-EC:20 Working 0
My-wifi-1x Con @ 0 ¢ AP-87:30 Working 1
0.5 5
[ ———— DL— —_—
19:47:32 19:47:42 19:47:32 19:47:42
Throughput{Maps) VWireless Client
£+ Clients For Cluster: My-De... Total:1 0 0
Mame P MAC WLAN Auth 8 s}
MIB-219365 192.168.4.24/f... 94:87:0:2f:84:2b My-wifi-PSK PSK_WPAZ L B{
4 4‘
1 2 1
0 0 D‘ [ 0
2.4GHz 5GHz Best Good Fair
‘Wireless Client Distribution ‘Wireless Client Health

System

Wireless

Access

I0T

Figure 5-1-1 Dashboard overview
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1WL AN

The

operat.

o

n

WL AN

n

configuration window is

taaek s woTh®rde s wif od Wiv AR WL Adlow

easi

WL A Mi

y
ndowme.

Fi-ZZluarneddL. AN Conf i gur at | aositmafi®Egbum e u

can

| WluAN hc d mhfei gurfat dMa ANwwnliyw wavl i c ki ng

£ WLAN

WLAN Name

Ihy-wifi-Psk
Iy-wifi-Portal
Iby-wvifi- 1

Mew

Status

Enable: 3

Clients

Disable: 0

Figure 5-2-1 WLAN Window

Par amet Speci fication

WLAN Na|lLabel or name of WLAN, Qwiziaoh i0s heompads e qd
I ndicates the WLAN state
Statusm'indicates that WLAN is in broadcast
Off i ndicates WLAN is not in broadcast
ClientlThe number of wusers connected to the WLA
New Launch the WLAN creation window.

Table 5-2-1 Key words specification in WLAN Window

Page
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WLAN Configuration X

WLAN Name Status
My-wifi-test Enable
My-wifi-Portal Enable
My-wifi-1x Enable

Security Captive Portal Operate WMM Information
Level
Personal Disable A
WMM Edit
Open Enable R Uplink DSCP Downlink DSCP
WMM
Enterprise Disable i Background Background
WMM Best Effort: Best Effort:
Video: Video:
Voice: Voice:
Uplink 802.1P Downlink 802.1P
Background: Background:
Best Effort: Best Effort:
Video: Video:
Voice: Voice:

WLAN Nan

Status

Figure 5-2-2 WLAN Configuration Window

Label or name of WLAN.

Indicates the&enwhbABbN ndtiatad,es' t hat WLAN i s
"Di sa'bliendi cates WLAN is not in broadcast

Security

Security Level of WLEAN,e rfprroins eh> Pgehr stoon all o>wO

I ndicates whether the WLAN is Hsallgeneapsti

Captive |[WLAN is configured with capbi sabbpneeratnasl tahy
without captive portal authentication.
Operation for the WoOANf why oo DieWkehMd gso@d a i

Oper at € P why &
Modi fyowMM
Create|Create a new WLAN

Table 5-2-2 Key words specification in WLAN Configuration Window

The label below displays the number of enabled or disabled WLANSs.

_i £ WLAN Enable: 3 Disable: 0

Mote

1A P

AP Window is integrated with al/l DAPs and cl

configur

ation functions. Simil ar to the

Page
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Wi ndow, Simplified
il lustrated2.i nfYoRui cuarne ekasi | vy
Mode by clicking the AP Wi
Working:
Primary Name Status
(- AP-FE:AD Woarking
(- AP-87:30 Working
(- AP-EC:20 Working

wi nd8bwand| ABtCanfeidgu ma tFii @

| aunch the

Advar

ndow Fr ame.

3 Down:0 Joining:0

Clients

Figure 5-3-1 AP Window

Par amet e Speci fication

Primary NAP MAC Address.
Connection statuses of AP, there are thr
Status . .
and Joining.
Clients/The total number of users currently conn
Table 5-1-1 Key words specification in AP Window
DAP has three status indications when connecting to
DAP(s) has connected to the PVM successfully and is
is disconnected from the cluster, and 6Joiningd indi
H but hasnot compl eted yet. The Label in AP Window i

MNote

Working:3 Down:0 Joining:0

Page



AP Configuration x

Primary Name  IP
AP-D0:EO 172.16.20.146
AP-10:60 172.16.20.135

Neighboring Cluster

AP-04:00 172.16.20.100

Firmware Operate Model
PVM

4.1.9.73 DAP620

Oreboot
SVM
4.1.9.73 @ty Oreboot DAP620
MEMBER
Joining

Pending

5.0.1.61

AP Name:
MAC:

Location:
Status:

Role in Cluster:
Serial Number:
Model:
Firmware:
Upgrade Time:
Upgrade Flag:

IP Mode:
VLAN:
IP:
Netmask:

Default gateway:

Detailed Information

AP-DO:E0 Edit
94:AE:E3:FF:DO0:E0
94:24:e1:55:89:3d1/1/13  Edit
Working

PVM

942999300101090003

DAP620

4.1.9.73

Sun Dec 7 02:57:45 2025
successfully.

DHCP Edit
0 (untag)
172.16.20.146
255.255.255.0
172.16.20.1

Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC/BWO

Figure 5-3-2 AP Configuration Window

Par amet er

Specification

Primary NarnfgName of the DAP.
I P I P address of the DAP.
Firmwar e Firmware version of the DAP.
There are two optional operations fo
Operate Checking the detailed configuration
Execute to reboot the DAP.
PV M Primary Virtual Management in the DA
SVM Secondary Virtual Controller in the
ME MB ER Ot her member DAPs in the cluster exc
Joining DAPs in joining state, needs to be a
Pending DAPs in pending state, needs to upgr
Nei ghboring Nei ghboring DAP clusters with differ
Scfy Checking the detailed configuration
Oreboot Execute to reboot the DAP.
Reboot AlIl |Reboot all the DAPs in the cluster
Clear Al ConfMRestore factory settings for all the
Backup AlIl Co|Backup the configuration of DAP cl us

Page



Restore Al ClRestore the config

uration for DAP cl

Upgrade Al Update the firmwar

e for all t he DAPs

Co
co
Ma

nvert all the AP
nfigured, DAP wi
nagementi DAB WG d
Optiir®@bt ai n BAMWOa ®AC
during AP booti ih@o
wi || register afte

Convert [/BWOD

s in the c¢cBWGOt ©mctg
1 MBeWwo ot and regi
ress to which DAP
ess through DHCP o
opi gureedBVEX at wb i D
r rebooting.

Detailed Inf|{Detailed informat.i

on for the selecte

AP Name Name of DAP.

Location Location of DAP.

Co
Do

on status
Joining.

nnecti

Status
wn and

of DAP, here ar

t he
nt

Re
ch

ag

DAP fro
o Joini

mo v e
anges i
ain.

Ki ck Off

Wh e
t he

the cl
state

ster.
unt il

m
ng

u

Role in clJAP role in the cl

cludi PV

ng

Update to HUpgrade the member

o be the

Seri al Numl Seri al Number of t

el ected.

Mo d e | Product Mo d e | of

el ected.

Upgrade TifLast firmwar

upgr

ti me
ssf
ssf

| as
su
su

Fl ag of
upgraded
upgraded

Upgrade FI u

u

upgrade.
e Upgrade
e Upgrade

ich t
st a
AP.

The way by
DCHP server
configured

| P Mode

he
tic |

ains its
nfigured

I P |l Pv4/ 1 Pve address

of the DAP selecte

Net mas k Net mask of e | Pv

4 address of the D

Default Gat|Default Gateway of

the DAP selected.

DNS DNS server in the

net wor k.

Cl usitbAArP wor ki

ng

DABWGO Change the
DABWO You need
changi ng/BWomoDdAeC
address through
state.i COtndtiigaur e
register after

AP Mode

r

in cluster mode.
DAP to be managed
t o /IBW@ i fayd dtr lees sD Avd
DHCR OQ®q taii oin IBANOD D A
DHCP option 138 o
BVWA Pt addbAGCs t

ebooting.

0]

Table 5-3-2 Key words specification in AP Configuration Window
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1Cl i ent

Client Window displays all the connected cl i
are two modes for Client Window, -8Lmphdfied
Client information wiMR2owYblul canr dtedchntReg
i nformation window from Simplified window by

£+ Clients For Cluster: AP-Cluster Total:3

Name IP MAC WLAN Auth

MS-KAWGSNR... 192.168.8.53/fe... 00:15:00:65:4a:70 My-wifi-test PSK_WPA2

Lakers0326 192.168.8.33/24... ¢0:3¢:59:70:3d:c5 My-wifi-test PSK_WPA2

iPhone-2 192.168.8.4/240... dc:0c:5c:dd:59:c9 My-wifi-test PSK_WPA2

Figure 5-4-1 Clients Window-Simplified Mode

In the Clients alfi*bkmédd cbnhewindawry will Kkic

from AP, mdmwd |l ¢l keckd& off the client and add i

Par ameter Speci fication
For Cl Cbust ef] Clients connected to the Cluster.
For WLMANAN NanmClients connected to the specified
For AP: MAC Clients connected to the specified
User name or host name of the clien
aut hentication through username & p
field. For client authentication wi
Na me through terms and conditions check
DAP obtains client hostname from cl
client DHCP packets not being carri
the Name filed could be empty.
| Pv4 |l Pv4 address of the client.
| Pv 6 |l Pve address of the client.
MA C MAC address of the client.
WL AN WLAN to which the client connected.
Aut h Aut hentication type: Open, Portal (
(Enterprise).

Table 5-4-1 Key words specification in Clients Window
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Clients Information

Name
MS-KAWGSNR...
Lakers0326
iPhone-2

1P

192.168.8.53/fe80...
192.168.8.33/240...
192.168.8.4/2409:..

MAC WLAN Access Point

00:15:00:65:4a:70 My-wifi-test AP-C0:70 ® M
€0:3¢:59:70:3d:c5 My-wifi-test AP-C0:70 x @
de:0c:5c:dd:59:c9 My-wifi-test AP-C0:70 x

Name:

IPv4:

IPvE:

MAC:

WLAN:

Access Point:
AP Name:
Auth:

Attached Band:
Online Time:
RSSI:

Working Mode:
PHY Rx rate:
PHY Tx rate:
Rx rate:

Client Detail
MS-KAWGSNRXDIDC
192.168.8.53
fe80::285f:5e03:3110:2427
00:15:00:65:4a:70
My-wifi-test

AP-CD:70 (94:ae:e3:ff.c0:70)
AP-CO:70

PSK_WPA2

5G

35s

-47dBm

11NA_HT40

300.00Mbps

300.00Mbps

0.00Mbps

Figure 5-4-2 Clients Information Window
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Par amet ¢ Specification

User NamUser Name of the client.
I P | Pv4 address of the client.
MAC MAC address of the client.
WL AN WLAN to which the client connected.
Access P|Access point to which the client connect
b Force the client to disconnect the wirel
ﬁ Remove the client from the wireless netw
the client can be displayed and operated
AP Name|Name of Access Point that the client con
Aut h Aut hentication type: Open, Portal (Capti

Attached |The radio band through which the client

Online T|Time when the client attached to the wir
. Ti me when the client has passed the capt
Session .
clients.
RSSI Received Signal Strength Indication of t
Wor king NWireless working mode of the client.
PHY Rx r|Physical receiving rate of the client.

PHY Tx r|{Physical sending rate of the client.

Rx ratePacket receiving rate of the client.

Tx ratePacket sending rate of the client.

Downl oaqTotal download data size since the clien
Upl oad |Tot al upl oad data size since the client
Device t|lDevice type of the client.

OS Type|Operating system type of the client.

The number of error packets received by
R x Erroof packAhoeheborcause of packet error is
(Tx Power). I f an AP and client devic a
strengths, then this can cause packet er

The number of retry packets sent by the

Tx Retr
be -ssreent because they were corrupted upon

Page



Showing roaming history between SSI D/ AP/
can be displayed and will be separated b
ConnectiofiASesesbsbdbon represent a period
to the wireless network and ending by
Roaming H di stributed within sessions.
The connection sessions are arranged b
wi || be positioned on the top of r oami
The Offline status represent the conne
represent an ongoing session and the <c
Table 5-4-2 Key words specification in Clients Information Window
IMoni toring
The monitoring window displays the utilizat:i
statistics of traffic throughput and client
The monitoring window can moril tuahnaefrerddiin AfNo u r
basedhRBRsadd chaseendi | | ust r &H-¢,d F irghRri egRuirggdd r e
3and FbBH4Uure
Thel usntoemrn t oring is the default display; you
WL AN/ AP/ cl i eMLtANf rWd m dtohwd AP Wi ndow/ Cl i ent Wi ngc
Dashboar d.
The monitoring window is automatically refre
t he deat mweyscdaen be set to 30s /60s [/ 120s.
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Monitori ng Group: My-Demo-Group

Wireless Client Distribution

OrRx OTX @ Wireless Client
1 10
0.5 5
0 . 0
21:48:36 21:48:40 21:48:46 21:48:36 21:48:40 21:48:46
Throughput(Mbps) Wireless Client
10 10
8 8
[ 33
4 4
2 2 2 2
2.4GHz SGHz Best Good Fair

Wireless Client Health

Figure 5-5-1 Monitoring Window - AP Cluster

Par ame Speci fication

R X Total receiving rate of the AP Cluster.
TX Total sending rate of the AP Cluster.
Clien The number of clients connected to the AP C
Client The working band distribution of clients co
working on 2.4GHz band and number of client
The wireless connection qualiudyeletwedrmeclsii
classified as bel ow:
Client BedtNumber of clients whose signal strengt
GoodNumber of clients whose signal streng
Fad Mumber of clients whose signal strengt

Table 5-5-1 Key words specification in AP Cluster Monitoring Window
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®RX OTX
1
05
0
21:52:13 21:52:20  21:52:23
Throughput(Mbps)

10
8
6
4
) 2
ol ¢

2.4GHz 5GHz

Wireless Client Distribution

10

0
21:52:

(=T T N s I -

Monitoring WLAN: My-wifi-test

@ Wireless Client

13 21:52:20  21:52:23
Wireless Client
2
s .
Best Good Fair

Wireless Client Health

Figure 5-5-2 Monitoring Window i WLAN

Par amet Speci fication

R X Tot al receiving rate of the WLAN.

TX Total sending rate of the WLAN.

Client|The number of <c¢lients connected to the WL

band distribution of clients
wor king on 2.4GHz band and number

The working

Client .
clients

The wireless connection

gualiudygelle bwe ¢ h ec

client, and classified as bel ow:
Client - BedtNumber of clients which signal stre
GoodNumber of clients which signal stre
Fad Mumber of <clients which signal stren

Table 5-5-2 Key words specification in WLAN Monitoring Window
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Monitoring AP:AP-C0:70

ORX OTX @ Wireless Client
1 10
0.5 5
0 0
21:52:38 21:52:45 21:52:48 21:52:38 21:52:45 21:52:48
Throughput{Mbps) Wireless Client
10 10
8 8
6 6
4 4
2 2 2 2
2.4GHz 5GHz Best Good Fair
Wireless Client Distribution Wireless Client Health

Figure 5-5-3 Monitoring Window i AP

Par amet Speci fication

R X Tot al receiving rate of the AP.
TX Total sending rate of the AP.
ClienttThe number of <clients connected to the AP
Client The working band distribution of clients
working on 2.4GHz band and number of <clie

The wireless connection qualiudygeldetowedimec

client, and classified as bel ow:

Client BedtNumber of clients which signal strengt
GoodNumber of clients which signal strengt
Fad Mumber of clients which signal strengt!H

Table 5-5-3 Key words specification in AP Monitoring Window
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Monitoring Client: dc:0c:5¢:dd:59:c9

ORX @TX @®RssI
1 (]
20
05
-40
(] -53
21:55:02 21:55:20 21:55:45 21:55:02 21:55:20 21:55:45
Throughput(Mbps) RSSI(dBm)
ORX OTX
866.7
600
400
200
(]
21:55:02 21:55:20 21:55:45
PHY RX/TX(Mbps)
Figure 5-5-4 Monitoring Window i Client
Par amet Speci fication
R X Receiving rate of the client.
TX Sending rate of the client.
RSSI Received Signal Strength Indication of t

PHY RX|Physical receiving rate of the client.

PHY TX|/Physical sending rate of the client.

Table 5-5-4 Key words specification in Client Monitoring Window
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1System

The System window was divided into three win

System Time window and Sysl| og-1lwiSryddvwe,m iplalgwest

| System a
¥ General System Time Syslog & SNMP
Cluster ID: 301 Date and Time: Tue Jan 11 2022 09:19:51 s Syslog SNMP
. Daylight-Saving Time: . off )
Cluster Name: My-Cluster Yig 9 Title Level Source
N : . B v
Cluster Location: My_Location Time Zone: (UTC+08:00)Kuala DNS servers are unreach... CRIT  172.16.10.169
Lumpur,Singapore
Cluster Manage IP: 172.16.10.234 NTP Server List: DNS servers are unreach... CRIT  172.16.10.169
DNS h.. CRIT  172.16.10.169
Cluster Manage Netmask: 255.255.255.0 servers are unread
DNS servers are unreach... CRIT ~ 172.16.10.169
User - Viewer: Disabled
User - GuestOperator: Disabled
Certificate - Web Server:  default Log Level:
NTP Server: | Add | Ap-Debug: Notice v
System: Error v

Figure 5-6-1 System page

IWi r el es s

The W Wehebecuses on advanced wireless funct
wi ndows: RF (Rawli bSFwelBPaehoydpnhceni zati on,
il 1l ustrat®dlWi m eRWegauslroew

=h Wireless A
£} RF ©2.4GHz ()5GHz £+ wIDS/WIPS Performance Optimization
2.4GHz Channel Distribution Rogue Suppress: (T . Background Scanning Con (@
Dynamic Blocklist: (@Gl .
Wireless Attack Detection: (@I . Scanning 0 20
@CH1 BCHE @CHT Interval: min sec
Unknown AP
Scanning
Duration: 0 3 50
@4 AEEIISFEAD 004 AEESISEC20 50ms
®94.AEE300.57:30

Interfering AP
a . Force 5G:0J m

. Load Balance:
Rogue AP ﬂ i
RSSI Threshold:
0 20 40 60 68
24G: 0 5G6: 0 Save

Figure 5-7-1 Wireless Window
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1Access

The Access page is divided into three window

Al l owl i st wimdow, AICLus%8lated in Figure

P Access Ao
£ Authentication  @pevice Jos Blocklist & Allowlist L3 ACL
Device Type Blocklist Allowlist ~ Walled G...  Multicast Source Destination Protocol  Action
MAC Address Operate 172.16.102.1/24 :1263 172.16.11.110 :231 UDP REJECT
00:11:22:33:44:50 »® 172.16.101.21:121  172.16.13.110 :336 TCP REJECT

172.16.107.1/24 :Any  Any :Any TCP ACCEPT

Unknovg obile 00:11:22:33:44:51 x
00:11:22:33:44:52 x
00:11:22:33:44:53 x
PC 00:11:22:33:44:54 %
MAC:

Figure 5-8-1 Access Page

| oT

The | oT window was divided into two windows:

Detailed Information @Pdge, illustrated in Fi

)] 10T
£+ Bluetooth Detailed Information
Primary Name  IP Model  Status  Working Mode  Operate Bluetooth Configuration
AP-EC:20 192.168.4.20 DAFG4T  Off Scanner # Edit EheteetBnic: el
L Working Mode: Scanner
AP-FE:AD 192.168.4.136 DAPS4D  Off Scanner *% Edit
Scan Filter Mode: MoFilter
Scan Type: Pacsive
Scanning Interval: 100
Scanning Period: 100

Scan Allowlist:

Server Address:

Repart Topic:

Report Broadcast Type:

Repart Graup:

Figure 5-9-1 10T Page

1Mor e

Some additional informaMonbeaedecanhderisglen bor e
i n Fi-pair e5
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Administrator| 25 30s v

© Help

== Tools
10 ® Update
5 & Logout

Figure5-10-1 More information about DAP

V AboxyBasic i nfor mat itosnucolf a sDAsPo fctlwasrteerv er s

Country/ Region, etld@2 shown in Figureb

HIRSCHMANN IT

A BELDEN BRAND

Name: AP Cluster Manager

Version: 4.1.9.73

Country/Region: s5G

Legal: Copyright © 2025 Belden Singapore Pte Ltd.All Rights Reserved.

Figure5-10-2 About

V Helofrel ated hel p i nfi @pivaiyéerdnmovi dd rmeved t

title bar, sh@wn in Figurebs
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HIRSCHMANN IT

A BELDEN BRAND

AP Cluster : My-Demo-
Cluster - 172.16.10.234

My_Location

-n- WLAN Enable: 1 Disable: 0 Working:1 Down:0 Joining:0
WLAN Name Status Clients i Click on each row in AP list to see (OISl
i the monitoring and client
My-wifi-test u : 1 information of this AP in the

corresponding display area, you
can also see the details of each AP
by dlicking the title.

New

£ Clients For Cluster: My-Demo-Clu... Total:1
Name P MAC WLAN Auth
Lakers0326 172.16.10.102/fe80... c0:3c:59:70:3d:c5 My-wifi-test PSK_WPA2

Figure5-10-3 Online help

V. Wrrowr=ph edvIl f wur x e dhgwkhrjruwa3nohSg> ws o o & v h

uhi h&4 wyxssr uw uWNrgrhowd | ov 1

V XsgdowvKsjudghv iGR®Hz yhuvlirg ghwhfwhgl

V. Orjrox@Quw j rxw fxuuhqgw Xvhul

Page



WLAN Configuration

Configuring WLAN should be theFfinetwstlkp Wh

section contains the following topics:

Two ways to create a new WLAN

|l ntroduction to WLAN with different aut he

Key words specification for WLAN

Modi fy WLAN Configuration

Del ete Your WLAN

WMM Configuration

l1Two ways to create a new WLAN

There are 2 ways to create a new WLAN in clu

Create a new WLAN by clicking hyperlink

5

of maiinSeagien -Fi1 gamae 6Fli2gur e 6

L WLAN Enable: 1 Disable: 0
WLAN Name Status Clients
My-wifi-test CYX . 0

Mew

Figure6-1-1 WLAN Simplified Mode
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Create New WLAN

WLAN Name: My-wifi-PSK

Security Level: Personal v
Key Management: Both (WPA2 & WPA) v
PMF: Disabled v
Password Format: 8-63 chars »
Password: sssssnes

Confirm: ssssssss

v

Figure6-1-2 Create New WLAN Window

., Create a new WIiArNe dityet ¢ loinc Kinnd he WLAN Con
Wi ndow, show#-3in Figureb

WLAN Configuration x

WLAN Name Status Security Captive Portal Operate Create New WLAN
Level
My-wifi-test Enable Perscnal Disable A WLAN Name: My-wifi-PSK (1-32 chars)
WMM
Security Level: personal v

Key Management: Both (WPA2 & W v

PMF:

Disabled v
Password Format: 8-63 chars -
Password: eessrane
Confirm: PR
Inactivity Timeout . off

Status:

Figure6-1-3 Create New WLAN in WLAN Configuration window
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IWLAN type introduction

There are 4 types of WLAN supported by DAP i

OpexThere is no Authentication or encryption
network, the data frame of wireless clients
mode over the ai+1l shown in Figureb®6

Create New WLAN X

WLAN Name: My-wifi-open

Security Level: Open o

Captive Portal: O Yek ® No

Advanced

Figure6-2-1 Create an Open WLAN

Open with PortalkAasaushewni e&t, FiChprnebd e portal s

used in an Open WLAN where the users are sho

them of the conditions of access and access

i n Fi-Zz3u.r e@apti ve portal authentication are u

pl ease IXEflrLdpin methods for thktorcagetiakel po

Create New WLAN X

WLAN Name: My—wiﬁ—portal
Security Level: Open o
Captive Portal: ® Yes|O No

Advanced

Page



Figure6-2-2 Create a portal WLAN

HIRSCHMANN IT

A BELDEN BRAMD

Please login to the network using your access
code.

Access Code:

(0 1acceptthe terms of use

Contact a staff member if you are experiencing
difficulty logging in.

Figure6-2-3 Portal log in page

Persondll so referredcatroedaskeB9K mopdreg t his is
and small of fice networks and doesn't requir
net work device encrypts the network traffic
entered either as a string of 64 hexadeci mal
printable ASCI I characters. Personal mode 1 s

combinati ons, i I1-2-4ustrated in Figureb
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Create New WLAN X

WLAN Name: My-wifi-PSK

Security Level: Personal v

Key Management: | Static WEP =
Static WEP

PMF: WPA2 Personal

WPA3 Personal
Both (WPA2 & WPA)

Password Format: Both (WPA3 & WPA2)

Password:

Confirm:

LITITTTY ]

Figure6-2-4 Create a Personal WLAN

EnterpgpNamely 802.1x authentication, this is

and requires a RADIUS authentication server

but provides additional security (e.g. prote
passwords). Various kinds of the Extensible
aut hentication. Ent er pBa tswP ArBo WP, AI)WPAXZ aathdbl e
WPA3, il lustraig.ed in Figureb

Create New WLAN X

WLAN Name:

My-wifi-enterprise

Security Level: Enterprise -
Key Management: WPA2 Enterprise Vi
WPA2 Enterprise
PMF: WPA3 Enterprise
Both (WPA2 & WPA)

AuthServer: 172.16.12.113
AuthPort: 1812
AuthSecret:

Page



Figure6-2-5 Create an Enterprise WLAN

WPA uses 802.1X authentication which is one of the Ext
avail abl e todaybas8ed . .nlext wosr ka gcocretess contr ol met hod for

. " networks. It was adopted as a standard by the | EEE in
Note userso6 credentials, in the form of digital certificate
usernames and passwords, smart cards, secure | Ds, or any ot
comfortable deploying. WPA allows flexibility in both the 't

EAP type.

1Key words specification for WLAN

Regarding different scenari o on end customer
parameters can be set for speci al requiremen
Create new WLAN / Modify WLAN Window for your

PMEDARBupports the | EEE802. 11w standard, al sc

Management Frames (PMF). The PMF function in
data confidentiality of management frames. P

encryptigniméetulsad a-832d in Figureeé6

., Disgliesabl es 802. 11w PMF iptrDaitsediciitlbigodn f or

defaul t .

OptiyBatth 802. 11w PMF capable c-lients ar

capable clients can connect the SSID.

, Reqguikx€Cédents only support 802. 11w PMF c

For WPA3 Enterprise authentication, if the CNSA is sele

. ! PMF capable client can connect.
Mote
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Edit WLAN Information
WLAN Name: My-wifi-test (1-32 chars)
Security Level: Personal -
Key Management: Both (WPA2 & WI ~
PMF: Disabled v

Disabled
Password Format: Optional

Required
Password: essseses
Confirm: vessanes
Inactivity Timeout . off
Status:

b

Figure6-3-1 PMF settings for WLAN

l nacti vity TiSmeeocuitf ySttahteusitnacti vity timeout

The clients wildl be disconnected from the wi
not transmitting any packet s. I f I nactivity
l nactivity Timeout Interval wil!/ be used to
Fi gu3-2.6

l nactivity Tixmeewti flynttéhrevalnacti vity ti meout

is set to 600 seconds and can be configured

il lustrate3s®.in Figureb
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Edit WLAN Information

Password:

COnﬁIITI: LTl

Inactivity Timeout
Status:

Inactivity Timeout 600 (60-12000)s
Interval:

Enable: ®ves ONo

Hidden: O Yes @®No

Figure6-3-2 Inactivity Timeout Configuration

EnalwlSepeci fy the YWBAMeanat ehad® WLAN is in broc

Nd means WLAN will not applied to APs and nc
Fi gu3-3.6

Hi ddeSpeci fy visibiYa@® yneoafnst teh aWL AM,e A SSI Do

i nclude in the beacon frame and WLMA& is invi

means WLAN is invisib382%; illustrated in Figu
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Create New WLAN

Password: vecseces

Confirm: vevseens

Inactivity Timeout . off

Status:

Inactivity Timeout 600 (60-12000)s

Interval:

Enable: @Yes ONo

Hidden: OYes @No

Multicast: OYes ®No

ARP Proxy: @Yes ONo

Band: £%2.4GHz B35GHz

Figure6-3-3 Enable and Hidden WLAN

Mul t iocTehdts feature all ows DAPs to convert mul

streams over the wireless network based on t
Mul ticast to Unicast (for up to 6 clients) ¢
streams, while preserving tiWwedkandwirdilceayali
i n Fi-Zd.r e 6
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Create New WLAN

Inactivity Timeout . off B
Status:

Inactivity Timeout 600 (60-12000)s
Interval:

Enable: @Yes ONo

Hidden: OYes ®No

Multicast: OYes ®No

ARP Proxy: @Yes ONo

Band: 92.4GHz ®5GHz

Scope Type: @Al OGroup

WLAN Access Timer: . off

MaxClients Per Band: 64 (1-256) -

Figure6-3-4 Multicast configuration

ARP Prodéxyenabl ed, when the ARP request to a

reply to clients6é6 ARP request instead of for

i n the air and i mprove the wireB®ss perfor ma

The DAP does not act as an ARP proxy for gratuitous Al
DHCP or | P release |/ renewal, the client will send gr.

Hspecial ARP packet and broadcast it normally.
Mote
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Create New WLAN

Inactivity Timeout off
Status:
Inactivity Timeout 600 (60-12000)s
Interval:
Enable: ®Yes ONo
Hidden: OYes @No
Multicast: OYes ®No
ARP Proxy: @Yes ONo
Band: %42.4GHz B5GHz
Scope Type: @Al OGroup
WLAN Access Timer: off
MaxClients Per Band: 64 (1-256) -
Figure6-3-5 ARP Proxy configuration
BandSel ect a value to specify the band
You can set the band to 2.4 GHz, 5 GHz,
default, illu36rated in Figureb6
Create New WLAN
Inactivity Timeout off -
Status:
Inactivity Timeout 600 (60-12000)s
Interval:
Enable: @Yes ONo
Hidden: OYes ®No
Multicast: OYes @No
ARP Proxy: OYes ®No
Band: 32.4GHz ®5GHz
Scope Type: @Al OGroup
WLAN Access Timer: off
MaxClients Per Band: 64 (1-256) -

Figure6-3-6 Band Configuration
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Scope bByepei fy the scope of APs in the cluste

shown i n3Figureb
. AITIAT DAPs in the cluster will <create the
., ClusitSeerl ect the DAPs which will <create the
address is in the cluster wildl be valid f
Create New WLAN
i
Band: 2. .4GHz B5GHz
Scope Type: OAll ®Group
Scope: x AP-EC:20 ‘
WLAN Access Timer: AP-87:30
MaxClients Per Band: (1-256)
AP-FE:AQ
VLAN ID: 0 (0,2-4090)
Upstream Per Client: 0 (0-65536)kbps
Downstream Per Client: 0 (0-65536)kbps
Client Isolate: . off

Figure6-3-7 Scope Type configuration

WLAN AccessesSpecenefry the WLAN working period,

broadcast s. I f NOT configured (it is Disabl e
broadcast i f the WLAN is &88tivaféeer Bl WLANTI &
configured ,there wil!/l be icon of timer disp

Fi gu3-%.6

Pl ease make sure the system time and time zone confi gu

bed WLAN may not work as expected if the DAP system ti me a
Mote

., AccessiPpgsi fy the days for broadcasting

, Operation&lpeldodrysthe time of the day in w
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5

StartiTiime to enable the WLAN

End TiTmene t o di sable the WLAN

Create New WLAN X

WLAN Access Con @ -
Timer:

Access Days: EMon ETue Bwed BThu EFri OSat (JSun

Operational Con @

Hours:

Start Time: 08:00 &= hr:min

End Time: 18:59 = hr:min

VLAN ID: 102 (0,2-4090)
MaxClients Per 64 (1-256)

Band:

Upstream Per 0 (0-65536)kbps
Client:

Downstream Per 0 (0-65536)kbps
Client: v

Figure6-3-8 WLAN Access Timer configuration

HIRSCHMANN IT

A BELDEN BRAND

AP Cluster : My-Demo-
Cluster - 172.16.10.234

My_Location
£ WLAN Enable: 2 Disable: 0 L AP Working:1 Down:0 Joining:0
WLAN Name Status Clients Primary Name Status Clients
Myawifiztest L on @ 1 ¢ AP-C0:70 Working 1
C My-wifi-test-102 Con @ 0

New

Figure6-3-9 WLAN Access Timer indication

VLANGcI|I BDenti fier of the VLAN to which t

he

WL A

wireless clients -3-1i0,] uvisfviVditidMeNt | inml | Riggemoa&a® i gur

r el

ated bridge interface wil.l be created
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forwarding, you can check

il lustrat-211.n Figureb®b

the VLAN confi

Create New WLAN X

WLAN Access
Timer:

QOperational
Hours:

Start Time:

]

08:00

End Time:

i ]

18:59

VLAN ID:

MaxClients Per
Band:

Upstream Per
Client:

Downstream Per
Client:

0

Access Days: EMon ETue Bwed BThu EFri (Jsat (JSun

rs

hrzmin

hr:min

(0,2-4090)

(1-256)

(0-65536)kbps

(0-65536)kbps

Figure6-3-10 VLAN Configuration

support@AP-Co:70:~$
support@AP-CR:70:~%
support@AP-Ce:70:~% brctl show

bridge name bridge id STP enabled interfaces

br-vlanie2 7fff.94aee3ffco70

br-vlanle3 7fff.9%4aee3ffco70

7fff.94aee3ffco70

support@AP-Ce:70:~%
support@AP-C0:70:~%

no atheez2
athie2
ethe-102
ethl-102

athees

athie3
ethe-103
ethl-103
atheo1l
athie1l
ethe
ethl

Figure6-3-11 Checking VLAN Configuration by using command

MaxClientsoBpecBAwdt he maxi mum number of

configured for each BSSI D

to 256. The dafwhwelnt tvhael wd
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on a WLAN. You

iiesntés4d connect

t

g

o
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number ,

connect

the authenticat

to the

SSI D

i on

request

succae3stlPf.ul |

Yy,

Create New WLAN

Band: B2 .4GHz B5GHz

Scope Type: @All OGroup

WLAN Access Timer: off

MaxClients Per Band: 64 (1-256)

VLAN ID: 0 = (0,2-4090)
Upstream Per Client: 0 (0-65536)kbps
Downstream Per Client: 0 (0-65536)kbps
Client Isolate: off

802.11r: off

802.11v:

Figure6-3-12 MaxClient Per Band Configuration

Upstream PxeSpeCliifeyntt he

wir el

e s

ma X i

mu m

s client,-3iLBlustrated i

n

from

new

Il lustrate

Figureb

Downstream P8pec€ifent heowdxiemummbandwi dt h

e a cwhi

r el

ess cl

ent ,-3LlBlustrated
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Create New WLAN

WLAN Access Timer: off
MaxClients Per Band: 64
VLAN ID: 0
Upstream Per Client: 10240
Downstream Per Client: 20480
Client Isolate: off
802.11r: off
802.11v: Con @
802.11k: CY .
UAPSD: m .

(1-256)

(0,2-4090)

(0-65536)kbps

(0-65536)kbps

Figure6-3-13 Clients traffic limitation Configuration

attached

Client XINDal ptee mit the clients
with each other; they can only,
Fi gu3-1ed6.

Create New WLAN

Upstream Per Client: 10240 (0-65536)kbps

Downstream Per Client: 20480 (0-65536)kbps

Client Isolate: off

802.11r: off

802.11v: Con @

802.11k: Con @

UAPSD: Con @D

2.4G Client Rate off

Control:

Figure6-3-14 Client Isolate
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802 .x1Slerl ect to enable I EEE 802.11r (Fast BSS

Transition mechanism minimizes the del ay whe

another witbhonstéae, sialmeu3ts.ated in Figureb6
Create New WLAN
Upstream Per Client: 10240 (0-65536)kbps
Downstream Per Client: 20480 (0-65536)kbps
Client Isolate: . off
802.11r:
802.11v: . off
802.11k: . off
UAPSD: . off
2.4G Client Rate . off
Control:

Figure6-3-15 11r Configuration

802kix(Enabl es/ Di skbwiltdhey8 @2 ellenab8ed. bykadeIwu

wor king tomgRdamirngvi R&SI Threshol do, which 1is

optimization, while it mainly reliesldusthat
i n Fi-Zua.e 6

When enabling 802. 11k/11v on the SSI D,
trigger of 802.11k/ 11v message exchange

When DAP detects the SNR value of devi c

Threshol do, 802. 11k event wi || be sent
compliant devi ce, it owi || respond to DA
RF scanned information from this devi ce

, Based on the data received;FiDAR iwielrl tcos
check what would be the best BSSI D for

send the best SSI D information to this

Page



, Finally, the device will choose i f itds
device will choose if it takes the BSSI
802.11v event, or some other BSSID to r
from AP side.

Create New WLAN

Client Isolate: . off “
802.11r:

802.11v:

802.11k:

UAPSD: . off

2.4G Client Rate . off

Control:

2.4G Client Rate: 1 o Mbit/s

5G Client Rate: . off

5G Client Rate: 6 o Mbit/s

2.4G MGMT Rate . off =

Figure6-3-16 802.11k/v Configuration

OKg@l f OKC is enabled, a cachwdl pabdwiwbenmashbet

client roams to a new AP. This all ows faster

complete 802. lyraceidemei saodohbywy supported in

and disabled by defa®Bl#, illustrated in Figu
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Edit WLAN Information

Client Isolate: . off
802.11r: . off
802.11v:
802.11k:

UAPSD:

OKC: . off

2.4G Client Rate . off
Control:

2.4G Client Rate: Mbit/s

5G Client Rate Control: . off

5G Client Rate: Mbit/s =

Figure6-3-17 OKC Configuration

UAPSDnschedul ed aut omati c-ApPGSWer i sawe Qbe&l if wern
is defined in | EEE 802.11e that extends the
extending the battery Ilife, this feature red
del i vered over t RAeP SWD rdeoleess sn omte drieaguid e t he c|
i ndi vidual packet that is buffered at the ac

downlink packets by sending sahocwmgii3s 8riipd u reo6
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Create New WLAN

Client Isolate: . off

802.11r: . off

802.11v:

802.11k:

UAPSD:

2.4G Client Rate . off

Control:

2.4G Client Rate: 1 o Mbit/s
5G Client Rate: . off

5G Client Rate: 6 o Mbit/s
2.4G MGMT Rate . off W

Figure6-3-18 UAPSD Configuration

2.4G Client ERanbl EsntdDislabl es 2. 4G band acces

client ,daitta irsatdei sabled by-3dd8fault, shown 1in

2.4G Cliwenza. R@atkrand client with | ower data s

access, recommendéddwwal3aeOFEiL ur eb6

5G Client RateEen Cwolndga g/oDbi sables 5G band access
data, rateis disabled by-3d8fault, shown in Fi

5G Client5®aba&and client with | ower data spee

recommended vsahlomen 2-38 9Fi gur e 6
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Create New WLAN

2.4G Client Rate . -
Control:

2.4G Client Rate: 12 - Mbit/s

5G Client Rate:

5G Client Rate: 24 - Mbit/s

2.4G MGMT Rate
control:

2.4G MGMT Rate: 6 - Mbit/s
5G MGMT Rate control:
5G MGMT Rate: 12 - Mbit/s

Figure6-3-19 Client Rate configuration

2. 4G MGMT Rat eEComliteo/ Di sables 2.4G band wir-r
rate controbk disabled by-3@6fault, shown in F

2.4G MGMT Ra#6 band wireless management fram

means | ess coverage, | ower, vsah ouven m8A GFsi g uarreg6e

5G MGMT Rate Epabltes/ Di sables 5G band wirele
controbot is disabled by-326tault, shown in Fig

5G MGMT Ra@tkkand wireless management frame tr

means | ess coverage, | ower, vsahouven m8A GFsi g uarreg6e
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Create New WLAN
2.4G Client Rate x . -
Control:
2.4G Client Rate: 12 - Mbit/s
5G Client Rate: CX .
5G Client Rate: 24 o Mbit/s
2.4G MGMT Rate Con @)
control:
2.4G MGMT Rate: 6 o Mbit/s
5G MGMT Rate control: CX .
5G MGMT Rate: 12 - Mbit/s
-

DTI M
val u

Conyv

Figure6-3-20 Management Rate configuration

|l nDekrvaéry Tr afafpi tt ddnedid &cualtti ownatl Ruee hiisg hle
e, the better the terminal's power sav
ersely, |l ower values result in worse pc¢

shown in3Flgureb

Create New WLAN

5G Client Rate: Mbit/s

2.4G MGMT Rate . off
contral:

2.4G MGMT Rate: Mbit/s

5G MGMT Rate control: . off

5G MGMT Rate: Mbit/s

OTIM Interval: 1 . (1-255)

RTS/CTS: . off

Figure6-3-21 DTIM Interval configuration
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RTS/ CESabl es/ RBTSART 8 sfrraanmsemii $ siendi sabl ed by
Enabling it can better resolveshloeauncomf IFi gus
3-2 2.

RTS Thr eBthrodddhol d for sending RTS,fshmwsa, i de

Fi gu3-2%.
Create New WLAN
[
2.4G MGMT Rate . off
control:
2.4G MGMT Rate: 1 o Mbit/s
5G MGMT Rate control: . off
5G MGMT Rate: 6 v Mbit/s
DTIM Interval: 1 (1-255)
RTS/CTS: Con @
RTS Threshold: 2347 (1-2347) Bytes
v

Figure6-3-22 RTS/CTS configuration

1Modi fy WLAN Configuration

I n WLAN Configuration window, you “Darmumadadinf y
all the configurable WLAN parameters wil/ be
ConfigurationCawvi dalbwi t@hi tk 6ancel S$&ve modi f

button to save the con#fdlguration, shown in F
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WLAN Configuration X

WLAN Name Status Security Captive Portal Operate WLAN Detail
Level
My-wifi-test Enable Personal Disable P WLAN Name: My-wifi-test101
Band: 2.4G,5G
My-wifi-PSK Enable Personal Disable
Scope Type: all
My-wifi-portal Enable Open Enable A - Captive Portal: disable
WMM
X Security Level: Open
My-wifi-1x Enable Enterprise Disable LA
WMM Hidden: disable
My-wifi-test101 Enable Open Disable £ R Inactivity Timeout Close
WHM Interval:
Inactivity Timeout 600
Interval:
Enable: Yes
Multicast: disable
ADD NDennnie Airahla e

Figure6-4-1 Modify WLAN Configuration

l1Del ete your WLAN

I n WLAN Configuration window, yoXokuwtnt adrel &4 er eaqg

shown in Figure6-5-1;

WLAN Name Status Security Captive Portal Operate WMM Information
Level
My-wifi-test Enable Personal Disable S X
WMM Edit
My-wifi-PSK Enable Personal Disable P Uplink DSCP Downlink DSCP
WMM
My-wifi-portal Enable Open Enable . Background Background:
WMM Best Effort: Best Effort:
My-wifi-1% Enable Enterprise Disable L Video: Video:
WMM ) i
Voice: Voice:
My-wifi-test101 Enable Open Disable \:”E] Uplink 802,19 Downlink 802.1P
Background: Background:
Best Effort: Best Effort:
Video: Video:
Voice: Voice:

Figure6-5-1 Delete a WLAN
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IWMM Configuration

Wi-Fi Multimedia (WMM) is a Wi-Fi Alliance interoperability certification, based on the IEEE
802.11e standard. It provides basic Quality of Service (QoS) features to IEEE 802.11 networks.
WMM prioritizes traffic according to four Access Categories (AC): voice (AC_VO), video
(AC_VI), best effort (AC_BE), and background (AC_BK). It is suitable for well-defined

applications that require QoS, such as Voice over IP (VolP) on Wi-Fi phones.

WMM based on each SSIDi1 different SSID has its own rules, you can edit the mapping

relationship between DSCP/802.1p values and WMM priorities for a WLAN on DAP, shown in
Figure6-6-1.

WLAN Configuration X

WLAN Name Status Security Captive Portal Operate WMM Information
Level
My-wifi-test Enable Personal Disable X
My-wifi-Portal Enable Open Enable X Uplink DSCP Downlink DSCP
WMM
My-wifi-1x Enable Enterprise Disable x Background: Background:
WMM Best Effort Best Effort:
Video: Video:
Voice: Voice:
Uplink 802.1P Downlink 802.1P
Background: Background:
Best Effort Best Effort:
Video: Video:
Voice: Voice:

Figure6-6-1 WMM Configuration
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DAP Management

This chapter describes how to configure and manage DAPSs in the cluster. The DAP cluster
solution is a controller-less based architecture. The DAPs can establish an autonomous
cluster, in which there are three types of AP roles, Primary Virtual Management (PVM),
Secondary Virtual Management (SVM) and MEMBER. This chapter describes how to manage
the cluster and how to check, backup, restore AP configuration and upgrade firmware via Web
GULI.

DAP Management procedures described in this chapter includes:

Check Detailed I nformation

., Modify AP Name and Location

Add a New AP to Cluster

Remove an AP from the Cluster

All ow an AP to Join the Cluster

Repl ace a CCltusnher AP i n

, Modify I P Address

Convert from Cl uBWe&eModMode to DAC

Check current configuration

Reboot DAP

Clear Configuration

Backup and Restore Configuration

Upgrade AP Fir mwar e

Locate or turn on/ of f LED

AP Advanced Configuration

Page



AP works as Gateway

5

1Check Detailed I nformati on

The DAP detailed information will be displayed by click the related AP item, by default, the
detailed information of PVM will be displayed in the right window of DAP configuration page if

no DAP selected, The AP Name, Location, IP Mode and AP Mode also can be set in this page,

illustrated in Figure7-1-1

AP Name:
MAC:
Lacation:
Status:

Role in Group:
Serial Number:
Model:
Firmware:
Upgrade Time:
Upgrade Flag:

IP Mode:

IP:

Netmask:
Default gateway:

DNS:

Detailed Information

AP-C0:70 Edit
94:AE:E3:FF:CO:70

T1-3 ES
Working

PVM

557203900133

DAP620-RW

4.0.3.2043

Fri Dec 24 20:59:15 2021

successfully.

DHCP Edit
172.16.10.169
255.255.255.0
172.16.10.1
219.141.136.10

Figure7-1-1 DAP Detailed Information

1Modi fy AP Name and Location

Click on AEdiIiAPRP Naamemodiat y aimlde t hen enter a ne
l ocation information to identi-2Y. tBy d&efeaulfti
DAP i s named with the | ast two by#{&s 70f its
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Detailed Information
AP Name: a
MAC: 94:AE:E3:FF:C0:70
Location: Ti-3 [ save |
Status: Working
Rale in Group: PVM
Serial Number: 557203900133
Model: DAP620-RW
Firmware: 4.0.3.2043
Upgrade Time: Fri Dec 24 20:59:15 2021
Upgrade Flag: successfully.

Figure7-2-1 Modify AP Name and AP Location

1Add a New AP to Cluster

To add a nhbke® APt pgloemsere that the PVM is not

and the new APD Qilaws tbewd tidia. eV M t he PRMMasse dowl

upgrade the SVM to be the PVM before pluggin
There are 2 waffbustotteohedDkkmat hen:

Login the AP and find the ACluster -31ID0 in Sys
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£+ General
Cluster ID: 640
Cluster Name: My-Demo-Cluster

Cluster Location:

Cluster Manage IP: 192.168.4.221
Cluster Manage Netmask:  255.255.255.0
User - Viewer: Disabled

User - GuestOperator: Disabled

Certificate - Web Server:  default

Figure7-3-1 Checking Cluster ID in Web GUI
Checking the Cluster I D infor3@ati on i n CLI, i

support@AP-87:30:~%
support@AP-87:30:~% cat /var/config/cluster.conf
{
"cluster":{
"cluster_id":"e40",
"cluster_name":"My-Demo-Cluster",
"cluster_priority":"e",
"cluster vip":"192.168.4.221",
"cluster_netmask":"255.255.255.0"

"cluster_vipée":"::

}

}
support@AP-87:30:~%

Figure7-3-2 Checking Cluster ID in CLI

1Remove an AP from the Cluster

An ABnrkkenoved f r@lmudth@rv KPS VBEVMBIE)R when sel ect e
andl i cikkiincgbuofba, ihl EBs4waeed
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Then
mo v e

per mi

t he
to the
tted to

APe e@bdacskd eirs t

[

Gleu satgeag mher of

t i s not

,0 Jiolilnuisntgroa-4s&t da aierd Fwii g throeu'n

di sconne

aut hor i

AP Configuration X

Primary Name  IP Firmware Operate Model
PVM a
AP-DO:EO 172.16.20.146 4.1.9.73 D DAPG20
SVM
AP-10:60 172.16.20.135 4.1.9.73 [ DAP620
MEMBER
Joining
Pending
Neighboring Cluster
AP-04:00 172.16.20.100 5.0.1.61
v

AP Name:
MAC:
Location:
Status:

Role in Cluster:
Serial Number:
Model:
Firmware:
Upgrade Time:
Upgrade Flag:

IP Mode:
VLAN:
1P:
Netmask:

Default gateway:

Detailed Information

AP-10:60 Edit
30:CB:36:A0:10:60
94:24:21:55:89:3d1/1/15  Edit
Working

SVM Update to PVM
942999300110000001

DAP620

4.1.9.73

Sun Dec 7 02:57:45 2025

successfully.

DHCP Edit
0 (untag)
172.16.20.135
255.255.255.0
172.16.20.1

Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC/BWO

Figure7-4-1 kick off an AP in Cluster

Primary Name
o AP-D3:60

Working:1 Down:0 Joining:1

Status
Waorking

& My-AP

Jaining

Clients

Figure7-4-2 AP in filoiningostate after kicked off
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1Al Il ow an AP to Join the Cluster

I n the displayed AP CoindJgiumriang @ n€tsaey eeins iam

bl ock list; thandAcoepte® pomdaie atgisgpe it n t he
cl usatnadr removescliudbtfeorom ithletstrabrd in Figure
AP Configuration x
Primary Name  IP Firmware  Operate Model Detailed Information
PVM a &
AP-DO:E0 172.16.20.146 41973 &ctr Oreboot DAP620
SVM Status: Joimng
MEMBER
Joining
30:ch:36:20:10:60 172.16.20.135  4.1.9.73 DAPG20 Icllj”_mr 620 (1-9599)
Pending This will change the joining APs to a new cluster.
Neighboring Cluster E
AP-04:00 172.16.20.100 5.0.1.61
AP Mode: Cluster
USB Status: Off  Edit
v v

Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC/BWO

Figure7-5-1 Accept an AP Re-join Cluster

l1Replace a Current AP in Cluster

There are 2 cases of replacing the AP in Clu

To replace the current PVM:

Upgrade the SVM to the PVM before disconnect
PVM wit hDA®#. new

To repl aceat M&E MB\AENR Cd fu stt lee

Di sconnect and r 8EMBE®R rtenet ISV BMRIBIrhuaenewon o
DAPs wi I | not be affected.
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I1Modi fy I P Address

DAPsupmbiot h
DHCP modefwad tisdkoew mpdi fy
Fri2gur e 7

Server,

as FigLremd

stat

c | Py mahdP ecsdadgamsda iane d

AP Name:
MAC:
Location:

Status:

Role in Cluster:

Serial Number:

Model:

Firmware:

Upgrade Time:

Upgrade Flag:

IP Mode:
IP:

Netmask:

Default gateway:

DNS:

Detailed Information

My-AP  Edit
30:CB:36:A0:10:60

T1_3 Edit

Warking

PWVM
942999300110000001
DAPB20

4.1.9.65

Thu Oct 1 13:44:23 2025

successfully.

DHCP Edit

192.168.20.62
255.255.254.0
192.168.21.254
192.168.10.31

>

Figure7-7-1 Edit AP IP Mode

IP:

Netmask:

DNS:

ODHCP @static

Default gateway:

192.168.8.41
255.255.255.0
192.168.8.1

192.168.8.1

Page

t he

from LC
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Figure7-7-2 Modify AP IP Address

Convert from Cl uBW@ModMode t o DAC

DAP can be con/BW0oOnioedde toon Dvwe GUI from cl ust er
Convert singlBWOn dteao DAC

Cl ifiekdoth DAP detail edorPsaébemBWidn papet t he D
oBWO P address and save conf i gurbadtdite, ns p adit feir .
single DAP in the c¢cl udBWOmowiel, | iddnmuwse nrddt tea ti
and Fi-8g2u.r e7

IP Mode: DHCP Edit
IP: 172.16.10.169
MNetmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Made: Cluster Edit

Figure7-8-1 Edit AP Mode

OCluster © DAC/BWO ES

Management Server:  192.168.10.91

Figure7-8-2 Configure DAC/BWO Mode

Convert al | DAPs i nBWoneo d&xl:ust er to DAC

5
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Cliknvert

page
reboot ,

Fi gu8-3F 7and

al

/B W&aiD A Gb ott Hred ihtatnhcdor o€ r AP Conf i gur at

t he DAPs
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n

and

save
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conf

i guratio

| Wiulslt r aa ®

AP Configuration x

Primary Name IP

AP-DO:EO 172.16.20.146

AP-10:60 172.16.20.135

Neighboring Cluster

AP-04:00 172.16.20.100

Firmware Operate Model

Dfp Oreboot DAPG20

4.1.9.73 DAP620

Dfp Oreboot

MEMBER
Joining

Pending

5.0.1.61

Serial Number:
Model:
Firmware:
Upgrade Time:
Upgrade Flag:

IP Mode:

VLAN:

IP:

Netmask:
Default gateway:
DNS:

OCluster @ DAC/BWO

Management Server:

Detailed Information

942999300101090003
DAP620

4.1973

Sun Dec 7 02:57:45 2025

successfully.

DHCP Edit
0 (untag)
172.16.20.146
255.255.255.0
172.16.20.1
219.141.136.10

192.168.10.91

——
Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC/BWO
——

Figure7-8-3 Convert To DAC/BWO

Convert To DAC/BWO X

® DAC/BWO

Management
Server:

Please select management mode of the AP:

192.168.10.91

Figure7-8-4 Configure DAC/BWO Mode

MNote
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Al | t he under

configurati/BWOfrom DAC

configuration

cluster

BwWdmo avé | | DAR wil lelar gat ar

1Check

cli @feto ¢

Fi gu9lg7

AP Configuration x

current configuration

heck

t hei rc otnfa gAlR aQuoinofre ogw, r aitlilouns t r a

Primary Name  IP Firmware Operate Model Current Configuration
PVM -
[ a
_ 192.168.20.62 _ "AccessRoleProfile”: .
My-AP 192.168.20.4 4.1.9.65 1 Oreboot DAP620 :
{
SVM "name" :"mywifi-10:64_arp",
"unifiedPolicylListName™:"",
MEMBER "locationPolicy™:™",
. "captivePortalAuthStatus™:"disable"”,
Joining . .
"redirectStatus”:"disable”,
Pendmg "captivePortalName™:"",
"periodPolicy”:"",
Neighboring Cluster :i:ﬁ:‘:ig};ﬁea\flan’
AP-99:90 192.168.20.125  4.1.6.6046 B
"downstreamBandwidth”:null,
i . "upstreamBurst”:null,
AP-15:30 192.168.20.19 5.0.3.13
"downstreamBurst™:null
AP-21:CO 192.168.20.66 4.1.8.1028 ? v
4 S [
AP-46:80 192.168.20.59 5.0.3.151
Figure7-9-1 Check AP Current Configuration
The DAP can be rebooted manually base on the
, Reboot one single DAP in the cluster
.M, . . .
Cl iOigf the APAPtE€@mniinguhati on window, the ¢

reboot as

reqguireldgl. shown in Figure?

Page



AP Configuration

Primary Name  IP Firmware Operate Model
My-AP ;ziizzigiz 4.1.9.65 ®cig Oreboot DAPE20
MEMBER
Pending
o - Figure7-10-1 Reboot an AP in Cluster
Reboot Al DAPs the cluster

5

Cl iR&kboot oAUt t A i n

wi ndow,

AP Configuration x

Primary Name IP

AP-DO:EO 172.16.20.146

AP-10:60 172.16.20.135

Neighboring Cluster

AP-04:00 172.16.20.100

al |t

he APs

Firmware Operate Model
PVM

Oreboot DAPG20

41973 St
SVM

4.1.9.73 ®cis Oreboot DAP620
MEMBER
Joining

Pending

5.0.1.61

t he ¢

Serial Number:
Model:
Firmware:
Upgrade Time:
Upgrade Flag:

IP Mode:

VLAN:

IP:

Netmask:
Default gateway:
DNS:

OCluster @ DAC/BWO

Management Server:

t h-eabdt ctomnef

l uster

Detailed Information

942999300101090003
DAP620

4.1.9.73

Sun Dec 7 02:57:45 2025

successfully.

DHCP Edit
0 (untag)
172.16.20.146
255.255.255.0
172.16.20.1
219.141.136.10

192.168.10.91

befAP Conf

wil @2 I

Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC/BWO

Figure7-10-2 Reboot All APs in the Cluster
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1

I n ¢c
t he
Clic
1

Cl

ear

ase of

AP back

k ACI ear

S O0me

Conf i

gur at i

toxo6factory

on

settingsé®o

Alult t Gofn fidognuf ri agtiuimardav,0 ns h owh1 i n

AP Configuration X

sitaatelomlteabre | ARv anen fhoo@esr at i

Fi

Primary Name  IP Firmware Operate Model Detailed Information
PVYM - Serial Number: 942009300101000003 -
AP-DO:EO 172.16.20.146 41.9.73 Sir Oreboot DAPG20 Model: DAP620
SVM Firmware: 41973
AP-10:60 172.16.20.135 41.973 @cts Oreboot DAPG20 Upgrade Time: Sun Dec 7 02:57:45 2025
Upgrade Flag: successfully.
MEMBER
Joining 1P Mode: DHCP  Edit
Pending
VLAN: 0 (untag)
Neighboring Cluster 1P 172.16.20.146
AP-04:00 172.16.20.100 5.0.1.61 Netmask: 255.255.235.0
Default gateway: 172.16.20.1
DNS: 219.141.136.10
OCluster ® DAC/BWO [ sae |
Management Server: = 192.168.10.91
v v
——
Figure7-11-1 Clear All Configuration
bel ow more two ways also can make DAP back to o6factor:
2 A Long pressing the Areseto button for at | east 6 s
e — . ) .
HA Command fAssudo firstbootd and fissudo rebooto i npu:
MNote Osupportdo account (debésOi6é6password :support

Page



1 Backup and Restore Configuration

I n APConfi gwi atdpovn laomkup and restore the clu
shown i nl#®#i.gure?

., The configuration file cBaclwep dAlwinl oaded
Conf i guor abtutothnon i n the bottom of the AP C
configuration f i |l-oeo mfaisg .ntaanrtead. as fApub

, The configuration file also can be wuploa
MRestore Al Gobuut gomatinomnhe bottom of th
wi ndow.

Primary Name  IP Firmware  Operate Model Detailed Information
PYM - Serial Number: 942999300101090003 .
AP-DO:E0 172.16.20.146 4.1.9.73 ety Oreboot DAP620 Model: DAP620
SVM Firmware: 4.1.9.73
AP-10:60 172.1620.135  4.1.9.73 @cts Oreboot DAP620 Upgrade Time: 5un Dec 702:37:45 2025
Upgrade Flag: successfully.
MEMBER
Joining 1P Mode: DHCP Edit
Pending
VLAN: 0 (untag)
Neighboring Cluster 1P: 172.16.20.146
AP-04:00 172.1620.100  5.0.1.61 Netmask: 255.255.255.0
Default gateway: 172.16.20.1
DNS: 219.141.136.10
OCluster ® DAC/BWO E
Management Server:  192.168.10.91
v v
[ veotnw ] ey [oonsmcntyrin [ e tcotyi |-t e | ontomcone
Figure7-12-1 Backup and Restore AP configuration
1 Upgrade AP Fir mwar e
Before upgRARIiywoul ¢ hpr epare the firmware fil e
can downl oad tfhredmi pmwéa/y ittt sc@mann

Page


https://hirschmann-it-support.belden.com/en/downloads/dragonfly-wireless

support.belden.com/ewideavedsosnadsé dirdgiekfilye |

t hkCyou are using DAP comnseave ttohd hfei r mwar e f i

or SE@aPver

ClickKJptgreade aldbufFitromwamet he AP Confi-gurati ol
mode Upgrade page will be paplped up, il lustr

AP Configuration x

Primary Name  IP Firmware  Operate Model Detailed Information
a a
PVM Serial Number: 942999300101090003
AP-DO:ED 1721620146 4.1.9.73 ®ciz Orcboor DAPG20 Model: DAPG20
SVM Firmware: 4.1.9.73
AP-10:60 1721620135 41973 ®cte Oreboot DAP620 Upgrade Time: Sun Dec 7 02:57:45 2025
Upgrade Flag: successfully.
MEMBER
Joining )
IP Mode: DHCP Edit
Pendin,
g VLAN: 0 (untag)
Neighboring Cluster Ip: 172.16.20.146
AP-4:00 172.16.20.100 5.0.1.61 Netmask: 255.255.255.0

Default gateway: 172.16.20.1
DNS: 219.141.136.10

OCluster @ DAC/BWO

Management Server: = 192.168.10.91

——
Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC/BWO

Figure7-13-1 Go to AP upgrade page

1 Upgrade all DAPs

Toupl oad sDAParfatrenwar@RAPf aonodedchnd pupgarsa&@dasel ec
rel ated DAP fir mwwhAeR nodeel atcoc obred impgeéaded i n
Upgr pagyw,u can upgrade musati ptl ee mpadmeh stwiamhe AP
Fi gur3#-1I Generally, it takes approximately fiwv

firmware.
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https://hirschmann-it-support.belden.com/en/downloads/dragonfly-wireless

Multi-model Upgrade

Model Firmware AP Quantity Upgrade Firmware

DAP640 4.0.3.4058 1 Expand Don't turn off the power during the upgrade process. -~
DAPG47 4.0.3.4058 1 Expand @Image File Olmage File URL

DAP620 4.0.3.4058 1 Expand

DAP640

Choose File | DAP640-v4....supgrade.bin

Name: DAP640-v4.0.3.4059-osupgrade.bin
Size: 37.50 MB

BDAPE47
DAP647-v4....supgrade.bin

Name: DAP647-v4.0.3.4059-osupgrade.bin

Size: 37.50 MB
CJDAP620
Upload Al -

Figure7-13-1-1 Upgrade All Firmware

There are three fwiarymwaroe:upl oad AP

., Please select Al mage Filed option and upl

and click AUpload All 0 button to perform
cancel the wupgrade operation by clicking
Fi gul #d-2:

Upgrade Firmware
Don't turn off the power during the upgrade process. a

®@Image File OlImage File URL

EDAP640

| Choose File |DAP64D-V4....supgrade.l:-in

Name: DAP640-v4.0.3.4059-osupgrade.bin
Size: 37.50 MB

(UDAP647
®DAP620

Choose File |[DAP620-v4....supgrade.bin

Name: DAP620-v4.0.3.4059-osupgrade.bin
Size: 31.63 MB

o :

Figure7-13-1-2 Upload firmware from local file
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Upl oadPt herbmwausi ng SFTP,A npa geea sFedd pet i UBRoLt
and inppecti heweidd URSLFTP Server | P address,
firmware fi fJplmmamdeéhTuwtctiAdrt kt o perf orm t he u
operation shelwh3:i n Figure?7

Upgrade Firmware

Don't turn off the power during the upgrade process.

CImage File ®Image File URL

DAPG40 SFTP:/fadmin:test1234@192.168.62.137/DAP640-v4.0.3.
DAPG47 SFTP://admin:test1234@192.168.62.137/DAP647-v4.0.3.¢
DAPG20 SFTP://admin:test1234@192.168.62.137/DAP620-v4.0.3.¢

(TFTP://ip|[ipve]/file.bin)

(SFTP://UserName:Password@ip|[ipve]/file.bin)

Upload To All

Figure7-13-1-3 Upload AP firmware by using SFTP

Upl oadPt herbmnywausi ng TFTP, spleeca sfeaweidnpUuRtL t h
TFTP Server | P address and AfpilronandadrTeo fAil Il e
button to perform the upgr-a8lel:operation s

Upgrade Firmware

Don't turn off the power during the upgrade process.

ClImage File ®Image File URL

DAPG40 TFTP://192.168.62.137/DAP640-v4.0.3.4059-0supgrade.b
DAPG47 TFTP://192.168.62.137/DAP647-v4.0.3.4059-0supgrade.b
DAPG20 TFTP://192.168.62.137/DAP620-v4.0.3.4059-0supgrade.b

(TFTP://ip|[ipv6]/file.bin)

(SFTP://UserName:Password@ip|[ipve]/file.bin)

Upload To All

Page



Figure7-13-1-4 Upload AP firmware by using TFTP

1 Upgrade single AP

Select the DAP to be upgraded frommddael AP | i
Upgrade p i 9p=¢:anal iuppd oad firmware for designat
Figu-L&-17 and you can also upgrade one singl e

Configuration page whirfch5désSyesbed man@lhamea

Multi-model Upgrade

Model Firmware AP Quantity Upgrade Firmware
DAP640 4.0.3.4058 1 Expand

Don't turn off the power during the
DAP647 4.0.3.4058 1 Expand upgrade process.
DAP620 4.0.3.4058 1 Expand

@Image File OlImage File URL

AP-87:30 192.168.4.53 OUpgradd Choose File | No file chosen

Figure7-13-2-1 Upgrade All Firmware

Don't turn off the power during the upgrade process!

CAUTION
In order to make sure youbre running the | atest soft
browsing data in your browser after the software upg
i“—" f Cooki es
MNote 1 Cache
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1 Locate or turn on/ off L ED

Cl i¥ikn AP Window of Das hW®fofa/rldo ¢ aot d é&a ubnuctht 0ol
I n Fi-D4ir e7

, ClickObL&Dto turn off the LED I ight.

Click "Locate" to | oReadted rAda b eln a php esa rsst aa
LED on DAP blinks with red, bl uled2 and gr ec

Click "Restore"™ to return to the nor mal ¢

-

Waorking:3 Down:0 Joining:0

Primary Mame Status Clients

g  AP-FE:AD Working 0
-0t | Locate

o  AP-BA30 Working 0
@  AP-EC:20 Working 0

Figure7-14-1 Locate or turn on/off LED

Working:3 Down:0D Joining:0

Primary Mame Status Clients
g Working ]
0 H-8.0150 Working 0
g AP-EC:20 Woarking 0

Figure7-14-2 Restore LED to default state

1 AP Advanced Configuration

I n the AP Configuration page, you can click

specific AP advanced configuration -p8&8ge from

Page



AP Configuration

Primary Name  IP Firmware Operate Model

PVYM
192.168.4.52

AP-FE:AQ 102.168.4.221 4.0.3.2043 @cfz  Oreboot DAP640
SVM

AP-87:30 192.168.4.53 4032043 @iz Oreboor DAP620
MEMBER

AP-EC:20 192.168.4.31 4032043  ®cix  Oreboor DAP647

Figure7-15-1 Access to AP Ul

1 AP advanced configuration page overview
APadvancerdf i gpagesi oan dedi cated web interface
sinDAR i rcltulsd b il Uevteddr management system i s fo
configbaati on c laws tweerl || eavse Imd diutsarrian@ld. i n Fi
| n &AdPv anceendf i gpargeiyomm can:

Learn the WLANs status,DAcPonnecting client
Configure DHCP/ DNS/ NDAP services on the
Configure wireless MePAF Bridge feature f¢
Mai ntehdmgrade/ ResetDAReboot t he

. RF environment monitoring & scanning.

Nei ghbor AP &rescrefnit.qaurn atni on

Page



HIRSCHMANN IT

ABELDEN BRAND Administrator | £
I
MAC b Status Clients Work Mode WLAN Name Status Type Clients
S4AEEZ:FRCD.. 172.16.10.169 CLUSTER 1 AP My-wifi-test enable Personal 1
My-wifi-PSK enable Personal 0
My-wifi-portal enable Open 0
My-wifi-1x enable Enterprise o
My-wifi-test101 enable Open 0

Name P MAC WLAN Auth Channel Status Power Clients
172.16.10.102ffeB) €0:30:59:70:3d:c5 My-wifi-test PSK_WPA2 24G 1 enable 1w 0
5_all 52 enable pal 1

System
Network

Service

Neighbor AP

RF Environment

Figure7-15-1-1 AP advanced configuration page

1 AP information and work mode configuratio

The AP i nformation window indicate the basic
MAC , AP I P address, Status, number of associ

il lustrated2li.n Figurev7

MAC IP Status Clients Work Mode
94: AE:E3:FF:C0:70 172.16.10.169 CLUSTER 1 AP

Figure7-15-2-1 AP information window

Specific DAP can be configured to work on Br
hyper@® mk AP i nformation window to | oad the N
is required if change DAP work mode, Ft i s A
1522 anld52-3.
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MAC P Status Clients Work Mode

04:AE:E3:FF:C0:70 172.16.10.169 CLUSTER 1 AP

Figure7-15-2-2 AP Mode Configuration Entry

Mode Configuration X

Work Mode: AP v

Bridge
Router

Figure7-15-2-3 AP Mode Configuration
Configure DAP works on Bridge Mode:

A peiqgnai nt wireless bridgewhsictnsddftereononnbauali
through the wireleéesstratLt®&df aoeFigure?

Normal AP
N, “@’
~N \\
Bridge AP Bridge AP
Figure7-15-2-4 Bridge Topology
I n Bridge mode, DAP will only broadcast a br
wireless client connection ex-6¢&ppt. Bri dge AP,
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Mode Configuration X

Work Mode: Bridge v
SSID: My-Bridge

Root: ®Yes ONo

Band: 02.46 ®@s5G

Passphrase: sesessne

Confirm: sssssnse

Figure7-15-2-5 AP Bridge Configuration

., Wor k MoDdAeP wor ki ng modieAP bmd ddegg eo rmoRIlceut er |

SSITDNLAN used to setup wireless bridge co
BanidWi rel ess bridge working frequency.
, RooitSpecify the root node of the wireless

PassphirRaesword of the WLAN used to setup

connection.

., ConfiReenter the password to confirm.
Configure AP works on Router Mode

DAP cab be set worked as a Router, in this m

and provide I P address for ictlPemadsr ebAPosupp
i nt erWAaNc)e b(y DHCP, Stidtliucsté&rag BERR-@ |,

Mode Configuration X

Work Mode:

Router v
Network Name: wan
Protocol: DHCP o

Static
PPPOE

Page




Figure7-15-2-6 Configure wan IP

The detailed network configuration can be se
configuration window in

(LAN i nt,eriflacuestr a-1 8& i n

Net wor k pagefawdu ca

Figure?

AP Network Configuration

Name Vlan Protocol IP Address Operate Edit Network
wan DHCP 172.16.11.190 e
default Static 192.168.2.1 s Vlan: i
Protocol: Static h
IP Address: 172.16.11.190
Netmask: 255.255.255.0
DNS: 8.8.8.8
Default Route: Lon @8
Gateway: 172.16.11.1
NAT Config: {on @

Figure7-15-2-7 Modify AP Network Configuration

1 WILAN i nformati on

The WLAN informatdi admteevbradow i nf or mati on of S

DAP, such as WLANnNNampyp®8mnanhdspumber of <clie

the WLAN. I n talhiéds i wif oge®wmt i oor your reference
configurable, i HMISBsstrated in Figure?

WLAN

WLAN Name Status Type Clients

My-wifi-test enable Personal 1

My-wifi-Portal enable Open 0

My-wifi-1x enable Enterprise 0

Figure7-15-3-1 WLAN information overview
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1 Clients information

The Clients infioadmathiteerd avgsiincdawf or mati on of (

DAP, such as User Name f or pWtLABIncautphyenetni c a

I n this whedowformation just for your refere

il lustrateddli.n Figurev7

Clients For AP: 34:E7:0B:09:C0:70

User Name IP MAC WLAN Auth
192.168.8.4/fe80::1852:43¢ dc:0c:5c:dd:59:c9 My-wifi-test PSK_WPA2
192.168.8.33/2409:8300:18 c0:3c:59:70:3d:c5 My-wifi-test PSK_WPA2

Figure7-15-4-1 Clients information overview

1 RIF i nformation

The RF i nf or mantdiiotndtereisnadoiwc i nf or mati on of r a

current worked channel, current work state,

number of client associatethtoi nhermadion | o

reference and not confi glusb-abl e, i1l lustrated
Channel Status Power Clients

2.4G 1 enable 20 0

5G_all 149 enable 21 2

Figure7-15-5-1 RF information overview

1 System management

I n this page, you can see the syslog infor ma
al so perform the DAP upg+l&ali,ngp | easl&u Bterfaetre dt «
Syslangd. 13Upgr ade Afldr Fdertmawialrse.
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L System A

Syslog Upgrade Firmware
Title Level Source
DNS servers are unreachable! CRIT 172.16.11.110 Don't turn off the power during the upgrade process.
DNS servers are unreachable! CRIT 172.16.11.110 ® . 0 .
DNS servers are unreachable! CRIT 172.16.11.110 Image File ~Image File URL
DNS servers are unreachable! CRIT 172.16.11.110 | Choose File ‘ No file chosen
DNS servers are unreachable! CRIT 172.16.11.110
Log Level:
Ap- Notice v
Debug:
System: Error v
Security: Error e

Figure7-15-6-1 System management on AP Ul

1 AP I nterface

Navigaadvaowmonédd gpagei Nat woARP | n-teAPakteterface
Configuratliostral®&d iamld&iZgur e7?

@j Network -~
£+ AP Interface ¥ AP Networks

Name Mode Link Status Enable Name Vlan Protocol IP Address

ENETO Slave Up Yes wan 0 (untag) DHCP 192.168.20.62

ENET1 Slave Down Yes

LAGO Trunk Down Yes

Backhaul0 Trunk Down No

ConnectorQ Trunk Down No

Figure7-15-7-1 AP Interface window

AP Interface Configuration

Name Speed(MB) Model Link Status Enable Operate
EthO 1000 Trunk Up Yes

Ethi 0 Trunk Down Yes

LAGD 0 Trunk Down No

Backhaul0 1] Trunk Down No 4
Connector0 0 Trunk Down No 4

Figure7-15-7-2 AP Interface Configuration
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I nt

For

1

The

erface Description:

Et hO/iBxphli nk i nterface of AP (Wired inter
LAGM®Mplink interface of the AP(Link Aggr e:q
BackhabDownlink interface of the Mesh/ Bri
ConnectWplli nk interface of the Mesh/ Bridg
each AP interface

Speddi nk speed of the AP interface.
ModeVLAN access mode or WLAN trunk mode.
Li nk SitUapt/udso wn .

Enabillendi cate whether the AP interface is

Oper a€Can be applied to Backhaull or Conne

mesh/ bridge configuring.

AP Net wor k

WAN or VLAN interfaces are configurable

net work Neengabhdeyazonéd gpagri et woARP Ne,t wor ks

ustrate€eamddlin Figurev?

AP Network Configuration x

Name

wan

Vian Protocol 1P Address Operate Edit Network

0 (untag) DHCP 192.168.20.62 s
Network Name: wan

Vian: 0

Protocol: DHCP -

Static

Default Route:

Page



Figure7-15-8-1 AP Network Configuration

Net wor k iName of the network. There are 2
VLAN networks mapping to WLAN (SSID); WA
uplink port.

VLANVLAN I D mapping to specific WLAN (SSI

Protdde®l address all ocation for the net wol
network interface is usually set as the ¢

net wor k.

A DHCPt he interface | P address is obtain

server.
A Stailicdi cates the interface | P address
Oper aEe@éit the AP networ k.
| P Addirlensgsrface | P address of the networ
Net madlket mask of the network.
DNS DNS server for the networKk.

Def aul ti IRpduitceat e whet her the interface of
of the AP. By default, WAN interface in t

1 MESH configuration

ThBel dreersh sol ution i s an wifrfeehcettsiwoer kwacyo vteor aeg:
enterprise environments without any wires. U
Et hernets LANs or you can extend your wirele
traffic traverses across mesh APs, the mesh
around broken or bl-ea&leidn g aft enast. u ITeh i psr swil d e s

and redundancy: the network continues to ope

connectiiohl daitat eld9-1.n Fi gure7
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To
use
AP

me s

Con

t he
il

Root AP

//k/ Client AP

.,

\
Client AP

N

,

~N

Client AP y 4

39

Client AP

39

39

services

expand vy
Me s h

provides
h root,
figure vy

Figure7-15-9-1 MESH Topology

our wir el

ess cover age

net work access
which uses its
our me s h

configured as

for w

wired

without

wir el

bri

ess bac

rel ess cl

nterface

netxwie K wcriARP| ¢ asde fd @dieo

interfBaaccekhﬁwumdecfticckconfigure

ustrat ed94 n

Figure?

your

me s h

AP Interface Configuration x

Name
EthO

Ethl
LAGO
Backhaul0

Connectorl

Speed(MB)

Model
Trunk
Trunk
Trunk
Trunk

Trunk

Link Status Enable Operate
up Yes

Down Yes

Down No

Down No rd
Down No 4

Edit Interface

Enable:

Type:

55ID:

Root:
Band:

Passphrase:

Confirm:

®ves ONo
Mesh
default-mesh
®ves ONo
Or.4G @56

Figure7-15-9-2 AP Interface Configuration
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V EnalklEmmabl e/ di sable the wireless mesh on

V SSIXBBSI D for mesh connection

V BandThe working band for mesh connection.

root node to client node shal.l be in the

V RoygtSpecify the root node of the wireless

V PassphyRassword of the WLAN used to setup

connection

1 St atic Neighbor AP Configuration

Neighbor AP is the candidate to which client
There two typesAaofonbBegbhbor ARP as well as S
Aut o Neighbor AP is discovered through wirel
Neighbor AP i s imarcwaslel sypfeacidgpitbtoy ment scenari o
il lustrateldl@®@n Figurev7

Pq. Neighbor AP A
Auto AP Static AP
Neighbor AP List
Order MAC Address IP Address Operate Add Neighbor AP
1 94:ae:e3:ff:d0:40 N/A x
2 94:ae:e3:ff:d0:00 N/A x
3 94:ae:e3:ff:d0:20 N/A x AP MAC: 94:aee3:ff:d0:60
£
l Add Neighbor AP |

Figure7-15-10-1 Configure Static Neighbor AP

Ordertem number of the neighbor AP.

5

MAC AddiMAG address of the neighbor AP.

E
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., I P AddiriePssaaddress of the neighbor AP.
, OperaRemove the neighbor AP, it only app
APs .
1 RF Environment
The RF Environment is used tbAPsi eWi Sehasasng
net works operate iIRFdemvcesnmbat scanthnterfer

communi cations. APRFeoanrexaminhe i-Bhemetcwot hei
operating, i1dentify interference, and cl assi
then be used to quickly isolate i1issues with
traffic congestion caused by contention with
channel
The canning band can be selected for 2.4G r a
i ncludeschannel utilization and the SSIDs in
channel i nformation can be seen when mouse I
detailed SSID istHaaw mhenononl wckl the relevant i
Fi gulksZl.
There are two types of AP Scanning Mode:
T One TiTMee scanning mode will last for 5 m
to normal AP mode in which wireless clien
T Al waiyTshe scanning mode is always active al
to associate i f the AP is powered on.
W view Scanning Mode data for an AP, the AP must be
E oy Scanning Mode, it will not Wheesnpotnhsee stchaen ncilnige nntosdde ciosn |
' automatically (One Time mode or Al ways mode), AP will

all owed to connect.
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@ RF Environment A

Choose scanning band== i fon
Scan Mode Wireless Capture Config
One Time Always: . | off
Scanning one time — Always Scanning
Last Scan: 2021-12-20 18:49:20
20MHz Channels
mia_ 0.
% 40 44 48 52 % 60 108 M2 . 16 120 124 128 | 132 1% 140 122 8 s 157 181 | 165
40MHz Channels
= i .
5 Channel utilization
©
N
z llesmEER
= 38 46 54 11 2 13 4. =]
80MHz Channels
42 58 06 7
5170 5250 5330 5490 5570 5650 5730 5735 5815(MHz)
Scanning Data Statisic Q
SSID MAC Address Device Name Channel Encryption Device Type
000-syy-nowef-1x dc:08:56:6¢:37:21 AP-37:21 11 wpa2 known-ap “ | ssip: password1234
open-ax-4k dc:08:56:48:dc:el AP-DC:E1 6 open known-ap MAC Address: dc:08:56:aa:cc:60
z11 dc:08:56:25:F3:01 AP-F3:01 60 wpa known-ap Device Name: AP-CC:60
RSSI: 22
Automation-open-39Nd5X 34:e7:0b:09:c3:el AP-C3:E1 40 open known-ap
Channel: 116
Guest-ac-4k dc:08:56:03:0b:21 AP-0B:21 6 open known-ap Encryption: open
20200324 dc:08:56:2a:d1:el AP-D1:E1 11 open known-ap Device Type: known-ap
Guest-ac-4k 34:e7:0b:03:d8:41 AP-D8:41 6 open known-ap Last Scan: 2021-12-20 18:48:51
HAN-Enterprise dc:08:56:76:0b:81 AP-0B:81 44 wpa2 known-ap -
Figure7-15-11-1 RF Environment

clients on thi

packet capture
threshol d

the folll

i ts

t o o Wi

St e-fP1 ease
ConASgart

l ogi
Capt

s AP will
peri od.
(i5tmi o altpeetsie alrOuVEBInl ya n yp | teiansee
ng

be di
Packet

sconnected

capture

steps for the capture

Wi

gddcket s

and
(I I o
refer
on DA

n AP UEnpagoeAsecegesso CRpt ur e

ure, -B3i@wn as Figure?
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Wireless Capture Config

Start Capture

Figure7-15-12-1 Wireless Capture Config

St eepPRease sebeces pfbieldtienrgs t o captul8l,2 shown :

Capture Config X

Channel: 36 —
TFTP Server: 192.168.11.214
Filter:
MACL: C0:3C:59:70:3D:C5
il e Both v 94:ae:e3:ff:d0:20
Frame Type: 802.11 ALL “
Figure7-15-12-2 Capture Filter Config
AfterifSt®AR Kkwi | | stored packeéempohRhaeadulkigertlet m
automatically after it uploade-d51t28. TFTP serv
support@AP-34:D0: /tmp$
support@AP-34:D0: /tmp$ 1s
PortalCustom log
TZ mcs.conf
acv_ttnl mkca_lock
backup version mode
capture 2021-07-82 22-13-24.pcap| no_qca _da
cloudurl ntp_synced_mark
cluster ntpdate_lock
cluster_cmd _pipe online-usr-count
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Figure7-15-12-3 Capture file example

1 AP works as Gateway

1 Cbnfigure DHCP Server

For aml APtnent heagame2LlL,neytoworckan setup DHCP seil
specificcA®PsNaevritgppa dvanced conf i>g uSreartviiocne p ag €
DHC,P shown i1ln6él-Fi gur e?

=4 Service

DHCP DNS NAT

Pool Name Gateway Pool Size Assign Network Operate Create New DHCP
Testpool 172.16.102.2. 101 0 Action | =

Pool Name: (1-30 chars)
Bind Network

Delete Subnet: 255.255.255.0

Leases
Gateway:
Range Start:
Range Stop:
DNS1:

DNS2:

Lease Time: 6400 (120-86400)s

Figure7-16-1-1 Configure DHCP Server

After you create a DHGP tphoeo IDHCyPo y osoh oatnad skp e c
take effect, i lUeb-2t rBetfeod ei biFidgurge7 you need
Net work basic par amefNet %woARP Neeé woOARsUWiIi ndowd

Network with static I P (as gateway) can be b

&l Service S
DHCP DNS NAT
Pool Name Gateway Pool Size Assign Network Operate Bind Configuration
Testpool 172.16.102.2... 101 0 Action =
Bind Network: - ~
vlan102
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Figure7-16-1-2 Bind to network
Action for DHCP pool

Bi nd NeitBvioordk t he DHCP pool to specific Ne

5

Del éeDel ete the DHCP pool

5

Leasielsi splay the I P addresses which have

5

1 Cbnfigure DNS Server

Cache 1TSipzeify the size fuopr ttoh el ODWE exadrhieersd
default val ueNaivsi glashOd vemmuterdidegspagei $ear-¥ i c e
DNS, il lustr-a8€€d in Figure?

= Service
DHCP DNS NAT

DNS Cache

Cache Size: 150 (0-1000 entries)

Figure7-16-2-1 DNS Cache setting

1 NAT Configuration

NAT is the process of modifying network addr
t hr ougohutai ng device. The routing device acts
I nternet) and the private (l ocal network), w

addressgsbltioc aaddress space.
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DAP supports the NAT mechanism to allow a ro

tabl emsapfparng the private addresses into a sirt
sent from this address, they appear to origi
packets are sent to the private | P address,
the information stored in the translation ta

Both Source NAT and DestindavogabdldVasuogppdort e
configpagei sar-¥yDNR.

Sourcecd&dATbe utilized to transl ate the inter
address while visiting Internet, by saving p
clicking the window frame of-1&durce NAT, il

NaméName of the Source NAT rul e.
SourceMd@Pping source | P address of the NA

Destinat Mompilwg destination | P address of

segment .
SourceiMaoappi ng source port of the NAT rul
DestinatiMappPiomg destination port of the

, ProtocoiNeltywer k protocol to which the NAT

, Output I nSpecd¢iacye the outbound interface o
TransliausieonMasquerade, indicates the inte
translated to the interface | P address (¢
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Source NAT Configuration X

Name Source IP Source Port Destination IP xrstﬁnation Translation Operate Add Source NAT
Name: pooll
Source IP: 172.16.102.1/24
Destination IP: 172.16.11.110
Source Port:
Destination Port:
Protocol Type: ALL v
Output Interface: »
m Translation: ®Use Masquerade -
Figure7-16-3-1 Configure Source NAT
Destinatcan DbDATutilized to realize visiting
network from internet, configure Destination

Destination NAT, 4dl63-2ustrated in Figure?7
NaméName of the destination NAT rul e.
Sour ceMalpmi ng source | P address of the NA
DestinatMaopnpilnPg source port of the NAT ru
Sourcei Mappi ng source port of the NAT rul
DestinatiMdMappPiomg destination port of the
Prot ocoi{NeTtywoer k protocol to which the NAT
l nput | Rr$mpediafce t he inbound interface of
Transl ati on

AIRPIP address to which the external |P

A Por-rPort to which the external | P addr e
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Destination NAT Configuration

Name Source IP Source Port Destination IP  Destination Translation Operate Add Destination NAT

[FaiE Source Port:

Destination Port:

Protocol Type: ALL v
Input Interface: vlan102 -
*Translation: ®Specify Network Addr

IP:

Port:

Figure7-16-3-2 Configure Destination NAT
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System Management

The Sywitredipomewssn t he basi ¢ DAEBctltuisntgesn cdid Eti neg :

clusatemri butemeaehagegmeam accounts, system ti me
This chapter contaiins the following topics
Cluster 1 nfo Management

Manage vour Account s

Certificate Management

Services Management

System Time Configuration

Configuring Syslog

Configuring SNMP

1Cl uster I nfo Management

To configure or mocaisf pltelaes ec |l wsutrdeyhs taghter iwh untd o
>GeneQoanlf i guyasats lwoing ul-1e.8 DAP Cluster I nfor mat
di splaatyheed t o Paas h bipdase ds hiofwing +I-2.8

A management | P can baednsienti snmharn@itaa sltye rb yl ntfhoe
Management sheet, the management | P address
whi ca wvisrtual I P and wi landbec aans shieg naecdc etsos tfhrec

wireless and wired side

Parameter Speci fication

Cluster Na me Name of the DAP Cluster.
Location Location of the DAP Cluster.
Cluster Managemen|A virtual I P address for DAP Cl us
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Cluster Managemen| Netmask of Cluster Management | P.
Cluster Managemen|A virtual |l Pve address for DAP CI
Cluster 1D Il dentification of the DAP Cluster

Table8-1-1 DAP Cluster Parameters Specification

General Configuration X

Cluster Info Management Account Management Certificate Management Service Management
Cluster Name: My-Demo-Cluster (1-25 chars)
Location: My_Location (1-32 chars)
Cluster Manage IP: 172.16.10.235
Cluster Manage Netmask: 255.255.255.0

Cluster Manage IPv6:

Cluster 1D: 301 (1-9999)

Figure8-1-1 AP Cluster configuration

HIRSCHMANN IT

AP Group : My-Demo-Cluster

A BELDEN BRAND

£ WLAN Enable: 2 Disable: 0 Working:1 Down:0 Joining:0

-172.16.10.235
My_Location

WLAN Name Status Clients Primary Name Status Clients
My-wifi-test CX . 0 o AP-C0:70 Working 0

Figure 8-1-2 AP Cluster Information

AP of a Cluster usually obtains its IP address dynamically from a DCHP server, and it is difficult to

j=——=4 keep the same assigned | P address for the AP.

MNote IP address can be difficult. The Cluster Management IP is a static IP address configured for the AP
Cluster web management, and you can manage the AP Cluster via accessing the URL: http://IP:8080 by
wired or wireless. The Management IP is configured on the PVM of the AP Cluster, and you have to make
sure the Management IP on the PVM is routable from your configuring terminal (browser). A recommended

method is to choose an idle IP address from the AP Cluster domain to configure as a Management IP.

So

Page
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l1Manage your Account s

1 Manage your Web GUI account s

There are three accounts can | ogin to the We
Admini strator, Maewger whdtfoakwBée hiotwy as

bel ow:

Admi ni s:t rAadtmoirni str ator account has the hi

5

configuring and viewing the whole system.

., Vi ewdrewer account all ows checking config

WLAN operations.

Guest Man®ONery has the privilege to edit |

5

Each account can be | ogged in at the same ti
previous session will be terminated. By def a

enabl ed; Viewer and Guest Manager account ar

I n the Account Management tab, you can enabl
Manager account; change the password for Adm
il lustrated-l1in Figure8
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General Configuration x

Cluster Info Management Account Management Certificate Management Service Management

Administrator a

Password: (4-16 chars)

Confirm:

Viewer ®Enable ODisable

Password: (4-16 chars)

Conﬂrm: ssssssss

Guest Manager @Enable ODisable

Password: (4-16 chars)

Confirm:

Tip: In order to ensure user security, please set the different password.

Figure8-2-1-1 Account Management

1 Manage your CLI account

There are two accounts can | ogin to the DAP
prividepeentdoot Admi ni strator can change the

command | ine accounts. The root password is

i's used to generate real root acce?32&l.credent
Cluster Info Management Account Management Certificate Management Service Management

Tip: In order to ensure user security, please set the different password.

Support Account

Password: (4-16 chars)

Confirm: [
Root Account

Password: eesssesssaans (4-16 chars)

Confirm:

sssesssnsnene

Page



Figure8-2-2-1 CLI Account Management

For security, the administrator should change the CLI root, and support passwords before use.

-

Mote

1Certi ficate Management

DAP support belowi hwoetypkescafedbui dadministra

customize their own certificate base on spec

Il nt ernal WeTbh eSecrevretri fi cate is utilized to
bet ween web browser and AP web server for
there i-snaCAuceéndti ficate generated by Bel
6find. dragonflyap.comd. User can use open
certificate and replace the default one (
6find. dragonflyap.comd for your own cert.i

changed) .

, I nternal PaoarMthal c®envderncate is utilized 1tc
connection between captive portal page an
the user | ogin credentials being stolen.

URL and replace the certificate according

Navi gatDas hibbo&rydt emiWi Gedoer al Confii guration

>Certificate sheet3l.illustrated in Figure8
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Certificate
Name: (4-20 chars)
Certificate Type: Internal Web Server(Domain) v
Certificate File: No file chosen
Password: (4-128 chars)
Confirm:
Certificate Format: PEM

Figure8-3-1 Certificate management

l1Services Management

As shown Hd,FIDAPres&8ipport below services whic
separately base on requirement of the real s

def aul t

|l PV6 L3 Far viaryckirng | Pve traffic forwarding &

net work el ements if the | Pve Service is enab

| GMP Snooplihneg admi ni strative status of the 1 (

General Configuration X

Cluster Info Management Account Management Certificate Management Service Management
IPv6 L3 Forwarding: . Loff
IGMP Snooping: . Loff

Figure8-4-1 Service management
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1System Ti me Configuration

It is Iimportant to ensure the system time 1is
communication between network el ements and s

on the correct ti me.
NavigateiSpgsemmTi me

NTP (RFCN&BWbBbrk Time Protocol) is a networKki

synchronization between the el ements across

server in your network, please configure it
List, I f you dondét have a private NTP server
favorite NTP server and prioritize it to the

NTP servers in the sysilem,I| fi Iclounsftirgautreedd ,i nA PFsi

synchronize the timmi wuth NMmPesewnbks.in 15
System Time
Date and Time: Mon Jan 10 2022 19:12:12
Daylight-Saving Time: . off
Time Zone; (UTC+08:00)uala-Lumpur,Singapore
NTP Server List:

NTP Server:

Figure8-5-1 System time configuration

You can al sdi smpe @ainfdg dtalyd vigrhdg ti me of the DAP
coordinate with the-slawcalg ttiime. i Bhaud aynlait g Itta
supporting time zone. Pl ease note that in or
recommended to check the reachability before

server is not configured or is wunreachabl e,
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1Configuring Syslog

Syslog is a standard for message |l ogging. Sy

security auditing as well as gener al i nf or ma
NavigateiSpygbogm&d SJNMPB g

APs in cluster generate |l ogs following the s

configure corresponding attributes in the Sy

Upper part of the Syslog Window displays err

cluster.

Titilsethe content of the | og message.
Levied the severity of the | og message.
Sourice the generatorodos | P address of the

When you move the mouse cursor to certain ro

of the | og display6l. il lustrated in Figure8
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Syslog & SNMP

Syslog SNMP

Title Level Source

DNS servers are unreachable!  CRIT 172.16.11.110
DNS servers are unreachable!  CRIT 172.16.11.110
DNS servers are unreachable!  CRIT 172.16.11.110
DNS servers are unreachable!l  CRIT 172.16.11.110

DNS servers are unreachable!  CRIT 172.16.11.110

DNS servers are unreachable!  CRIT 172.16.11.110 -
Log Level:

Ap-[)ebug: Motice b

System: Error v

Security: Error v

Wireless: Error A

Network: Error v

User: Error A @

Log Remote: . off 192.168.100.1

Log File: AP-C0:70  ~

Figure8-6-1 Syslog Configuration

Log Level

Setting of Syslog message severity. I f certa
generate Syslog messages including al/l | ower
separated by individual severity, a Warning

I nfo and Debug processing. Notice is the def
system generates |l ogs including | evels of No
Emergency. User can specify separate | og | ev
Security, Wi reless, Net wor k and User):
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., AP DedbDuegt ai l ed | og about the AP device
., Syst-amg about AP configuration and syst e
., Securirlidg about network security
., Wirelikeg about wireless RF
., Net wbkb&kg about network change
., UsebLog about <client
Log Remot e:
Settings of the remote | og server I f config
file, Syslog messages of all APs in cluster
gener at ed.
Log Fil e:
Download the |l og file on a selected DAP in t
Sysl og messages are stored in a local file w
size of syslog messages can be saved in the
syslog messages wi ll replace the old ones if
Syslog is divided into eight | evel s, and | owest | evel
Debug severity. Definition of Syslog severity as foll
| —
Mote
Level \ Severi‘Keywo‘ Description
0 Emergen EMERG| System is unusable
1 Al er t ALERT/ Shoul d be corrected i mmegqd
2 Critig CRI'T|Critical conditions
3 Error ERR Error conditions
4 WarninWARNII\May indicate that an err(
taken
5 Noticg NOTI C|Events t hat are unusual,
6 I nf o | NFO|Nor mal operational me s s a g
7 Debug/ ] DEBUG|I nformation useful to dey
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1Configuring SNMP

SNMP was supported in cluster mode; Admini st
cluster through traditional network manageme

SNMPw2hd SNMR$3 supportedanaedn8&8NMPufpported by

Rel ated parameters can be configur &8gsomrmSys|

frame

1 Configurivikg SNMP

Select snmp wvlersstomaed in Figure8
Syslog & SNMP
Syslog SNMP
SNMP Agent: L on @
Version: v2e v
Community: public
SNMP Trap: Lon @
Version: vZc v
Trap Server: 127.0.0.1
Community: puhblic
Trap List: x apColdBoot

Figure8-7-1 SNMPv2 Configuration
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SNMP Agé&mtabl e/ Di sable the SNMP agent on L

5

management platform can fetch information
Ver si9ml ect SNMP2weagrsiwd

CommuniTthye credenti al used to sacoomdmuni cat e

net work management platfor m.

SNMP TirEanpabl e/ Di sabl e DAP to send trap to

pl atfor m.
Trap SieNetewor k management platform to whi

Trap TlSipsetci fy the trap items needs to be s

pl atfor m.

ConfiguriviBg SNMP

Select snmMBp IMeursstiroant e/€: i n Fi gur e8
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Syslog & SNMP

Syslog
SNMP Agent:
Version:
Username:
Passphrase:

Confirm:

SNMP Trap:

Version:
Trap Server:
Username:
Passphrase:
Confirm:

Trap List:

SNMP

v3
admin
FRERRRES

ranenene

v3
127.0.0.1
admin

S

apColdBoot

S

Figure8-7-2 SNMPv3 Configuration

User na B&iNMP

5

5

aut henti cat

Wi rel ess

server

o

n

protocol

uni quely

i dent

Management

The Wireless page

f ocuses

RF (Radi o Frequency), Wirel

Prevention System

Fi gu eWirel ess

Page.

Page

on

(wl DS/ wl PS), and

i f

i es

is currently
advanced wi
ess I ntrusion
wi r el

us e

PassphrirMAwtethenti cati on 8pladstw@hsed SHIAengt h

used

rel e
Det
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= Wireless P

£+ RF @2.4GHz (5GHz £+ wIDS/WIPS Performance Optimization
2.4GHz Channel Distribution Rogue Suppress: (@ . Background Scanning Con @
Dynamic Blocklist: (@0l .
Wireless Attack Detection: (Gl . Scanning 0 20 m
@CH1 (CHB @CHTI Interval: min sec
Unknown AP )
Scanning
Duration: 0 3 50
@O4AEEIISFEAD O4AEESI5EC20 50ms
@94 AE E30087:30
Interfering AP
a . Force 5G:CJ m
. Load Balance:
Rogue AP a i
RSSI Threshold:
0 20 0 50 68
246 0 | 56 0

Figure9-1 Wireless Page

This chapter mainly presents the following t

RF Configuration

wl DS/ wl PS

Performance Optimizati on

I1RF Configuration

Radi oquFermecy (RF) window is for monitoring the

wireless attributes | ike channel and tr ans mi

There are tWwRe- Mo te Swimpr | | b dsiMoidewide &nd
Advanced |IMoudsetfriag eid2 y 8caan | aunch the Advanced
Simplified iMdghBFWiyn ddw cFKr a me .

Si mpl i fidaeds prhoadyes t he monitoring information
selected on 2.4G band or 5G band. Channel s a
you move the mouse cursor to the colored sec

clients connedtueddhetroou ggthh e2 . A4PG b.and or 5G band
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£ RF

2.4GHz Channel Distribution

@CH1 CH6 @ CHM!

@2.4GHz

5GHz

£+ RF

5GHz Channel Distribution

@ CH40 CH35 @ CH153

(()2.4GHz

@5GHz

Figure 9-1-1: RF Window
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RF Configuration X

Global: 5G Channel Width(MHz) Auto m
AP 2.4GHz Ch... 2.4GHz Po... 5GHz Cha... 5GHz Pow... .
RF Information
AP-FE:AD auto(1) auto(14) 40 auto(19) s
AP-EC:20 6 auto(14) 36 auto(23) # AP Name: AP-FEIAO
AP-87:30 auto(11) auto(20) auto(153) auto(21) d AP MAC 94-ae-e3-56:35-fe:a0
2.4GHz
Channel
ACS: ON
Client Aware: enable
Channel: auto(1)
Channel Width(MHz): 20
Power
APC: ON

Figure 9-1-2: RF Configuration Window

Theflt si RE Clontfhegurati on window displays t he
transmitti nbDARsowerrl aabfe@énleln you pick an AP fro
detailed RF information is displayed on the
configuration can be used to DARPangel B&EEer c ha

efficiency or you can chan®kRPtihy icmdinwnied u avli Id

i,t shown i-1m3. Fipgreirvwadind i gb aaedodn vDAJRuiall | t ake
effect i f bothpogilohad gerttngnaeadi st
RF Configuration
Global: 5G Channel Width(MHz) Autc v | m
20
AP 2.4GHz ( ap z Po... 5GHz Cha... 5GHz Pow...
AP-C0:70 auto(1) 80 auuuy20) auto(104) auto(21) 4

Figure 9-1-3: Global 5G Channel Width Configuration

Regarding the channel width for 160MHz, it cannot be

|, T —

Mote

configuration due to some restrictions such as the su

and power supply.
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1 Modi fy AP Transmission Power and Channel

You can modify the transmissi omApPiorweRffheand wo

Configurat, onhowmdida-1Foy gde€t8ul t, the working
transmitting power areDgunbmmaiMBaadihleybeRman dged

technol ogy. I f you want to set the channel a
need to disable the Automatic Channel Sel ect
(AP@) ;manual mode the AP transmits power can
Global: 5G Channel Width(MHz) Auto v E
AP 2.4GHz Ch... 2.4GHz Po... 5GHz Cha... 5GHz Pow... e
AP-FE:AD auto(1) auto(14) 40 auto(19)
AP-EC:20 6 auto(14) 36 auto(23) [:] AP Name: APFE:AD
AP-87:30 auto(11) auto(20) auto(153) auto(21) AP MAC: 04-ae:€3:56:35-fe:a0
2.4GHz
Channel
ACS: ON
Client Aware: enable
Channel: auto(1)
Channel Width(MHz): 20
Power
APC: ON
Figure9-1-1-1 RF Configuration
You can specify the channels I|ist/ power rang
reduce the risk of | ow power ,t rsahnoswm tithi nFgi gour!

1-2 .
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Edit RF Information Edit RF Information
. Channel
Client Aware: ﬂ :
Channel: 104 v ACS: ®@on QoFF
Channel Width: Auto A (MHz) Client Avare: m '
Channel: 1 v
Channel List:
__‘ Channel Width: 20 v (MHz)
Power
40 Power
APC: 44
APC ®on OorrF
Power: 48 (3-40)dBm
5 Power: 17 (3-40)dBm
Auto Power (3-40)dBm
Range: 56 Auto Power 5 - 17 (3-40)dBm
- Range:
Figure 9-1-1-2 Specify channel list and power range
Key word specification in RF Configuration W
Par amet € Speci fication
When enabled, Auto Channel Selection does
Client A connected clientps, oexcgptevieatt shisgth as RA
Aware" is Disabled, the DAP may change t 0
temporarily disrupt current client traffi
Enabl e/ Di sabl e Short Guard -basedvadmmumi ¢
Guard I nterval is used to ensure that dis
data symbols transmitted by a device. The
OFDM is 800 nanoseconds in duration. To i
added optional support for a 400 nanoseco
Short GWould provide approximately an 11% incred
Guard I nterval wild.l result in higher pack
channel exceeds the Short Guard Interval,
transmitter and receiver is not precise.
wireless radio.
I f the multipath effect is too serious (t
di sabling Short Guard Interval s recomme
i h OEffi Enabl e/ Di sable 802. 11ax high efficiency W
9 mode capable AP will downgrade to VHT (Ve
Table9-1-1-1 Key word specification in RF Configuration Window
1 Clonfigure channel width to 160MHz



Channel width of 160MHz can be set in privat

shown i n-1-#1 guirte9has some restrictions show a

160MHz not supported on DAP620.
160MHz only supported on 5@ 4r,alt®®. wi t h clt

160MHz only supported when AP powered by
hi gher)

Only static 160MHz channel width is suppoc¢

not use 160MHz channel s

Edit RF Information

5GHz i
Channel

ACS: COon ®oFF

Client Aware:

Channel: 64 v

Channel Width: 20 v (MHz)

. 20

Channel List: 40
Power

APC: ®on OoFr

Power: 16 (3-40)dBm -

Figure 9-1-2-1 Configure channel width to 160MHz

1 Turn ON/ OFF a specific AP Radio

You can turn OFF spe®OAPsciwliaobberssduadi bhefo

emi ssions or for other pur,possheo wn tiiA3-Rraidg uor eCON
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Edit RF Information

=L A

Power: 18 (3-40)}dBm

Auto Power Range: - (3-40)}dBm

Others

Radio:

High Efficiency:

Short GI:

Figure9-1-3-1 Turn ON/OFF Radio

1wl DS/ wl P S

DAP provides the basic wl DS/ wl PaX hfiuenvcet inmoonrse u
advanced functions requiredBWOhode amedommend

purchase relevant | icenses.

WI PeSWi rel ess I ntrusi olni sPrae vleanyteron2 Sprsatearc ol d

protection function developed for 802.11 pro

devices that threaten network security, inte
net work performance through channel monitor.i
provides countermeasures against invading wi

of security solutions for wireless networks.

WI DeSWi rel ess I ntrusi gonabedetteconm8ystcemus us

intrusions early, and protect enterprise net
on wireless networks. W DS can monitor the w

net work performandtde mgnprepvewnitdoenr aglai nst var

Rogue SuppbABssupports preventing the connec

Rogue AP by ssandhiemgiaade on frame with client
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Rogue AP; t
a known AP
l'ist to set
shown

hi s
i s
t he

can di

AP

i n-2-Fi gur e?9

as

sconnect t

ciomtf d rr fmeerde mcse noorn a

he

DRIl [IGlils] Are you sure you want to trust this AP (dc:08:56:04:44:40)?

Unknown AP

dc:08:56:35:f6:a0
dc:08:56:04:44:40
dc:08:56:34:69:e0
dc:08:56:73:0f:e0
dc:08:56:73:15:00
dc:08:56:73:0f:60
dc:08:56:36:0d:e0

dc:08:56:73:16:c0

SSIEi

ME tese  mnenoiente- smiAnisoaicuirw

oous
HAN-Enterpri...
--test_red
portal_8547
mywifi-0F:60
100-test-swit...

HAN-Enterpri...

interference-...
interference-...
interference-...
interference-...
interference-...
interference-...

interference-...

94:AE:E3:FF:C0:70
94:AE:E3:FF:C0:70
94:AE:E3:FF:C0:70
94:AE:E3:FF:C0:70
94:AE:E3:FF:C0:70
94:AE:E3:FF:C0:70

94:AE:E3:FF:C0:70

Trust

Trust

Trust

Trust

Trust

Trust

RSSI:
SSID:
Channel:

Type:

Already In blocklist:

AP Name:
AP MAC:
AP Location:

Distance:

cl i

| egal

P Information

dc:08:56:35:f6:a0
78

ME_test

6

interference-ap

No

AP-C0:70
94:AE:E3:FF:C0:70

nearest

ent

AP,

Cancel m }A
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Figure9-2-1 Trust AP
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£+ wIDS/wIPS

Rogue Suppress: (N .
Dynamic Blocklist: (Rl .
Wireless Attack Detection: m .

Unknown AP
@ 94:AE-E3FF:CO:T0

Interfering AP

Rogue AP

Figure9-2-2 wiDS/wIPS Window

RogueoA® unauthorized AP plugged into the wi

foreign interfering AP broadcasting the same

is considered a security threat to the DAP ¢

I nterfelAnndAPABeen in the wireless environmen
wired network. The interfering AP can provid
is not considered a direct security threat,

net wor k.

Al l owBiosh interfering APs and Rogue APs are

be found by background scanning and | isted
foreign APs found are trusted APs, those are
interfering APs or Rogue APs. To avoid this
address -@ul MAC t he AP Al l owl-231t , 1l i laducorat ¢

address is added to the Al Il owl i st, it wi || n
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Allowlist
MAC
94:ae:e3:*:%:*
00:1f:64:0a:2b:12
00:11:22:33:77:99

X X X X

dc:08:56: %+ *

00:11:22:33:77:88

Figue9-2-3 AP Allowlist tab

You can see the |ists information for the in
Configuration page after you click the wlDS/
the detailed information of interfering APs

Encryption Typeé, R2MBlustrated in Figure?9

wIDS/wIPS Configuration x

Unknown AP SSID Type AP Operate Unknown AP Information
34:e7:0b:0b: 9f:e0 Portal-DAC interference-ap 94:AE:E3:FF:CO:70 Trust = |Unknown AP: 34e7:0b:03:d58:41
34:67:0b:03:d8:41 pelcluster-200 interference-ap  94:AE:E3:FF:C0:70 Trust RSSI: 82

SEID: psk-cluster-200
00:13:32:10:2c:61 B46 interference-ap 94:AE:E3:FF:CO:70 Truest

Channel: ]
34:e7:00:09:c0:al Enterprise interference-ap 94:AE:E3:FF:CO:70 Trust Type: interference-ap
34:e7:0b:03:c6:21 1QOETest interference-ap 94:AE:E3:FF:CO:70 Trust Already In blocklist: Mo
34:e7:0b:0b: 9f:cl DAC-wecat interference-ap 94:AEEIFFCO:70 Truest AP Name: AP-C0:70

. AP MAC: 94:AE:EI:FFCO:70

34:e7:0b:a0:10:01 Portal-DAC interference-ap  94:AE:E3:FFCO:70 Trust )

AP Location:
34:e7:0b:03:c1:21 guestportal-Jme... interference-ap 94:AEE3:FF:CO:70 Trust Distance: nearest
34:e7:0b:03:d6:41 000-portal-1194  interference-ap 94:AE:E3:FF:C0:70 Trust Encryption Type: wpa
34:07:0b:0e:e2:01 000-thw-rap-test  interference-ap  94:AE:E3:FF:C0:70 Trust IDS_ITEM:

Attached Ci H
34:e7:0b:09:c2:01 000-portal-1548 interference-ap 94:AE:E3:FF:C0:70 Trust ftached Clients 0
34:e7:0b:09:c0:e1 331-hhh-00 interference-ap 94:AE:E3:FF:C0:70 Trust
34:e7:0b:09:3:01 Autemation-time... interference-ap 94:AE:E3:FF:C0:70 Trust -
(i |

Figue9-2-4 wiDS/wIPS Configuration Window
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Bl ockOnlsy : Rogue

t he BI

net wor k,

ockl i

st it

APs

us2t5r at ed

can

cannot

i n

be added to the

change its rol

Figure9

wIDS/wIPS Configuration X

Trust

Unknown AP SSID Type AP Operate Blocklist
78:44.fd:c0:a9:c0 yizexinxi interference-ap DC:08:56:35:EC: 20 Trust MAC
a0:df:15:4f:a9:60 ChinaNet-waQ7 interference-ap DC:08:56:35:EC: 20 Trust 00:03:7F-00-00:00
00:13:32:10:32:41 test interference-ap DC:08:56:35:EC:20 Trust

1c:ff:59:fc:51:41 ChinaNet-atNs-5G  interference-ap DC:08:56:35:EC:20 Trust

00:13:32:10:32:42 xoottest interference-ap DC:08:56:35:EC:20 Trust

ce:c2:20:59:32:c4 ChinaNet-xJhc interference-ap DC:08:56:35:EC:20 Trust

ec:6c:9f:ba:ad:45 FYX_AD44 2.4G  interference-ap DC:08:56:35:EC:20 Trust

d0:76:e7:94:fd:c6 TP-LINK_FDC6 interference-ap DC:08:56:35:EC:20 Trust

7a:3a:20:02:7d:67 CYX-5G interference-ap DC:08:56:35:EC:20 Trust

a0:c5:f2:b5:44:49 SIHC-5G interference-ap DC:08:56:35:EC:20 Trust

00:13:32:10:32:49 test interference-ap DC:08:56:35:EC:20 Trust

00:13:32:10:32:4a xoxttest interference-ap DC:08:56:35:EC:20 Trust

00:13:32:17:70:d1 xingneng-test4 interference-ap DC:08:56:35:EC:20 Trust hd
st

Figure9-2-5 AP Blocklist

Par amet e Speci fication

Unknown MAC address of the unknown AP detected
SSI D SSI D broadcasting by the unknown AP.
Type Classified result of the unknown AP, ca
RSSI Received Signal Strength Indication of
Channel |[Working channel of the unknown AP.

Fl ag -lmdc adlevi ce, depena8lsookl itshted AdDwidtaad .
Al ready I n|fdevices will be autR matkildealtl yanadded tfd a
the unknown AP i-mod idkdaviice ,notthenf laadg i s

AP/ AP NanName of detecting AP in the Cluster.

AP MAC MAC of detecting AP in the Cluster.

AP LocatiiLocation of detecting AP in the Cluster

Di stance between unknown AP and the det
RSSI of the unknown AP:
Distancad " NearieRB3SSI-2>00d Bm) ;
Neadr(-45dBm) <R38dBmJ ;
Fat+(-70dBm) <-R58BmjJ ;
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Fart hRS$3I-7<0(d Bm) ;

EncryptionnThe encryption type of the SSID being b
Attached (The number of clients attached to the wu
OerateOperationtotrust the foreign AP and d
P AP is trusted, its MAC address wil!/l be
AIIOWIiSAIIowIist of foreign APs. Those not con
you can add the trusted MAC address i-80

Bl ocklist of foreign APs. Those cl assif
BlockligClient to access Dynamic Blocklist: @M . \eorrck .t Her e
det ectheodc addevi ces, al | of them wil/| be 4

can remove a foreign AP from the Bl ockl

Table9-2-1 Key words specification in wIDS/wIPS Configuration Window
ABackground scanning should be enabled as

required b

i ,I Al't is recommended the background scanning interval

efficiency

MNote

l1Performance Optimizati on

Wi reless performance opti

mi

for users. The performance

Steering, Load Balance, RSSI

and Airtimel Faistmas £3dlxi n
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gur e
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mi
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i s

zat
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usef ul
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B a

ckagr

rel e
at c

d ev

Performance Optimization

Background Scanning

Scanning Interval: 180 min 59 sec m

Scanning Duration:
50ms

Band Steering:

Force 5G:(J m

Load Balance:

RSSI Threshold:

246: 0 5G:| 0 m
Ea

Roaming RSSI:

24G: 0 5G: 0

Voice and Video Awareness: . off

Airtime Fairness: 2.4G: . off 5G: . off

Figure 9-3-1 Wireless Optimization Window
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client

client

s RSSI val ue, it i s steered from a bus

density is 10, channel utilization 1is

i's enabled by default.

RSSI Threshol d:

Roamin

Wirele
By def
or 5G

Voi ce

Backagr
ongoin
uni nt e

traffi

sSss access control, "RSSI t hreshol d" on

ure i f the client's SNR value is | owe

se tioi tt hdeo ecsl ineontt ef fected by 802. 11kv ¢

RSSI value than threshold is forbidden
ed (0). RSSI threshold can be applied

old is recommended to be deployed in h
g RSSI

ss access control, client with | ower R
ault, roaming RSSI is disabled (0). Ro
band separately. fARoaming RSSI 0 is wor

and Video Awareness:

ound scanning needs to be aware of exi
g voice/video service, scanning shoul d
rrupted traffic; and allows resuming s
c. Voice and Video Awareness feature |

Airtime Fairness:

Al l cl

speed

ients share the wireless transition ti

clients present. Airtime fairness is d
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Access

The Access Window focuses on user access man

Bl ocklist & All owlist and ACL.
This chapter contains the following topics:

Aut hentication Wi ndow

Three methods to Login Captive Portal

Account & Access Code Management

Customi ze Portal Page
Client Blocklist based on wireless access
Client Allowlist based on captive portal

Wal l ed Gar den

Mul ti cast Contr ol

CL

NDut henti cati on Wi ndow

There are t weocmacAduetgh efnotri cat i SGn mpil ndowd Aut hel
wi ndiolw usitimiagerld1 @ nd Aut henti cati on |Qounsftirgautres
I Fi gufl€10 You can |l aunch the Authentication C
Simplified iMdghkeublygeociWicrkdadw nFr a me.

Simplified AuthentitheisosnaW stdowsdi spbagmatio
device and opevhabhi wpgusmetvemif he moseetfoureor

t hpepi e chtalwenber of rel at ed dDesweildcaey or OS wi | |
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Figure 10-1-1 Authentication Window

Figure 10-1-2 Authentication Configuration Window

Key words specification in Authentication Window o

Base on different requirement for customer,
parameters can be set for speci al requiremen

Aut hentication Configuration Window for your

Dummy: | PP address of captive portal FQDN
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