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2.1 Cluster&##ER,
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2.1.1 ClusterF'PVMASVMi%#

FCE T AH R EEIDEIDAPBAT-XXAZ A BE S A il —NMERFE, [FI DAP847-XXAL
DAPBXX 2 51 GE 0 2H il — A . 18I DAPH Y 5 FIMACH I X 734 56 Pk #%
Primary Virtual Management ( PVM ) Al Secondary Virtual Management
(SVM) .

PVMELSVMHE3E AN 4 T -
> IRIEDAPH A SRR b i — MR e R m M B& fEAPVM.. —
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> ERAMFELELKIDAPY, HA & mEMACHLL IDAPR ik N PVM,
HAH — mMACHLE I DAPK 41k ISVM.
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DAP847 it A\ DAP620 4 #t /5 ¥4 Fli N PVM, 2 B i PVM ¥4 28y SVM B,
DAPSEFEH IR 01 o BRSO ARG B — AN BLIPHR L, ZIPHuhE 2
S ERZE PVM B 2% 11— AN BE R AT IPHAE

> HPVMIK H B AN 5 R I 3 B R (il n, 2% R ks PVM
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RIEEEF N EHE MRS LIITR, H2 FEDAP847-XXARNMY % H
LR T B RS e 2R P IR S
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DAP84A7-XXAfa] B IE i) 72 il i & . — B AL B 1n SR E 7% — 1 DAP847-
XXAW %, TEFR—ANZME R ERAE “EFID” 1 DAP847-XXAW &
H N ERE I WPVMEIUEC B S ., IX ARSI (R IE N TC LR B AE T 140t Y 56 ik
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O 7 RDAP847-XXAR] LA MM 2% 1 [rI DHCP AR 55 7 sK B 2 1P 4L
2 DAP847-XXA i) LED AT “Sr&INIR” IRZSES, # 0] DI IF Haete iz
B —NE2.4 GHzZEE L2 “mywifi-xx:xx” 1] SSID (xx:xx & DAP847-XXA
MAC itk Ja 2 M7 .
M E K BCRIX/NSSID J5, R LUEE DL BN URL k15 0 DAP847-XXA
HIWeb 1 7T i -
» http://find.dap.com:8080
» https://find.dap.com
F BRI B E (AP 4N “Administrator” , 2554 “admin” ) , &0
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3.1 RIS

B 10— AN SRR B I St TR B N S5, SR N ZF I A AR ThRE At
2%, LM RAHSEDACE 6. A FIDAP847-XXALL “HH/E” I
A TLAE, DAsEElE FEHIEE.
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Firewall Q
Fouter
B
i

O

Radius Server DHCP|Server FTP/TFTP/SFTP Server
Syslog Server
POE Switch
AP Cluster
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3.2 E#HR

B ARz P LA T

> HEHAIINDAP84T-XXA, #EFER|— G X HFIEEE 802.3atbrHJPoEXS
¥ M, BT DAP847-XXAESE T [F—/1VLAN.,
> POEAZ#HANL FATERRIZ O 2%, 125 88 ADAP847-XXARI L2467
J i 13 A% DL K I B & i B2 i Dynamic Host Configuration Protocol
(DHCP) k%%,
> EREFHPVM S 5 DAP847-XXAR S FRAN W 5. ic B 1[50 DA & 7 i
= BIEE: FE, XHFPortalfdi iz s, PVMEE—4H & Kiportal ik
58,
7£5150 ... 5250 MHzS B A I, R ARUFE S NEE, O 2EENBREW. K
RN ZAMEERI AR . WRAEZIMER, DAP847-XXANGEIEFLT
i BB AW S A B FE A At Bl e AR LR B AR AE
5170 ... 5250 MHzFEt WAE FH E ANLR G (UAS)

7£5250 ... 5350 MHzAMEL Pyl I, R e E = N #AE, WdERYIN . AREFE
INBRTERR . KR RHL 23, ANRVFERIMER .

3.21 HEHHDAPHISSIDs

345 DAPHL & W~ 31NSSID:

B My-wifi-test

X — ML EE VIR HISSID, FE T 7 Z ] AP 27 5 1Y
5, BIANZKEEMIZS . NI R BN 28 EE, Al DU AN 7 2R R N v BB B
THoL M RBEARK) 2RI

B My-wifi-portal

X AR E [ portallEISSID, NV &b, TS V3. W
YA BT, Ui B PR ARG I A BB R N . U7 & IE i 7 2 Bl portal
SSID, Vi —"% TR o, SR EH AU WA B4,  DASRECE M
BEARR . portal WLANGEH] LA T 38, AIGE SR SR EE
Bl N P R 22 A ) ELER R N

B My-wifi-1x
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I WLAN{# FH IEEE 802.1xiAiE 7 . A& i T2 4 N\ i a] BL{g B SSID
“‘My-wifi-1x‘” o P AR AAAEE N ATRAIUS IR 528 b . P 7 B A\
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3.2.2 HEREEE

EE 135, ERMHERRS A -
» RADIUS Server: H TIEEE 802.1xiA\iE, #]LAfE— Windows Server
B e — 6 HERMNIRADUIS server.
» Syslog Server: {FNFE R4 HERS %, HTHEIEEDAP847-XXA
ERRGHE, ESHEFE131T “HLESyslogRgt HE” .
» TFTP Server: 3% [ T-DAP847-XXAffIsnapshot logit£E . At F14% LA
JPost Mortem Dump (PMD) S4B EEZE .

» SFTP Server: =ZH TDAP8A7-XXAIHAEFF 25 A7 F o 1% 8645 B
ok (B AT NIBED S
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4 HERS

F P i8I i f2 1 e ) SSID 1 i) 2R A FJURL http://find.dap.com:8080/ &,
https:/find.dap.com/ BV A] DLZEE B WG EC & 17 S TR . A% FENHH T
HIXAE FH DAP847-XXARS a5 [v] DAPE H4 # UL 1] AR H5 i & 7] 5 58 il AR 11
SR E

4.1 EiTWebp %2315 M DAP847-XXA Cluster Manager
£/"DAP8AT-XXASZ R 3N A F] 11K 5 [A] i 2 [ DAP847-XXA Cluster Manager,
T PC_EWebil Y45 15 1 GUI

ZGUMLHE — N E T, 7T DR 516 5 O 38 01 % 6 9 58 i A I WLANEL &

GUI it #2 fit T Dashboard Vi = I §&, i%Dashboard & — 4> UL B 4L 5 8 7w~
DAP8AT7-XXAR JERE TR R W25 1 Be F IR A B 2625 P i {5 S RO AR - & R
AP DL E MR T REREE . 2 A IS 2 DAP8AT-XXA IS AT IR, AT 5 - b 78 £
DAP847-XXAK F 48 b o

IN757E GUI Dashboard iH FI A2 WLAN (A G R, 17 2 B SCR 5531 T 11
“Dashboard 7t [ & /17

411 FTE%MHF

L BEDAPBAT-XXA, 1EMRLLT 580 L -
> /R DAP8AT-X XA £ 1E 1 2 2 WL H- 428 FE i .
> {RUEFTA FIDAP8AT-X XAV 2% (E A7 [F] i+ W B H Re 8 AH ELId S (XX #hk
BRI i R S ThAE) .
> W% F1E ] R DHCP k%523 WDAP8A47-XXAFITC £k 25 - iy 43 it IP Hb
i
> M F AT HIDNS AR5 %%, REfS AT i DAP847-XXAHURLE &

AR T 22 0 UL 0, R TR R B 463 S HF 1 FHRME R %5 (OS) i
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BURIERS BN R
Windows 8 Google Chrome 115 J¢ 5 i i A

Windows 10
Windows 11

MAC OS X 10.10

MAC OS X 10.11
KN TELFHIBRIFE R R G as i A

Mozilla Firefox 113} 5 & A

Microsoft Edge 115 % & & il 4

VR JHITWebi U 2854 2 BN DAP8AT7-X XA i 12 5 %1 3| DAP847-X X AL
It FE 2 A0 R Y o BRATTER WO IR T B A 5 I i 21 5 DAP8AT-X XA 7% 31| I 2%
SERHIIGRTC B, ARG iR & &R HAh K DAP847-XXAR U £ R L & «

4.1.2 DAP847-XXA IP#iht

A LI A =507 RO E BEDAP847-X XA IPHAL -

> BRYCRE T, WRML A DHCPIRS 25, DAP847-XXAK 21t
192.168.1.2541F N H B )& B b .

» DAP8A7-XXAS HE T B — /Mg S 1P

> RN h E/EDHCPAR S5 %%, DAP847-XXASZ 5 MDHCPR 55 28 5 43K
Pkl . #&A LSS fEDHCPH A F Cr EC B sthhl, Hnf Dhdis 147
THHLARPR IR A1), o @ $ DEE T MEH “ifconfig
br-wan” a2 EDAPS4A7T-XXAMIPHLLE, TLIE 2.

support@y-AP:~$ ifconfig br-wan
br-wan Link encap:Ethernet HWaddr 94:AE:E3:FF:C@:7@
inet addr:172.16.10.169 Bcast:172.16.10.255 Mask:255.255.255.0
inet6 addr: fe80::96ae:e3ff:feff:c070/64 Scope:lLink
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1
RX packets:48239 errors:9 dropped:@ overruns:@ frame:e
TX packets:49865 errors:@ dropped:@ overruns:@ carrier:Q
collisions:® txqueuelen:10606
RX bytes:6365560 (6.@ MiB) TX bytes:19186865 (18.2 MiB)

support@y-Apr:~$ ]

B 2: (E/HCLIZZDAPS4T-XXA HIIP 1)

DAP847-XXAH F* T-/iit 21
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4.1.3 ZEVIEEIRA 15 M DAP847-XXAKIWeb GUI

BN E T, fEDAP847T-XXANHITIE. | —1~2.4 GHzHEHISSID, w]
LU IS C BNl Web GUIHFATE P, B mT AR5 T B 7] 3 58 A 2a 4 1A i
=

O fE L& FH R IFIERER]—ME2.4 GHZAER— 14N
“mywifi-xx:xx” #JSSID, & 37~

FEE: “xxixx” ZPVM MACH:HE ) & 5 AN 7710

= mywifi-02:E0
(e mywifi-2A:A0
(7 mywifi-2B:00
(e mywifi-C7:A0

(/7@ portal-8547-5

(/7 Portal-DAC

Network & Internet settings

Change settings, such as making a connection metered.

Iz 2 )
Mobile
Wi-Fi Airplane mode hotspot

& 3 EEFBARY SSID

O @ idhttpakhttps i) 5 & KEAP Cluster Manager, Hi) IRZS F H 8 &9 N
“admin” .
> EiThttpE sk, #i Ahttp:/find.dap.com:8080/. DAP847-XXA IPHii: /&
172.16.102.109, Z*%K 4,

DAP847-XXAH F F it

22 kA 1.2 08/2024


http://find.dap.com:8080/

v = m} X
@ AP Cluster Manager x ar

¢ |@ http://find.dap.com:8080/ I o a

&

HIRSCHMANNIT AP Cluster Manager

j 3 Administrator

K 4: HTTP &/

> JEiThttps® %, #iAhttps:/find.dap.com. DAP847-XXC IPHhl /&
172.16.102.109, Z#* K 5.

M = a x
@ AP Cluster Manager x +

& Cc I@ https://find.dap.com I a

HIRSCHMANNIT  Ap Clyster Manager

& 5: HTTPS &

ER: AR IUEDAPSAT-XXAFIN U 8% 2 (6] 4T ¥ 22 4 i85, @il httpsi
REFN FHEMHBTTIED . B EMDAP847-XXA F#H CAMRIES, It
W H 2z BB R g T . P 2 B R KR RGBS A . S
LN

DAP847-XXAH F* F/iit
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24

Https Setting Window

[1.Down|oad and Install Certificate l

2.Go to HTTPS page for login
K 6: FEIFLFEUF

WRAMKFRE] HIIDNSIR & 4, WU EHERTITE —6
DAP847-XXAR IPH L 2 [l ZIDAP847-XXALERE . i 548 FH AEPVMi% 45 1)
|PHhE 2, 2> [ 3Bk RIPVME &5, iE2%K 7,

i an:
» http://172.16.10.169:8080 (172.16.10.169,;ZDAP847-XXA[#]IPHuHL)
» https://172.16.10.169 (172.16.10.169,ZDAP847-XXA[K]IPHiL )

@ AP Cluster Manager x -+

& & [6 http://172.16.10.169:8080 ] o2 :

HIRSCHMANNIT  Ap Clyster Manager
e

i X Administrator

K7 [EHIP 1]k

I BB AN 5038 DAP84AT-XXA Y i (I IPHb Sk, T LA H Ay 24T ifconfig
br-wan & DAP847-XXAH H [{IPHh b, W2E21 711 “DAP847-XXA IP
Hidib”

DAP847-XXAH f* Fift
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https://172.16.10.169/

4.2 fEFDAP847-XXA & 1S

55 F BRI ) Administrator ik )7 5 [, #J46LEANE IS0y “admin” . FJIK
Bli e, sl e B 3R 5 A AR I BC

HIRSCH MANN IT AP Cluster Manager

A BELDEN BRAND

I

2 Administrator v

Y |— Default Password ‘admin’

Login by https

& 8: LIAdministrator &5

DAP847-XXAH F* F/iit
fAS 1.2 08/2024

PrAd

=

25



421 DAPHRI¥ITEAECE
PR E 7] T 125 1R 52 iDAP IV UG L it & -
[ & FEDAP8AT-XXAM TAERLR,

> SRR A AW E AR, R AP g
o IWERFE i 2% H ok — 5 DAP8AT7-XXATE Jy Rz #U2 iill 5 «

» DACHEZ: DAP847-XXA% % ] LLHHDACE B Gt {7 4Eh &1, H
DAC 52 B B A RIS I N &, & T DACH R E4(s 155 % DACH )
Tt

Setup Wizard

Please select management mode of the AP:

® Cluster Opac

K 9: HEFELIFHEA

1 DAP847-XXA Cluster Manager¥iit! i T .

Setup Wizard

Welcome to the AP Cluster Manager

—The AP Cluster Management System

/& 10: DAP847-XXA Cluster Manager ¥ 7 /i
[ 1&g administrator [t & it 2544
26 DAPSA7-XXAS /* i}
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https://catalog.belden.com/
https://catalog.belden.com/

Setup Wizard

Step 1/3  Change your administrator password

Password:

Confirm:

K11 ERERZIK #1Y

[ #%$# “Country/Region” F “Time Zone” .

Setup Wizard

Step 2/3  Choose your Country or Region

Country/Region: Albania - AL =

Time Zone: (UTC-12:00)International-Date-Line: v

& 12: ##¥ Country/Region # Time Zone

O GlE— N RIWLAN, =% 5532001 “WLANTLH”

ER: QIEHHISSIDE, BUAKIAZN “mywifi-xxixx” HISSIDH# 24 Ex

DAP847-XXAH F* F/iit
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Setup Wizard

Step 3/3 Create New WLAN

WLAN Name: My-wifi-test

Band: 2.4GHz B 5GHz

Security Level: "Personal V-|
Key Management: Both (WPA2 & WPA) v
PMF: Disabled v|
Password Format: 8-63 chars v

Password: ..

Confirm:

E13: BIE—1HHI WLAN

B E T )5, DAP847-XXAZ H 3 5T 5 31 H- U1 #2157 i TARAR 245
IR E R

The setup wizard has completed. You can create more WLANSs and perform other
configurations in main page.

Since you have switched the AP's operating mode, the device is restarting, when the
device is restarted, Please connect to the WLAN My-wifi-test.

and login to the main page with your new administrator password.

E 14 DAP847-XXA L IETtHE /S5

MMDAP8A7-XXAE B dha, BRGNS ERE R ISSID . ] U F il &
5, ARIEFEM S e IR E . SR EFFWeb GUIG, K H 32k
INSSID . # IS, HrrISSID &R AEWLAN T .

DAP847-XXAH F F it
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HIRSCHMANN IT

AP Cluster : R [ -
A BELDEN BAAND Administrator | 30s w =
Q WLAN Enable: 3 Disabl Q AP Working:3 Down:0 Jo MD|1|[ormg Cluster: My-Demo-...
WLAN Na... Status Clients Primary ... Status
oRX @TX @ \Vreless Clent
My-wifi-test m y 1 @ AP-FE:AD Working 1] 1 10
¢ AP-EC:20 Working 0 |
9@ AP-87:30 Working 1
0.5 5
T o
19:47:32 19:47:42 19:47:32 19:47:42
ThroughputiMops) Wireless Chent
£ Clients  For Cluster: My-De... Total:1
10, 10,
Name P MAC WLAN Auth 8| 8
MI8-219365 192.168.4.24/f... 94:87:e0:2f:84:2b My-wifi-PSK PSK_WPA2 5 8
4 4
s 0 v 3 '] v 0
” 24GHz 5GHz 9 Best Good Fawr
Wereless Client Distnbution Wireless Client Health

Wireless

o Access

@ 10T

K 15: EFEFDAP84T-XXA Cluster Manager

DAP847-XXAH F* F/iit
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5 DAP847-XXA Cluster Managerf J° A1

FEAZ AT R AT DAP847-XXA Web Ul L [)Dashboard UL & &> U () Fid B
T . RT BEAMEE NEMFEMEE, SRR RTEA A
AREENT R EAS W A
» Dashboard 7 i fiij /1

WLAN 7T [
AP TLTH

Clients 7T [fij

Monitoring T fii
System T [fij
Wireless T [f
Access 7 [

DAP847-XXAHI HEE R

vVvVvvyvVvyVvyYVYyYvVYyYy

DAP847-XXAH F F it
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5.1 Dashboard 7 [# &4
DAP847-XXAlgfit | —~Dashboard it [ffi, H>KJE/R LA 1T RS EAE S .

HIRSCHMANN IT

AP Cluster : my s f—
A BELDEN BAAND SRR dr o 30 v =
£ WLAN Enable: 3 Disabl. £ AP Working:3 Down:0 Jo.. Monitoring Cluster: My-Demo-_..
WLAN Na... Status Clients Primary ... Status Clie...
®RX @TX @ Wireless Client
My-viifi-PSK Con @8 1 | & AP-FEAD Working 0 1 10,
My-wifi-Portal Con @ 0 @ AP-EC:20 Working 0
My-wifi- 1x Con @ 0 ¢ AP-87:30 Working 1
0.5 5
1 — e
19:47:32 19:47:42 19:47:32 19:47:42
Throughput{Mops) Wirelass Client
& Clients For Cluster: My-De... Total:1 5
i |
Name IP MAC WLAN Auth si 8|
|
MIB-219365.. 192.168.4.24/f . 94:87:e0:2f:84:2b My-wifi-PSK PSK_WPA2 g 6|
4 4|
i | 1
o! 0 0! o ]
2.4GHz 5GHz Best Good Fawr
‘Wereless Cliant Distibution Wireless Client Hea'th

System

Wireless

Access
@ 10T

&/ 16 DAP847-XXA £.HE

Gl 16N, R iR, A LR BIERHES . SarEs . RGErZAl LA
R %

Dashboard 7t [fij 7 JWLAN. AP. Monitoring. Clients. System. Wireless.
AccessHIOTEE JLANF Ui, W LA & & 4 RE S

DAP847-XXAH F* F/iit
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52 WLANRH

WLAN T2 TH £ 5 T 5 WLANAH I IR & I 325 B AA S B #:4F . WLANTLE A P
s, FEABAWLANAGS B, STFWLAN T A AWLANHAL & 0T 1H .

'ﬂ' WLAN Enable: 3 Disable: 0

WLAN Name
My-wifi-Psk
Mhy-wifi-Portal
My-wwifi- 1

New

E17: WLAN & &7

Status

Clients

KEEZHHIR T
¥ %)
WLAN Name WLANZ#R, BISSID&FR, O ... 9. a ... zak b 574 B 4.

Frit WLAN [FPRES :

Status O IRIZWLANA o
- FRIZWLANC B H -
Clients ZWLAN & T P 3R
New 7 ANWLANG!) 2 71 1 -
32 DAP847-XXAF ' T
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WLAN Configuration x

WLAN Name Status Security Captive Portal Operate WMM Information
Level
My-wifi-test Enable Personal Disable s x
PRYA Edi
My-wifi-Portal Enable Open Enable s K uplink DSCP Downlink DSCP
WMM
My-wifi-1x Enable Enterprise Disable s Ox Background: Background:
W Best Effort: Best Effort:
video: Video:
Voice: Voice
Uplink 802.1P Downlink 802.1P
Background: Background:
Best Effort: Best Effort:
Video: Video:
Voice: Voice:

/& 18: WLAN Configuration 7 /]

RESHHIRATE -

¥ ik

WLAN Name WLAN4 #5, BISSID&#R, O ...9. a...zei A& A
FRIHWLAN LR 2

Status » “Enable” : F£/R1ZWLANE G-

» “Disable” : F/~iZWLANAE .

Security Level

FORWLAN 2050, B8 222900 B m BUR RS, 2350008
Enterprise>Personal>Open.

Captive Portal

FRIRZWLANSE S FF 8 T Portal B 473 56 1E -
» “Enable” : F/RiZWLANJE ] T Portal &3 5 3iF .
» “Disable” : F/RiZWLANK & HPortal & 43 58 30F

fic & #:/EWLAN, F5 “Modifying your WLAN” . “Deleting your WLAN”

Operate Fil “Modifying Wi-Fi Multimedia (WMM)” .
Create B — N WLAN.

R W AR R R E ] EEERPIRAS FIWLAN I HE .

£ WLAN Enable: 3 Disable: 0

DAP847-XXAH F* F/iit
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53 APHH

APTUTHI 5 T DAP847-XXAM ARG B, AHIEMACHIEF TARRASE, AP
APMER, REAPTHFREAS, 7] PLNFEAR L) # 2|AP Configurationf& (.

Working:3 Down:0 Joining:0

Primary Name Status Clients

&  AP-FE:AD Working

o  AP-87:30 Warking

9  AP-EC:20 Warking 0

&1 19: AP JT/ET

KEEZHHR T

S iR

. & 7RDAP8AT-XXAKIZ TR, BRiAE R NAP-XXXX, H XX XX HAP MACH & H 7

Primary Name %
FRDAPSAT-XXARTEHRAS «
»Working: #/xi%ZDAP847-XXALEHFIPVM, TAEIEH .

Status »Down: 7775 iZDAPSAT-XXA LI I 5 i BE () 4422,
»Joining: #/R1ZDAP847-XXAIEAE NI NEERE

Clients FORZWLAN N EETCZe H 4R .

R APTUI P IFR2E R T RFRES T HRIAPEE .

Working:3 Down:0 Joining:0

DAP847-XXAH F F it
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AP Configuration

‘

Primary Name P

172.16.10.107
AP-06:A0 172.16.10.235
AP-05:E0 172.16.10.105
AP-D1:A0 172.16.10.108

Neighboring Cluster

Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC

Firmware Operate Model Detailed Information
PVM AP Name: AP-OL:AD Edit
= MAC: 30:CB:36:03:01:A0
4.1.6.13 ®ctz Oreboot DAPB47-A 3
Location: 94:24:e1:55:89:3d1/1/11  Edit
SVM Status: Working  Kick Off
4.1.6.13 @t Oreboot DAP847-A Rale in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
41613 ®cry Oreboot DAP847-A Model: DAPBAT-A
Firmware: 4.1.6.13
Jeininy
9 Upgrade Time: Tue Nov 28 22:21:34 2023
Pendin
9 Upgrade Flag: successfully.
IP Mode: DHCP Edit
IP: 172.16.10.108
Netmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Mode: Cluster Edit

&] 20 AP Configuration IG/&

RESHHRIBIN T -

¥ Eit37)
Primary Name DAP847-XXA% K
IP DAP847-XXAF]IPHiL .
Firmware DAP847-XXAMERAFRA .
DAP847-XXAH P Fh ] it 1 -
Operate cfg: &E1ZDAPSAT-XXAN VELHIC B 15 2. .
reboot: i j5i1%DAP847-XXA.
Model DAP847-XXAM =,
PVM RN 1ZDAP8AT-XXALELEREH ZPVM.,
SVM FRINZDAP8AT-XXATE LR F /2 SVM.
MEMBER RIN1ZDAPBAT-XXATELERE A & 5 i A 17
Joining At F-Joining k% T i) DAP847-XXA, T ERZFUA BEIMNEERE .
Pending 4bFPending k4 N HIDAP847-XXA, i B A BEIMNEER .

Neighboring Cluster

HAA SR IDKIFHEDAP8AT-XXALETF .

DAP847-XXAH F* F/iit
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SH iR

Reboot All AP G AR T DAP84T-XXA R % .
Clear All Configuration EERATAECE, BEMP AR SRE R WE.
. . ZDAPEREE, — N% N “pub-config.tar” KL E /K2 R

Backup All Configuration S AHE L

Restore All Configuration ‘VXE_ZW%%E‘J@EEXFF, TEERIXAN A4 LN “pub-
config.tar” .

Upgrade All Firmware NEERET BT [IDAP8AT-X XA 4 T [ 1F .
F4DAPBAT-XXAH AR TAEBA D) BIDAC TR, — HHAT I

Convert To DAC 'ﬁE ’ DAP847-XXA)I%‘%EE #/fﬂﬂ@JDAC ':F' ’ EE DAC;%EF' %‘:’IE o

Management Server: DACH]IPHulL.

FriEDAP8AT-X XA VELH S .«

AP Name: i%DAP847-XXA[ 4 Fx

MAC: 1% DAP847-XXAHIMACH1E

Location: iZDAP847-XXA1 B 15 B

Status: i%ZDAP847-XXAIRA

Role in Cluster: F££E 71 T iEDAP847-XXAN f
Serial Number: 1ZDAP847-XXA 7515 (SN) .
Model: i%DAP847-XXA]/™ Al

Firmware: i%DAP847-XXA ] [E 1 A<
Upgrade Time: 1%DAP847-XXA LTt []
Upgrade Flag: i%DAP847-XXA [ Ik T2 i) 44

IP Mode: iZDAP847-XXAZRELIPHhL 1) 75 =X

IP: 1ZDAP847-XXARIPH it

Netmask: i%ZDAP847-XXAHIPvAhE /A 28 i
Default gateway: %DAP847-XXAJERIA M 5%
DNS: DNSJHR%s %

Detailed Information

VYVVVVVVVVVVYVYYVYYVYY

MEERE IER 45 € DAPBAT-XXA, & MERTMIERE, Kol

Kick Off “ Joining” R, FLFIRFEE 5 50 VS VO AR
Update to PVM SEREFR (I SVMIR R 8 % 7T A THB PV,
» Cluster: DAPZHEARI T T1E.
AP Mode > DAC: #HiIDACYFEEFEIEDAP. 1NFERDAPS847-XXAH]
R SCADACK RN, 48 EDACHIPHLL.
36 DAP847-XXAH 7 FIit
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5.4 ClientsTWH

Clients TUIfl &7 1 AT ERE K% P i {5 5 . SWLANTUI —F#F, %)~ b DU A P
P FEARA AN P im RS B, Hdy “Clients” U bR @k, AL
MIEAA AN 25 i PR (5 2R

£+ Clients For Cluster: AP-Cluster Total:3
Name IP MAC WLAN Auth
MS-KAWGSNR... 192.168.8.53/fe... 00:15:00:65:4a:70 My-wifi-test PSK_WPA2
Lakers0326 192.168.8.33/24... <c0:3¢:59:70:3d:c5 My-wifi-test PSK_WPA2
iPhone-2 192.168.8.4/240... dc:0c:5¢c:dd:59:c9 My-wifi-test PSK_WPA2

& 21 Clients Zjg] - B2

RS HARUTE -

248

ik

For Cluster: [Cluster Name]

BT T B i {5 S

For WLAN: [WLAN Name]

T 1R EWLANGE (0% 7 i {5 8

For AP: [AP_MAC]

HT-F5 2 [IIDAP8AT-XXAZ: i1 1125 F i =5 B

T P A ECENLA . X A S SRR i, I AR

Name BORTEZTF B . XN TAMER R & S % i, WR RN
AR TCFERIMEN A, WiZNameF- BT BE o s

IP = P IPHidE, ALFEIPvA LRI IPVE L .

MAC % i (FIMACHE AL .

WLAN & I FTEEIOWLAN A 7K -

Auth % PG B INIE S . OPEN. Portal (Captive portal). PSK

(Personal)&%802.1x (Enterprise).

£ “Clients Information” 7

DU, EFIF R Ak H A “x” %4l AR

Wi T2 ) i 5 DAP8AT-XXAR L4 #%: Wk £ iy “@” %“’Eﬂ, D2 i T 2

DAP847-XXAH F* F/iit
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J i (IR 122 7 S NN B SR A B AR R

Clients Information Q X
Name (] MAC WLAN Access Point Client Detail
MS-KAWGSNR... 192.168.8.53/fe80... 00:15:00:65:4a:70 My-wifi-test AP-C0:70 x @ Name: MS-KAWGSNRXDIDC
Lakers0326 192.168.8.33/240... 0:3¢:59:70:3d:c5 My-wifi-test AP-C0:70 % 1 [Pva: 192.168.8.53
iPhone-2 192.168.8.4/2409:... dc:0c:5¢:dd:59:c My-wifi-test AP-C0:70 X i IPv6: fe80::285f:5e03:3110:2427
MAC: 00:15:00:65:4a:70
WLAN: My-wifi-test
Access Point: AP-C0:70 (94:ae:e3:ff:c0:70)
AP Name: AP-C0:70
Auth: PSK_WPA2
Attached Band: 5G
Online Time: 358
RSSI: -47dBm
Working Mode: 11NA_HT40
PHY Rx rate: 300.00Mbps
PHY Tx rate: 300.00Mbps
Rx rate: 0.00Mbps -

& 22: Clients information 7 Jf]

B Client Information ¥R T -
¥ ik

Name B 4

IP & Pt Pk .

MAC & P IMACHAE .

WLAN % 7 3 BT ORI P WLAN

Access Point P v BT o Bk (IDAP847-X XA £ 4 F5 o

4 T T 2% i P T 2 3

- T 725 7 3 MR T8 %2 B N B8 44 B e F Tz 3 e N 13 4 251
Ml %, AT 7EAccess->Blocklist & Allowlistit i f1t {7 2 FIfE .

28 DAP847-XXAH f* Fift
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Name:

IPv4:

1Pv6:

MAC:

WLAN:
Access Point:
AP Name:
Auth:
Attached Band:
Online Time:
RSSI:
Working Mode:
PHY Rx rate:
PHY Tx rate:
Rx rate:

Tx rate:
Download:
Upload:
Device Type:
0S Type:

Rx Error:

Tx Retry:

Client Detail
iPhone-2
172.16.10.109

feB80::84e:1082:bc25:1a14
dc:0c:5¢:dd:59:¢9

My-wifi-test

AP-06:A0 (30:cb:36:03:06:a0)

AP-06:A0
PSK_WPA3
5G

/m33s
-78dBm
11AC_VHT20
130.00Mbps
144.40Mbps
0.00Mbps
0.00Mbps
43MB

3MB

Mobile

05

0

0

Roaming History

&/ 23: Client Detail 77 /]

B Client Detail 28R T:

¥ i34

Name C IR R

IPv4 &P IPvA R .

IPv6 B i T IPve Rk o

MAC B i FMACHLAL .

WLAN % J Ui T IR FOWLAN o

Access Point 7P b T B I DAP8AT-XXA K # 44 Bk (MACHEAE)

AP Name 7 5 T R [T DAP8AT -X XA B % 4 FK

Auth &P B IRAIE SRS . f14%Open. Portal (Captive Portal) . PSK

(Personal) . 802.1x (Enterprise) -

DAP847-XXAH F* F-Mit
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¥ Eit37)

Attached Band PR S B, 2.4 GHzE5 GHz.

Online Time B ity IR 2R IE R K o

RSSI % RIS SR (RSSD , JuRIAO ... 99.

Working Mode & A To e i

PHY Rx rate =P R Z R CE 2, BAMbps.

PHY Tx rate P i Y R R IR TR A, B IMbps .

Rx rate % P ) W 2% R R OE 2, B A Mbps.

Tx rate g EEROE R, HBAAIMbps.

Download i H Ol — UGE R AT N 3 B &

Upload & H Ol — UE R AT F AR B

Device type B ) W A

OS Type & i R R R

Rx Error FORE AR I B AR A R AR L B, X R IR B LT R 2 TR EE S
EZNUN RSSO
TR P RO E IR EE B, SRR R R R R R, A RTRERE T

Tx Retry TP I RS e Bk o C 28I

Roaming History

BN Ui fESSID/AP/Band 2[RI g i (1 7 545 8., I 2 7l DL /R 325618 il %, 1%
HE TR T 4.

Connection Session: /x5 TG4 28 G40 2 MRER SCIRII 1] o I8 70 2>
4y Ai{ESessionH .

TR R T I (TSR BRI, B R 2 1R 6 T8 it [ s S R A TS
OfflineR G H R IZEHEC LS K. OnlinelR&E R % H T TAELIRE.

40
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5.5 Monitoring i [

“Monitoring” Uil 3= 2 EoR | LMK BTG OL, LALLM 25 2%
RS GETHE R . WA ER 74N get, a2k TR, 3
TWLAN. T APHIIE T2 7 i AR H 3

BRUCIRES T R & 3 T RER BUE S it
B 7F WLAN T Fik £ — WLAN, )4 9i% WLAN (3R 48t
W 7E AP TR P IEEE— DAP84T-XXA, 1#ti% DAP847-XXA HI%iE 41t

W 7t Client JUIH R £ — A% i, YI#oyi% Client FEdE STt

ERATEOL R, “Monitoring ™ UL I (¥ Rl & 193040, I mI LA B 96040 5120
o

DAP847-XXAH F F it
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5.5.1 ETHEBHBEE

Monitoring Cluster: My-Demo-Cluster

PRX X ® Wireless Client
4.55 10
4
5 5
A1
v
L] S L]
23:40:57 235540 00:13:47 23:40:57 235640 00:13:47
Throughput(Mbps) Wireless Client
10 10
8 8
51 51
4 4
2 2 2 2
2.4GHz 5GHz Best Good Fair
Wireless Client Distribution Wireless Client Health

/& 24 Cluster Monitoring 7 [f]

RESHHGRIN T -

S iR
RX FoREERE T T DAPBAT-XXAR I I Bl R (Fik &) , $47AMbps.
X FRERET T DAP8AT-XXAKI VB K IEFI B EE (FrkE) , #47AMbps.

Wireless Client FoRERE R T TOER R S i

Wireless Client R A% 3| DAPBAT-XXASEHE 10 T £k 25 77 i i Jo O ML BL v A, LA R Bk AE2.4

Distribution GHzIRBL 1% i B s AR IES GHZA B 1 2% 4 i .
R 25 7 it (S 5 5 B SR DR Al % 7 i AIDAPS84A7-XXAZ A ) TE e B % R B, 70 N LA
=N

Wireless

»Best: {59 REHIT300% M mtiE (&)
»Good: 55 ELE15FI302 A%/ i B
»Fair: (Z5E/NT15 (5) B PHE.

Client Health

DAP847-XXAH F F it
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5.5.2 FETWLANIAE

Monitoring WLAN: My-wifi-test

®RrX @®TX @ wireless Client
1 10
0.5 5
/| ——— 0 /
21:52:13 21:52:20 21:52:23 21:52:13 21:52:20 21:52:23
Throughput(Mbps) Wireless Client
10 10
8 8
6 6
4 4
2 2 2 2
2 4GHz 5GHz Best Good Fair
Wireless Client Distribution Wireless Client Health

/& 25: WLAN Monitoring 7 &7

RESHHRIR AR -

e 28 iR
RX FIRIZWLAN R IR B R (k&) , #47 WMbps.
TX FKIRZWLAN TP RIS AR R (FiksE) , #4A7~Mbps.

Wireless Client | 7 1ZWLAN T BT JC 4 25 7 o 1t s 2

Wireless Client | FKnER 2 ZWLANP JC L % 7 it BT J@ AR B A, BHERERTE2.4 GHZAB 1% 7 it 54
Distribution B ASCEEAES GHZIME % i B &

FEIZWLANTT 5 J 7 P05 ) 25 5 9 2 R VP %5 7 35 FIDAPBAT-XXAZ 18] ff) T £ B
B, AR =AM
Wireless Client |, pest: {542 & it 30M1% P ¥R ()

Health . . o
»Good: 155 mETE152302 8] )& F b B & .
»Fair: {5 5HE/NF15 (5 HWEFHE.
DAP847-XXAH /7 F-ii
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5.5.3 ETAPHMLE

Monitoring AP:AP-C0:70
®RrxX OTX @ Wireless Client
1 10
0.5 5
0 0 /
21:52:38 21:52:45 21:52:48 21:52:38 21:52:45 21:52:48
Throughput{(Mbps) Wireless Client
10 10
8 8
5 6
4 4
2 2 2 2
2.4GHz 5GHz Best Good Fair
Wireless Client Distribution Wireless Client Health

/& 26: AP Monitoring 7 /i

RESHHRIBIN T -

S8 g
RX T GAPHIF B R (kgD , #429Mbps.
X RINZAP T 2 B R R (Rt &, §147yMbps.

Wireless Client RINZAP T ITE 45 i B S 8.

Wireless Client RoRIEFF1ZDAPBAT-XXA T TR & 7 ity T J (A B 0 40 A, ELFE R IETE2.4 GHZA

Distribution B P SO R XCEAES GHZSBLIN% /3 B
PRI R, B2 PO 0 3 SRRV (47 7 S RIDAP 2 I o4 B B e, 4y A9 LA

, . =G
Wireless Client N . s i
Health »Best: {55 3R/E 30 iR (&%) .
»Good: {55 HEZAE15FI30L )% 7 b £ &2
>Fair: 55 HE/NT15 () MR

DAP847-XXAH F F it
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5.5.4 FET&PumEeE

Monitoring Client: dc:0c:5c:dd:59:c9
®RX @TX @®RssI
1 0
_ b e 20
0.5 =
-40
.'lll
1] . -53
21:55:02 21:55:20 21:55:45 21:55:02 21:55:20 21:55:45
Throughput(Mbps) RSSI(dBm)
ORX @TX
866.7
600
400
200
0
21:55:02 21:55:20 21:55:45

PHY RX/TX(Mbps)
/& 27 : Client Monitoring 7 /i

RESHARUTE -

S8 #id

RX &P 2 E B IGE R, AL NMbps.
X B 4R 2 R IEE R, BA IMbps.
RSSI %P IE TR .

PHY RX P i A ER JZ R GE R, $ 7 N Mbps.
PHY TX &P R R IR E R, AT AMbps.
DAP847-XXAH F* F/iit
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5.6 System&[H

System TUH A S U F =AW EL: General. System Timef1Syslog & SNMP.
HXSystemFHEMNAIESHHE12200 1) “ RGEH”

System s,
¥ General System Time Syslog & SNMP
Cluster ID: 301 Date and Time: Tue Jan 11 2022 09:19:51 4 Syslog SNMP
Cluster Name: My-Cluster Daylight-Saving Time: . Loff Title Level Source
. . # 4
Cluster Location: My_Location Time Zone: (UTC+06:00)Kuala DNS servers are unreach..., CRIT 172.16,10,169
Lumpur,Singapore
Cluster Manage IP: 172.16.10.234 NTP Server List: DNS servers are unreach... CRIT  172.16.10.169
DNS ser h.. CRIT  172.16.10.169
Cluster Manage Netmask: 255.255.255.0 aladdota S
DNS servers are unreach... CRIT 172,16,10.169
User - Viewer: Disabled
User - GuestOperator: Disabled
Certificate - Web Server:  default Log Level:
NTP Server: Ap-Debug: Notice  ~

System: Error e

/& 28: System I ji]

DAP847-XXAH F F it
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5.7 WirelessTi[H]

Wireless T [ & 41 F 3 W Ak Bt : Radio Frequency (RF). wlDS/wIPS il
Performance Optimization, H <WirelessHI £/ 4115 S % 5138 T 1) “ LLE
}E‘” o

= Wireless a
£ RF ®2.4GHz (5GHz £+ wIDS/wIPS Performance Optimization
2.4GHz Channel Distribution Rogue Suppress: (T . Background Scanning Con (@
Dynamic Blocklist: @5 .
Wireless Attack Detection: @ . Scanning 0 20
@CHI ®CHE @CH11 Interval: min sec
Unknown AP )
Scanning
Duration: 20 3040 50 6
@94 AEE3ISFEAD O O4AEEII5EC20 50ms
@94 AEE3.0087 30
e pand S
Interfering AP
. Force 5G:LJ m
. Load Balance:
Rogue AP m X
RSSI Threshold:
0 20 40 50 68
24G: 0 5G: 0

A& 29: Wireless i ji]

DAP847-XXAH F F it
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5.8 AccessT[H

Access L B35 F3 MW A I Authentication. Blocklist & Allowlistfll
ACL.

7 AccessHITEA N2, HSHEHE156 111 “AccessTL”

Pg Access b
1 Authentication  ®pevice Uos Blocklist & Allowlist £ ACL
Device Type Blocklist Allowlist Walled G Multicast Source Destination Protocol Action
MAC Address Operate 172.16.102.1/24 :1263 172.16.11.110 :231 UDP REIECT
00:11:22:33:44:50 x 172,16.101.21 :121 172.16.13.110 ;336 TCP REJECT
Unknown 00:11:22:33:44:51 x 172.16.107.1/24 :Any  Any :Any TCP ACCEPT
00:11:22:33:44:52 x
00:11:22:33:44:53 b
PC 00:11:22:33:44:54 x
MAC:
/& 30: Access ifT
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59 DAPS47-XXAHEBEE

H XDAP84AT-XXAR HAh (= B, WAbout, ToolsZs, iHdET4A FMAM “More”
REFE

Administratorgg 30s v

@ Help
=8 Tools

a0 ® Update

5 @ Logout

/& 31: DAPS47T-XXAHIH 155

> About: 7 T DAP8AT-XXAM — ARG L, A AH A MRl
A EFRMXEEE.

HIRSCHMANN IT

A BELDEN BRAND

Name: AP Cluster Manager

Version: 4.1.6.13

Country/Region: AL

Legal: Copyright © 2023 Belden Singapore Pte Lid.All Rights Reserved.
Hardware Info: DAP847-RWA

& 32 About IGE

DAP847-XXAH F* F/iit 49
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50

> Help: K EArdRHHT EAERERE B, Ka
i B S SE U AR X T RE AN 3R

RO VAL 7N U ST

HIRSCHMANN IT

A BELDEN BRAND

AP Cluster :
Cluster -

My-Demo-

172.16.10.234

My_Location

£ WLAN Enable: 1 Disable: 0
WLAN Name Status Clients
My-wifi-test 1

New

£+ Clients

Working:1 Down:0 Joining:0

Click on each row in AP list to see (@1l S1e3
the monitoring and dient
information of this AP in the
corresponding display area, you

can also see the details of each AP
by dicking the title.

For Cluster: My-Demo-Clu... Total:1
Name P MAC WLAN Auth
Lakers0326 172.16.10.102/fe80... ¢0:3c:59:70:3d:c5 My-wifi-test PSK_WPA2

/& 33 Online help

» Tools: DAP847-XXAH &R —

SEILA ) PR T,

E'?‘QHE]{III A ?

HEATATI “DAP84AT-XXANEEER T H”

> Update: MWIERIMEIGHINA, KEiiT

B HY AT

» Logout:

RGUBATH RN

DAP847-XXAH F* F-/iit
A 1.2 08/2024



6 WLANFAZE

R E — ANWI-FiN 2%, Bt B WLANGE & 2 5 — B e, A= 28N
WLANFFH S IE B e E, BFEa LA 71

B 3 WLAN ) 5 Fh 7 28
WLAN )2 425
WLANFIAH RSN H
& WLAN [ &

il B WLAN

WMMEL &

VVyVYVYYVYY

DAP847-XXAH F* T-/iit 51
fAS 1.2 08/2024



6.1 BIEWLANKFEF R

FEFERL A RO ZEWLAN, B Fifh g =
O ZEWLANP AR T, Bl E A AWLANTLH, i “New” .

£ WLAN Enable: 1 Disable: 0
WLAN Name Status Clients
My-wifi-test 0

New

/& 34: WLAN ZEA

fEBH ) “Create New WLAN” T [f 52 R WLAN [ BiC & .

Create New WLAN b

WLAN MName:

My-wifi-PSK
Security Level: TR -
Key Management: Both (WPA2 & WPA) v
PMF: Disabled 6.
Password Format: 8:63 chias o
Password: | liieess
Confirm:

oooooooo

/& 35: Create New WLAN Tz

DAP847-XXAH F* F-/iit
A 1.2 08/2024
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1 fEWLAN Configuration Ui [, i “Create” %4, 7&47 MUl M 5¢ &
WLANHC &

WLAN Configuration x

WLAN Name Status Security Captive Portal Operate Create New WLAN
Level
My-wifi-test Enable Personal Disable S R WLAN Name: My-wifi-PSK (1-32 chars)
NMM
Security Level: Personal w

Key M t \
Ey:Ranageimery Both (WPAZ & W~

PMF:

Disabled v
Password Format: 863 chars o
Password: | e
Confirm: | eeees
Inactivity Timeout . Joff
Status:
=
/& 36: 7 WLAN Configuration 7 5778/ & WLAN
DAP847-XXAFH /Tl 53
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6.2 WLANKZ4&RT

TEERERIUT, DAP8BAT-XXASZHFUN 4% 22 225 [JWLAN:
» Open
» Portal
» Personal
» Enterprise

6.2.1 Z&£ZKAOpen
OpenztY, BIJc SIS ubsiings, JoZas v i UABH SR TE XL Hi .

Create New WLAN x

WLAN Name: My-wifi-open
Security Level: g
Captive Portal: O Y

Advanced

K 37: 6)#— 1 OpenZEHFIWLAN

6.2.2 Z4&RKAPortal

£ ” Create New WLAN” Tl [, K # “Security Level” 5Open, ¥
“Captive Portal” i&#&F AN “Yes” , N2 —Portali\iE 77 N FJWLAN. H
J7 5 B 58 fiiPortal A IR J5 A4 REVT 11 I 28 B2, 25551600111 “PortalihiiE” .

DAP847-XXAH F F it
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Create New WLAN X

WO o | My-wifi-portal

Security Level: i
Captive Portal: -i_“J No

Advanced

/& 38: /& —1 Portal il iF2E719 WLAN

HIRSCHMANN IT

A BELDEN BRAND

Flease login to the network using your access
code

Access Code:

O 1acceptthe terms of use

Contact a staff member if you are experiencing
difficulty logging in

/& 39: Portal &% 7

6.2.3 Z&£HKAPersonal

Personal i =\ RIPSKIR A, & — ML Z%HME X, S FrStatic WEP. WPA2,
WPA3. WPA2 & WPA. WPA3 & WPA2 FL ARz, TS a8 AR 202 — gttt
FRES NN B RSB FIAEA . fEX MR, AT P #0T Ei
NS B 0T 3 A R AL, AT B B A IO AIE AR 55 5% .

WPA. WPA2. WPA3RH &% MR, 804 W 2515 £ 1f FH 25637 %
XTI 2 BT I 2R, %5 EHIE R 8 FI63 MNASCIFE R4 . fEPersonalti =
T, SRR JURR A R T

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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WLAN Name:

PMF:

Password For

Password:

Confirm:

Create New WLAN x

Security Level: p

Key Management:

My-wifi-PSK
ersonal v

Static WEP ~
Static WEP
WPA2 Personal
WPA3 Personal
Both (WPA2 & WPA)
mat: 0
Both (WPA3 & WPA2)

--------

oooooooo

A 40: £1/& Personal 25217 WLAN

>

56

Static WEP: {1 FIAH [F] i) %5 gH X B B @8 (5 b AT In & A A 2, IR LAk o
Static WEP, Static WEPfif 52 XTI H AL, 4E A LLZE 12847
256 K, B TS B REFENEE; 5 WPAWPA2/WPAS3-
PersonalAN[F], Static WEP{# FH 55 N &k, B o uiife. ik,
TE— et 2z A P BRI 2R R 45 R, N33 {5 B Static WEPIN .
WPA2 Personal: iR T2 MER AR, J&TWPA2D % s 4
MR, FER T 2 AR TE K HIEEE 802, 1 X6 1IE AR 55 %8 1 A< A1l
BRI BE RN A B 28 R 755K, WPA2 K A 20 245 % 81 in & s £
REANTC LR 2% ¥ £ 5 FH 25617 25 B T Y 2% 9t B 10 AT N %, 125 EH 1 i 8
FIG3PMASCHFR . Heah, WPAIESZH: “VUkdE T M fe, 7k
SRR, B AN SRR AR AT DY R T DABE i 22 A

WPA3 Personal: 7Z2WPA2 (WiFi Protected Access version 2) /5 4k
A, HHWi-Filsé 8 T-20184F & Afi .« WPA3-Personal¥F] T 5 i K ) 2 4
S, RewikE T . AT — M2l 7 2L SAE
(Simultaneous Authentication of Equals) F13& T 255 (1 & 143 6 iiF I 7]
DA 7 i . A EL Z AT TKIP (Temporal Key Integrity Protocol)
FIWPAME FH (i &k, WPA3-Personal B s 4 ik fil, M3 a1 4%
WAL 2 ek,

WPA. WPA2. WPA3 R &A% N B, BTk W 454 1F
2567 25 £ %o} I 2 I B AT N2, 1Z A th8 263N ASCIFRF 4Lk »
RN, AT TR B N\ WU C B4 A R 2 8 4 se BN
W25, 1% EHE s H8EI63 NASCHFFF A K .

DAP847-XXAH F* F-/iit
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» Both (WPA2 & WPA): [A]INf SZEWPAFIWPA2 P 2 it
> Both (WPA3 & WPA2): [F]if S RFWPA2FIWPA3 M Ff 22 4= ik .

6.2.4 Z&RAEnterprise

Enterprise U F NIEEE 802.1xAIE, ‘B /EIEEE 802. 1 X UEHEZE [ ) —Ff
=G ER AP A NE e P 21T B Sk, 8 FAES N
FEATE RN A, DRI S 2 k. tHEkPersonal A IERL K,
Enterprise i 2XH {1 1 58 55 K1) 22 AN RGN L. &SR & M2
EAP ( Extensible Authentication Protocols) , & H T4 Al 37 B i TG 26
B4 E

Enterprisefiiz{ 7 ZLRADIUS & 17 5o ilk ik 5528 AT 50 E. HIR5 Personal #HLL,
X B L, (HEATE B TR A R A, Yy b A B ) o
RETK i 5. Enterprisef =, XHFFWPA. WPA2. WPA3 =2 4 brife
BCR B A 17 5

Create New WLAN X

WL Name: My-wifi-enterprise

Security Level:

Enterprise v
Key Management: WPA2 Enterprise i
WPA2 Enterprise
PMF: WPA3 Enterprise
Both (WPA2 & WPA)

AuthServer: 172.16.12.113

AuthPort: 1812

AuthSecret:

(IXITIXT T}

& 41: Y& Enterprise Z57¢/1) WLAN

DAP847-XXAH F F it
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» WPA2-Enterprise: WPA2-Enterprises& WPA2[{)—F A IE 7R, 3 Zak
T A gt , ARt s o et EXMEET, %57 b
AN S TR) 75 B AT DU R T DA ST 2 Atz

» WPA3-Enterprise: WPA3-Enterprise & % | ] 8 75 % 0 & 2 2 {57 1 4
W2 P g sk b B, i RALR . BUR AT A &, BT BLAR At T
WPA2 Enterprise 5 i 2 7 F 22 4 1 .

» WPA3-Enterprise: 7EWPA2-Enterprise it At F 0 7 —Fh 5 N2 4
fRIAT ik, 44 NWPA3-Enterprise 192bit. %= fd F 19247 ({1 Suite-B
BN, B TWPA2-Enterprise {1128 5 HK S, HHKER NS
19217, HE— DT T SRDBH G0 o X R R 250 4 B A A X 1
VRSV I E SR Ty R o ML T B e S S I Y D Y o s S
Ry
B 7 R 192467 s ThRe 2 4, WPAS3-Enterpriseit B A5 HAth 5 22 4=
PERE B . B W fEYE F i AR TWPS2 (Wi-Fi Protected Setup
version 2) HiAR, X EAZZEMEKRACKIXFE IS . &b H -
5 W25 ) R B AT T A BRI, DLBIT 1 B R A S e A R . I Ah
WPA3-Enterpriseit F #-Easy ConnectIft, fajfk 7 & GE K JE W44 D
WP, IS HFEnhanced Open, DU 5 4% 1 5 o 22 A (i iX %
Ff A4 WPAS3-Enterprise £ R4 4 24 22 4 77 THLE A 5 = 20 1) R

» Both (WPA2 & WPA): [F]itf SZRFWPAFIWPA2 W Ff 22 4= bt o

DAP847-XXAF F* Tt
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6.3 WLANHIHRSE NS

X FAEE P S 3 DR E % 7 #K, w] LAEWLAN A L B [F (1 2 5
I N FT T WLANE G B — > 27 £ FRIWLANKS , i5R$E LN 4K B B
» PMF

DAP847-XXAY £ % HFIEEE802.11whrE, HFx NPMF(Protected
Management Frames). PMF i 52 (e B (1) 2558 s >k 5 smDAP ) % 4>
P, EHTWPARIWPA3 NN 7720, TEWLANPZE R, 7 BN 28 AT g 5
B A A, W R G EAPFIH 7 2 (s A E i E S, DR BEEAP
B P RIE B RESR, IEVER P . PMEINREIRIT 1 /& BRMURT —2H A% fik
fRAEr BT, B 1k Ay AN B s

PMFIge A MR JEssm] 7 06 77 0. EdEsEH 70T, Tt %Ki
B HPMF, #0] LL3: ADAP847-XXA, DAP847-XXA{X 3 HPMF 14
Uity ) A BT AT I PR3 . FEm I 7 0T, DAP847-XXA X fu ¥ 3 FEPMF 1]
LmEEN

Edit WLAN Information
WLAN Name: My-wifi-test (1-32 chars)
Security Level: CA— “
Key Management: Both (WPA2 & WI  ~
PMF: Disabled v

Disabled
Password Format: Optional

Required
Password: | ..
Confirm: | assens
Inactivity Timeout . | off
Status:

w

/& 42: WLAN 1 PMF /9 &

DAP847-XXAH F F it
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¥ Ei:5%)

Disable # FAWLANIEEE 802.11w PMFIhAE, 4 ADisabledks .

Optional SCFFIEEE 802.11w PMF ()75 /13§l 1< FIEEE 802.11w PMOFIfy % /"
Uiy 5 0] LIS E|WLAN

Required WA 3 FFIEEE 802.11w PMF 1% /it 4 R % i B2 BIWLAN .

R X TWPA3 Enterprise M S0 56 1iE, PMFa s s &N
“Required” , XEWH RAG EAPMFINRERE P im A BEiEf

» Inactivity Timeout

Edit WLAN Information

Password: ressness -

Conﬁlm: (LI L1 L)

Inactivity Timeout

Status:

Inactivity Timeout 6500 (60-12000)s

Interval:

Enable: @ves CNo

Hidden: O Yes @No

& 43: Inactivity timeout fi &
¥ iR
TEATESEEIDIRAS . ARG E H 5B Lo & I SPIRESH K. £

Inactivity Timeout FEERIRIBE P, U208 4 W 5 DAP8AT-XXA R & Tl E,
Status 4 DAP8BAT-XXAK & L = IN L &AL T AES PR . EIZRE T, T

LB IR AR T, AT R B

Inactivity Timeout
Interval

ANTESEES [RGB E 60080, Wl AC & I VEH 960401200040

DAP847-XXAH F F it
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» Enable/Hidden

Create New WLAN
Password: | ..eeee
Confirm: L eeees
Inactivity Timeout . off
Status:
Inactivity Timeout 600 (60-12000)s
Interval:

[ Enable: @Yes ONo ]

[ Hidden: OYes ®No |
Multicast: OYes ®No
ARP Proxy: ®Yes ONo
Band: £42.4GHz ®5GHz

[ 44: IF/5 2k WLAN

Y Eiiipay

FORRRMAEIZWLAN, %8 “Yes” B IZWLANA TEERIRAS, 1M
EFE “No” MIZ7R WLAN H B AR RRIRES -

TR IZWLANY By “Hidden “IR#A, BIHE 2 WLANXT 2 P it &
B . HTF2aHiE, HYHP LR RBSSID, XFETCL M4
Hidden AW RE], FEFHKESSIDA RN . £ “Yes”

REWLANXT L P AN m] UL, Tk “No” Hn& P REH i 1%
WLAN.

T EGER M, B SSID S AR nT DL i R 2% 1) 2 A, (2 52 B X 2%
Rl Uit e, RO — BJC2R M2 pl Bk, H At e a8 il JEvA R IR IE iz N 45
FRAREATT S RITE 1% 45 R 42 R AN A

» Multicast

RUZH R Bk, fEoM T, IR Co i H BARIE R Rk #RkoC, 1X
SN 2 HVE FEETE 2 DRI, AT 520 2 AN TR 2k I 5 P RE AT . FH o T
H, HFEWAE2EIEABEHIN, SFEEMAEH, wmidneE, FH
HIB LR REINRE fo, DAP8AT-XXAIE AT i F b 4 i 4L 436+ o5 4l SC A0 B I
R HIB I PIER T, UDAP84T-XXA % /7 i R A A S,
PE A FE e AR R I, W A IR BIR TR S # o BRR BR R S, AT 3 = 2 AR 2
PEIAL IR

DAP847-XXAH] 7 F-Hift 61
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Create New WLAN

Inactivity Timeout . off =
Status:

Inactivity Timeout 600 (60-12000)s
Interval:

Enable: @Yes ONo

Hidden: OYes ®No
[Multicast: OYes ®No ]

ARP Proxy: @Yes ONo

Band: E42.4GHz E5GHz

Scope Type: @Al OGroup

WLAN Access Timer: . off

MaxClients Per Band: 64 (1-256) =

/& 45 Multicast fi &

Ak, FFE AR R H SN DR e, SRR B B IS P R SR

DAP847-XXA H 3l £ i B0 i /0 A B A DD o A, 298 D PR R ol
Frar—Ermf 1A f5, DAP847-XXAH 3 2 i 8 i 22 1 AL 7 4 U 35 8 B i s =
MITARIEEAN T EN T FIMER T, B3 Oee, #ABKTLEH
FURLS

» ARP Proxy: ARP Proxy /& —F WLAN & M3 A, T35 Bhfi ok 1P
itk A MAC Hbibik (st al @, SR B TH &k 45 6 2% F im ) ARP
2K, DAP847-XXA ¥R ILL% P imii iz ARP 5K, AR BERK
YRR P, IR EEEER B AR E S T ARP R ST $E & AR T 2%
PERE .

DAP847-XXAH F F it
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Create New WLAN

Inactivity Timeout
Status:

Inactivity Timeout
Interval:

Enable:
Hidden:

Multicast:

. ) off

o (60-12000)s

®Yes ONo
OYes ®@No

OYes ®No

ARP Proxy: ®Yes ONo

Band:
Scope Type:
WLAN Access Timer:

MaxClients Per Band:

£42.4GHz E5GHz
®All OGroup

»

- (1-256)

/& 46: ARP proxy fi &

R : DAP847-XXAATE X4 2t ARPHIARPAFE . 424 7% 7 i i il DHCP B}
DHCP release T 3813 P B, B k1% o 9% W ARPEHE €2, i DAP847-

XXAANE X AR I ARP S A0 L o B 5 IR T 4

» Band: 1% WLAN f LAESE, ALK % BN 2.4 GHz. 5 GHz By |7} 57

XA EE . BRAIE N B 2 FRT 2.4 GHz #1 5 GHz iX i Bk .

Create New WLAN

Inactivity Timeout off
Status:

i;?ec:\l,\glty Timeout 600
Enable: ®Yes ONo
Hidden: OYes ®No
Multicast: OYes ®No
ARP Proxy: OYes ®No
Band: 42 .4GHz E5GHz
Scope Type: @Al OGroup
WLAN Access Timer: off
MaxClients Per Band: 64

(60-12000)s

(1-256)

/& 47 Band [ &

DAP847-XXAH F* F/iit
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» Scope Type: Scope Type Fik+5 2 1% WLAN 7EEEH#EH ) DAP847-XXA L
FRIVE R, RIMELE DAP847-XXA ¥ 454> #&1X > WLAN,

Create New WLAN

Band: B2 4GHz E5GHz
Scope Type: Al ®Group
Scope: < AP-EC:20

WLAN Access Timer; AP-87:30

MaxClients Per Band: m (1-256)

AP-FEZAD
VLAN ID: ) (0,2-409
Upstrearn Per Client: 5 (0-65536)kbps
Dovamestream Per Client: 0 {0-65536)kbps

/& 48: Scope Type i Scope M &
¥ iR
Al ZWLAN RS B T A B4R T DAP8AT7-XXA 1.
Group IZWLANIHEC B 2 T & BIEERE H %k 2 1) DAP847-XXAZ H1.,

» WLAN Access Timer

EEWLANF TAER#H, DAP847-XXALE I HA A A Ji FiZWLAN. ERIAE I
T, WLAN Access TimeritT “Off” JRZ. WHEE “Off” IRZE, DAP847-
XXAK — BB BOZWLANGE 5, WK 49, R Z “On” IRZE, 1%
WLANZ B £ Bor— it 25 Bs, K 500w,

DAP847-XXAH F F it
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Create New WLAN X

WLAN Access L on @ -
Timer:
Access Days: EMon ETue Ewed EThu EFri OSat (JSun
Operational L on @
Hours:
Start Time: 08:00 B hr:min
End Time: 18:50 B hr:min
VLAN ID: 102 (0,2-4090)
MaxClients Per 64 (1-256)
Band:
Upstream Per 0 (0-65536)kbps
Client:
Downstream Per 0 (0-65536)kbps
Client: =
/& 49: WLAN access timer /&
28 Eii:pa
Access Days fE— AR E R LR & 8 BEE ATZWLAN.
Operational Hours FERER N 5 F B2 FHWLAN B[R]
Start Time J& FIWLAN B 8]
End Time 2% FIWLAN B[]

WRE: ERESHAHT, 15 EHRCE RGN R IX, 40 R R Ge i R A (X
ANIERA, AT RE2 T EBIWLANTCIEALE TP I 1] Y A

Cluster : My-Demo-Cluster - 172.16.10.235

My_Location

£+ WLAN Enable: 3 Disable: 0 & AP Working:3 Down:0 Joining:0
WLAN Name Status Clients Primary Name Status Clients
My-wifi-test cX . 2 ¢ AP-06:A0 Working 2
My-wifi-portal CX . 0 o AP-01:A0 Working 0

© My-wifi-1x m 0 ‘9 AP-05:E0 Working 0

New

A&150: WLAN Access Timer #r5iH

DAP847-XXAH F F it
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» VLAN ID: F£/~1% WLAN B F )b 2537 2 st 210560 M ) VLAN, - G S e &

66

7 WLAN-VLAN 452, N2>7E DAP84A7-XXA T 1) 78 ) By 11 AR 11 A 3 R P2
IR K o

Create New WLAN x

WLAN Access . -
Timer:

Access Days: EiMon ETue Ewed EThu EFri (Jsat (JSun

Operational

Hours

Start Time: 08:00 = hr:min

End Time: 18-50 & hr:min

VLAN ID: — (0,2-4090)
MaxClients Per 64 (1-256)

Band:

Upstream Per 0 (0-65536)kbps
Client:

Downstream Per 0 (0-65536)khps
Client: b,

/& 51: VLAN ID /&

WA UZECLI TR 4 “bretl show” SR ZrVLAN L E .

support@AP-CO:70:~$
support@AP-CO:70:~$
support@AP-Ce:70:~$% brctl show
bridge name bridge id STP enabled interfaces
br-vlanie2 7fff.94aee3ffco70 no athee2
athie2
etho-102
ethi-102
7fff.94aee3ffco70 athees
athle3
ethe-103
ethi-1e3
7fff.94aee3ffco70 athee1l
athie1l
ethe
ethl

Support@AP-CO:70:~$
support@AP-CO:70:~$

£ 52: 7 CLI Fi#& VLAN H9H &

MaxClients Per Band: 1557 Pl i% WLAN L [44 BSSID it & ¥ 5 Kt
VFEBE P s . WL TR E, vEE Ve 1 2] 256, HER
IMEAN 64, MEREE] AP & P imil B KRR, DAP847-XXA K ZmE kK
H B2 v ) S AR B TS SR, BB vl JoiE i B 2% WLAN.

DAP847-XXAF F* Tt
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Create New WLAN

Band: 82.4GHz E5GHz a
Scope Type: @Al OGroup

WLAN Access Timer: . off

MaxClients Per Band: 64 (1-256)

VLAN ID: 0 = (0,2-4000)
Upstream Per Client: 0 (0-65536)kbps
Downstream Per Client: 0 (0-65536)kbps
Client Isolate: . off

802.11r: . off

802.11v: Con @ <

/& 53: MaxClients per band I &

» Upstream Per Client: X/ L E W TLLR S imi ik EATH 58, HAN kbps,
AIECE a0 ... 65536, HA 0 fRF AR E K/ it = fR Ik -

» Downstream Per Client: X/RECE LR P i s N M7 o, AN
kbps, FIECEMIVEFEN O ... 65536, HH 0 fRFRAREE R 7 it & R iE

Create New WLAN

WLAN Access Timer: . off -
MaxClients Per Band: 64 (1-256)

VLAN 1D: 0 (0,2-4090)
Upstream Per Client: 10240 (0-65536)kbps
Downstream Per Client: 20480 (0-65536)kbps
Client Isolate: . off

802.11r: . off

802.11v: [ on @

802.11k: X .

UAPSD: [ on @8 =

& 54 Clients ZEREASE

DAP847-XXAH F F it
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» Client Isolate: %/ imlE = IhaE, 8&EREEFE— WLAN BI& ) i AS 04 AH
HiB(E, BFumAaes RATMoRIERE.

Create New WLAN

Upstream Per Client: 10240 (0-65536)kbps *
Downstream Per Client: 20480 (0-65536)kbps
Client Isolate: . | off

802.11r: . L off

802.11v: ' on @

802.11k: Con @

UAPSD: o

2.4G Client Rate . | off

Control:

/&1 55: Client isolate fii &

> 802.11r: J3H “Phik BSS #4” ML, DL KRR FE s 2 7 v M [F]— S
H —A~ BSS #: #5153 — BSS MHAEIR . 7E |IEEE 802.11r #hillrh, 21T
ZEEANSHATE L, LR RSN (B M 2hnife) NHEHZ
ALK, RSN U IFE (DAP847-XXA) FHEE (BLE im) L=
) PMK 3T R IT, KR4I 25 9)(GTK)A PTK. IEEE 802.11r NI 2541 %
HAYNZE, ZEFEHS 5N PMK RO, PMK_R1, PTK. PMK_RO #1
PMK_R1 ¥t &2 IEEE 80211r K 1. 14k, IEEE 802.11r PhBLEH R T
I3/ 18 i IS ORI 75 R IREA], TORAE B T SRR 5 S5 SE b 55 (R S F

Create New WLAN
Upstream Per Client: 10240 (0-65536)kbps =
Downstream Per Client: 20480 (0-65536)kbps
Client Isolate: . off
802.11r: Con @@
802.11v: . ) off
802.11k: . off
UAPSD: . off
2.4G Client Rate . L off
Control:
[&]56: 802.11r Bi&
68 DAP847-XXAH - F it
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» 802.11k/v: DAP847-XXA fEBNEH T, IEEE 802.11k #1 IEEE 802.11v #
TR FRES . PiE#E “Roaming RSSIThreshold” W [E TVE, 7ESZfR M
Hid, IEEE 802.11k/v A LIMEALFE B 124 AE WLAN X 2% Hh 1) 98 i M BE A1 22 42
PE. B AL B R TR s AR 1B i I AR AT N

Create New WLAN

Client Isolate: . off -
802.11r:

802.11v:

802.11k:

UAPSD: . off

2.4G Client Rate . off

Control:

2.4G Client Rate: 1 - Mbit/s

5G Client Rate: . off

5G Client Rate: 6 - Mbit/s

2.4G MGMT Rate . off -

& 57: 802.11k/v Fl &

> M EWLAN 5 HIEEE 802.11k #1IEEE 802.11vIjfelt, “Roaming
RSSI Threshold 7 ¥ fill &% DAP847-XXA F1 ¢ £k &= 7 % 2 [a] [ IEEE
802.11kHIIEEE 802.11vH B A # .

> X DAP847-XXAS I F] o 26 % 1 i ¥ £ [ SNRIE K T “Roaming RSSI
Threshold” B, ‘B4 FZIGLE P imik & RiE— A IEEE 802.11k5 4.
W AZ B S SCHFIEEE 80211k 4, NZ W& B HAEE kK HiZ %
#Z IRFHEHIE B A1k N DAP847-XXA.

> TR EYE, DAP8AT-XXAM 41t 1% 1% #4518 JiF it f {3 BSSID,
SR JEE I IEEE 802. 11 v 1% L4 2 /7 i ik 75 K i%& i fESSIDIE & .

> )5, ZLERE iR AR RS IATIEN . R RAIEN, TRk
PR IEDAP847-XXA K 1% HIEEE 802.11vE 3k E—4> H #BSSID,
I A2 15 FEAEDAPSAT - X X AHEFEVE F A1) 7 — /1 NBSSIDHE T 185

DAP847-XXAH F* T-/iit 69
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>

70

OKC: OKC (Opportunistic Key Caching) IJfEZ —MinsH A, E UL
LR/ ERER N AP B, i C&%F PMK (Pairwise
Master Key) SK#EATEERE, AT E BT 58 A IEEE 802.1X WALk,

OKC TERNTEkRAYEEH (Roaming) S, T ZEME T
IEEE 802.1X 1A\ UE T 5 25 W 2% 2 38 R4 e n) il . 85 38 0 75 1 7% 2 [H] 22 47
PMK, #5588 1E12 I BE A% 8 B HE B2 BB 1T AP, 04k % P (Station)
ERER AN AP B, Wiz AP SCFF OKC Tifg, STA &iRiE < mic&sk
711 PMK 1 AP 1) SSID &5 R, THHEH—/151 PMK HA7-f47E PMKSA
Cache 1. 1X¥E, F—G0ERRS, STA AT PLE A8 XA 2247 1) PMK SRt
ITHERE, MARRERIGEAT IEEE 802.1X Ak,

Edit WLAN Information

Client Isolate: . off
802.11r: . off
802.11v:
802.11k:

UAPSD:

[OKC: . off l

2.4G Client Rate . off
Control:

2.4G Client Rate: Mbit/s

5G Client Rate Control: . off

5G Client Rate: Mbit/s >

A/ 58: OKC /&

UAPSD: Unscheduled Automatic Power Save Delivery (UAPSD) & X 7T
IEEE 802.11e F IR FisE (QoS) , &—Ff Wi-Fi ifess, ©H TiEH
Wi-Fi %8 LR . IX T eIk 55 Befl 2B Wi-Fi a8 B F it 234, Bk Ah, 16 R%
i 738 I T 2R AR AL B U B B SE IR . UAPSD AN 5 &% i L 50 H 7
DAP847-XXA S R E0 s A, e i it R igs BeA™ A7 B I fnd s 50 60 Sk e £
ZA TR B AR L AL

DAP847-XXAF ' Tt
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Create New WLAN

Client Isolate: . off -
802.11r: . off

802.11v:

802.11k:

UAPSD:

2.4G Client Rate . off

Control:

2.4G Client Rate: 1 o Mbit/s

5G Client Rate: . off

5G Client Rate: 6 o Mbit/s

2.4G MGMT Rate . off v

/& 59: UAPSD Hi &

> 2.4G Client Rate Control: #R#f7%  sndiihin s % 5 FHEEEH 2.4 GHz MiBtinl
i, 60 fivr. BRIMIREA Off.

> 2.4G Client Rate: 4 ZHAKN 2.4 GHz M BU% 7 b 4 A 58 VF U7 1A
DAP847-XXA. #EFE{E A 12Mbit/s, & 60 Fras. s s 3: 2 H
MR WLAN FOPERERIRS S . ISRAS TG R £ S (R, WTRES S8
2R TARAIHEE, MR WLAN [ BEFIF 2 1k

» 5G Client Rate Control: R¥E% i % 5 HeiZEH 5 GHz S iz
#l, Wk 60 Ars. BRUCIRAS A Off,

» 5G Client Rate: %5 EHK 5 GHz SRE i AS 0 VEVi 1] DAP847-
XXA. {EFE N 24Mbit/s, WIE 60 Ars. Zos i 48] 1 3 2 5 il
WLAN FItEREfIAR e . R Ei ) s RS, "SRt 2 n+
AP ZE, M52 WLAN P e e v .

DAP847-XXAH F F it
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Create New WLAN
2.4G Client Rate ) o
Control:
2.4G Client Rate: 12 o Mbit/s
5G Client Rate:
5G Client Rate: 24 - Mbit/s
2.4G MGMT Rate
control:
2.4G MGMT Rate: 6 - Mbit/s
5G MGMT Rate control:
5G MGMT Rate: 12 o Mbit/s
-

/& 60: Client Rate fii &

2.4G MGMT Rate Control: 5 HEiZEH 2.4 GHz S o2k & BRiiIE 42 1),
il 61 Fras. BRIAEHLT, EaTF Off IR%.

2.4G MGMT Rate: 2.4 GHz MiBCCLE B ML 4E =R, WK 61 o, H
e, ARE dE B, EBR, AR RO B 5 4% A 1
TRHMZA WLAN FIPEREMARE . QA B AOEE R IR, wRE
B2 MTIAMME, AT WLAN [P RERIAE € 1

5G MGMT Rate Control: J&HEZEH 5 GHz S TC 4 F M R 454, K
61 fr~, BROAEWLR, ZIIREAL T Off IRZ.

5G MGMT Rate: 5 GHz MBI E B miffLfid xR, WK 61 o, HEE,
IR SRVE BN, (B, AR VGBI OR . 4 PRI R ) 1 2
HI2 it WLAN BIVEREFIRS E I . T RS B0 AR T RIS, FIRES B3R
HZ R TINAMMZE, T2 WLAN FIPEBEATRS E

DAP847-XXAH F* F-/iit
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Create New WLAN

2.4G Client Rate L on (@ A
Control:

2.4G Client Rate: 12 - Mbit/s
5G Client Rate: L on @

5G Client Rate: 24 - Mbit/s
2.4G MGMT Rate Con @D

control:

2.4G MGMT Rate: 6 - Mbit/s
5G MGMT Rate control: Con @

5G MGMT Rate: 12 - Mbit/s

& 61: 1£2¢2.4 GHz/5 HzG /) Management Rate

» DTIM Interval: DAP847-XXA 1% DTIM (Delivery Traffic Indication Message)
FO IS TR) TR)RR .  FH 38 R 2 25 7 i ] I A 090 o 90, DLBE S 28 ) o B0
FETCEAR W ORFEA L ZL e DIRAS . 350 DTIM Interval B 5 A Rk 15
AL R, ESE A A S RGN — & KR e iR
tt, DTIM [a] R ) BC B N AR L n Al FH 4 ST B E . EBOATEIL T,
DTIM JFIAZ¥CN 1, WA 62 s,

Edit WLAN Information

2.4G MGMT Rate D

control:

2.4G MGMT Rate: 1 o Mbit/s

5G MGMT Rate control: . off

5G MGMT Rate: 6 - Mbit/s

DTIM Interval: 1 (1-255)
RTS/CTS: Con @

RTS Threshold: 2347 (1-2347) Bytes

& 62: 142 DTIM Interval

DAP847-XXAH F F it
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» RTS/ICTS: HittThRt)5, DAP847-XXA ¥ ki% RTS (Request to Send, iR

%i%) F CTS (Clear to Send, fu¥fF&i%) Wi, iX
TR, T IED PR B 1T s R R B g, X R R R

RSN dE O E K. ARABCEZ %K 63,

» RTS Threshold: ZZH W REBEGE N1 ...
Dhe 2R MH . 24 DAP847-XXA 7

L RIE

A BT R I 25 R Bk
FHEHE M E

2347 Bytes. ERIAMEM T, It

SiZBEM BN, B

B RIE—A RTS 55 LLl a8y, IXFEMR N T Il SR, BARE
BZSH%K 63,

Edit WLAN Information

2.4G MGMT Rate off

control:

2.4G MGMT Rate: - Mbit/s

5G MGMT Rate control: off

5G MGMT Rate: > Mbit/s

DTIM Interval: (1-255)

RTS/CTS:

RTS Threshold: 2347 (1-2347) Bytes
A& 63: RTS/CTS Al &

DAP847-XXAH F Fift
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6.4 BHWLANKEE

EWLAN Configuration 7 [ 7,

IR
0

B o ZWLANFI R ZH0R o FEWLANFC & 0 i 5947 0]

WLAN Configuration x

WLAN Name

My-wifi-test

My-wifi-PSK

My-wifi-portal

My-wifi-1x

My-wifi-test101

Status

Enable

Enable

Enable

Enable

Enable

Security
Level
Personal
Personal
Open

Enterprise

Open

Captive Portal

Disable

Disable

Enable

Disable

Disable

Operate

s %
WMM

]

s %
WMM

s R
WMM
s %
WMM

WLAN Detail

WLAN Name:
Band:

Scope Type:
Captive Portal:
Security Level:
Hidden:

Inactivity Timeout
Interval:

Inactivity Timeout
Interval:

Enable:

Multicast:

ADD Denani

My-wifi-test101
2.4G,5G

all

disable

Open

disable

Close

600

Yes

disable

T K

K& 64: 1526 WLAN I &

O s “Cancel” 340U XL B HIE 0.

O #id; “Save” fZHIKIRAFECE N

WLAN Name
My-wifi-test
My-wifi-PSK
My-wifi-portal
My-wifi-1x

My-wifi-test101

Status

Enable

Enable

Enable

Enable

Enable

Security
Level
Personal
Personal
Open

Enterprise

Open

Captive Portal

Disable

Disable

Enable

Disable

Disable

Operate

P
WMM
S X
WMM
S %
WMM
S %
WMM
LS X
WMM

Edit WLAN Information

Control:

2.4G Client Rate:

5G Client Rate Control:
5G Client Rate:

2.4G MGMT Rate
control:

2.4G MGMT Rate:

5G MGMT Rate control:

5G MGMT Rate:

24

24

24

24

Mbit/s

Mbit/s

Mbit/s

Mbit/s

K1 65: IRIFECHK T WLAN FIHC B 1524

DAP847-XXAH F F it
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6.5 MIEEWLAN

EWLAN Configuration 7 [, FdiWLANJGI “x” 241, 7 LUK YR (WLAN
IR . W TR

WLAN Configuration X

WLAN Name
My-wifi-test
My-wifi-PSK
My-wifi-portal
My-wifi-1x

My-wifi-test101

Status

Enable

Enable

Enable

Enable

Enable

Security
Level
Personal
Personal
Open

Enterprise

Open

Captive Portal

Disable

Disable

Enable

Disable

Disable

Operate
£ R
WMM
s %
WMM
EaEE
WMM
S %
WMM

.f] : l
WM

WMM Information

Uplink DSCP

Background:
Best Effort:
Video:
Voice:

Uplink 802.1P

Background:
Best Effort:
Video:

Voice:

Downlink DSCP

Background:
Best Effort:
Video:
Vaice:

Downlink 802.1P

Background:
Best Effort:
Video:

Vaice:

Edit

A1 66: M WLAN

76
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6.6 WMMEE

WMM (Wi-Fi Multimedia) 723 T1EEE 802.11ebnE FIWi-File 88 5 #/EMENGE,

J&—Fh{EWI-FilX 28 152 31QoS  (Quality of Service) HIFEA . ‘B REW NEIEAL
AR, DAL, AR i X% 25 a7 5 S e i i Mo AL 5ar, 1
NS BT ZE R . WMMSZFRIUF A F AC (Access Category):

> HRZAKH) (Background) : H T LG G EHE, WHEFHA. MTTH
WS, R H R,

> MPRHA (Video) : M TAEMMMUR, WL P BIIS NG, ik

P o
> EFHRH] (Voice) : AT EH&EMIL, VolPHITEGEFMIRE, it
S

> B3RS (Best Effort) . i T&hiry HAbEE, wsciirEdm. Mk
WS, e

WMMiE L AE FHWMMAR IR EdE 2EAT 20 AR L, DUIEFE % 3 R 45 2 i Heidt

Ty . AR, WMMAERC A AR B AR R e 56 2, DUE IR
R FAT 3 20 FH N ) S AR 7 o

WLAN Configuration x
WLAN Name Status Security Captive Portal Operate WMM Information

Level

My-wifi-test Enable Personal Disable

My-wifi-Portal Enable Open Enable ;s % Uplink DSCP Dovnlink DSCP
My-wifi-1x Enable Enterprise Disable s K
WMM

Video

Voice:

Video:

(=
/4 67: WMMFAZE

FEAWLANHS AT LA EWMMBIELN, %7 T-DAP847-XXA L JWLAN, &0 LiE
{DSCPHIIEEE 802.1p{H LA XL WMMAR S 4 2 18] AT B 5 56 2R

DAP847-XXAH F F it
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7 EHDAP847-XXA

A B FEAN G LR B A HDAPS84A7-XXA, LU infiiEitWeb GUIK:
. &0 IKEDAPBATINIE & UL A TF 2% [E 4445 . DAP8AT-XXAE B 1 7 R /2
—Fh 3T To R ) 2 AR R L5

DAP847-XXAZ [ ] LS. — AN Hia & fE, Hirag =M MM PVM. SVM

MMEMBER.

AT IR HIDAP847-XXA R G H £ BALFE LT N 25
> TEDAP84AT-XXANITELE B

1B L DAP8AT-XXAK) 44 Fr AL B A R

TR IDAP847-XXAZFI 7

JH B 22 REHDAP847-XXA

FYFDAP8AT-XXAM N R

B #:DAP847-XXA

& DAP8AT-XXA] Pk

¥ DAP847-XXA ] #: yDACH:

YA DAP847-X XA 24 Fif it &

# JEDAP847-XXA

WA TEE

DAP847-XXAN L & &t Ak &

DAP847-X XA 14T+ 2%

DAP847-XXALEDF5 /< i &

DAP847-XXAE 2 it &

Bic. & DAPS847-X XA W 2% i 55

VVyV VY VYV YVYYVYyYVYVYVYYVYYVYYVYY

DAP847-XXAH F F it
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71

BEDAPSAT-XXAELE R

H S AR A E e € FIDAP847-X XA #%
R, @07 LG DAP84AT-XXANI TEAHE B o
B “AP Name” 1 “Location” .

Detailed Information

AP Name: AP-FB:80 Edit
MAC: 30:CB:36:02:FB:80
Location: L1_3 Edit
Status: Working

Role in Cluster: PVM

Serial Mumber: H233600001
Model: DAPB47-A
Firmware: 4.1.6.13

Upgrade Time: Fri Oct 27 00:07:07 2023
Upgrade Flag: successfully.

IP Mode: DHCP Edit

IP: 172.16.102.80
Netmask: 255.255.255.0

Default gateway: 172.16.102.254

DNS: 219.141.136.10

/& 68: DAP84T-XXA 11114815 5

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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i {¥jDetailed Information 7l
A DAFEZ O A “Edit” ok
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7.2 1EDAP84T-XXAM LA BIEE
O Ay “Edit” , 525 AP NamefiLocation.

O # “AP Name” F1 “Location” FELIbnicds EDAP847-XXA., HRE IR
AN, DAP847-XXALL “AP” Jn EHMACHIE K& G2/ 74, Bl
AP-FB:80, W NEFT~.

80

AP Name:
MAC:

Location:
Status:

Role in Cluster:
Serial Number:
Model:
Firmware:
Upgrade Time:

Upgrade Flag:

IP Mode:

IP:

Netmask:
Default gateway:

DNS:

&1 69: 1524 DAP847-XXA /7 Name #I Location /5.5

Detailed Information

e jemen

30:CB:36:02:FB:80

L13 Eea

Working

PVM

H233600001

DAPS4T-A

4.1.6.13

Fri Oct 27 00:07:07 2023

successfully.

DHCP Edit
172.16.102.80
255.255.255.0
172.16.102.254

219.141.136.10

DAP847-XXAH F* F-/iit
A 1.2 08/2024



7.3 INDAP84AT-XXAZT|&ER

m BRAERTRHES TR
TE¥ HTDAPBAT-X XAV N RN EERE 2 AT, 15T E SRR DL I
> PVMZIEH LIERA.
> T INIDAPS84AT7-XXAN # H 5 BEAH [F I EREID
ERE: REK S IDAPHINEIERE, HFEEKZAPE AR SclusterlA] )& —

EMZEIR], [EIRHE R IZAP S H e AP BESAH TE S, B Sclustert fIAPTE]
KHEMES.
R TES PYMSE S E:E, 15 ER I KIDAP847-XXAZREFE 2 5k SVM T 2% 2|
PVM.
KTEHIDHEE, eyl bL PR ok

> B 5:DAP847-XXAJ7ESystem T i 4 & “Cluster ID”  (4E#D) .

£} General
[ Cluster ID: 1869 l
Cluster Name: AP-Group

Cluster Location:
Cluster Management IP:

Cluster Management Netmask:

User - Viewer: Disabled
User - GuestOperator: Disabled
Certificate - Web Server: Default

A 70: i Web I [l &5 & % 1D

» JEdCLIREE Cluster ID.

DAP847-XXAH F F it
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82

"clustep{
"cluster_id":"1869",
“cluster_name AP -Group",
"cluster_priority":"0"

F71: #CLl FEHEELEHID

DAP847-XXAH F F it
WA 1.2 08/2024



7.4 MIBEEFDAP84T-XXA

TEEERET M FR— 1 DAP847-XXA:

1 M AP £2 B 51| 38 o 3%k 3% 22 ) B2 () DAP847-XXA (1] UL 2 PVM. SVM 8{
MEMBER) .

O By “Kick OFf” 4241, ik d IDAPS8A7-XXAK: L il N\ B4 7 it Block 41| &
W

AP Configuration x

Primary Name  IP Firmware  Operate Model Detailed Information
hibi AP Name: AP-OL:A0  Edit
et 172.16.10.10 ? MAC: 30:CB:36:03:01:A0
AP-06:A0 i 4.1.6.13 @tz Oreboot DAPB47-A
Location: 94:24:€1:55:89:3d1/1/11  Edit
SVM Status: workm
AP-05:EQ 172.16.10.105 4.1.6.13 etz Oreboot DAPB47-A Role in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
IAP-(]].:AO 172.16.10.108  4.16.13 @iz Oreboot DAP847-A Model: DRERHR
Firmware: 4.1.6.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pendi
i Upgrade Flag: successfully.
Neighbioring Chuster 1P Made: DHCP Edit
IP: 172.16.10.108
Netmask: 255.255.255.0
Default gateway: 172.16.10.1
DNS: 219.141.136.10
AP Mode: Cluster Edit

Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC

B 72: LR DAP8AT-XXA

R 1ZDAP8AT-XXAC L IE B M4, N HARZS KM “Working” RS2
“Joining” R&. WRKALTEH A, NiZDAP8A7-XXA £ A LV
PRI BEEE B R TR R A

DAP847-XXAH F F it
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HIRSCHMANN IT

AP Group : My-Demo-Cluster

A BELDEN BRAND R
£+ WLAN Enable: 3 Disable: 0 Working:2 Down:0 Joining:1
WLAN Name Status Clients Primary Name Status Clients
My-wifi-PSK 0 -9 AP-FE:AQ \Working 0
My-wifi-Portal 0 ﬁ AP-87:30 Jaining ] 0
My-wifi-1x 0 & AP-EC:20 Working 0
New

K 73: DAPBAT-XXA TE#MIERIGHA  “Joining”

84

DAP847-XXAH F F it
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7.5 SUHFDAP84AT-XXANINERE

AT “Joining” RS HIDAP847-XXALEEREKBlock¥ %, Hidi “Accept”
(FE52) FAIAAHN ) “Cluster ID” (EREID) fE151E1ZDAPS847-X XA #r N
NEEREF H M EERER) Block 1) 2% A I B o

AP Configuration X
Primary Name  IP Firmware  Operate Model Detailed Information
PVM

172.16.10.166
APR-06:A0 4.16.13 S,

172.16.10.235 ety Oreboot DAPB47-A
Status: Joining] Accept

SVM
AP-05:EQ 172.16.10.164 4.1.6.13 @cte Oreboot DAP847-A
MEMBER Cluster 1869 (1-9999)
1D:
Joining
30:cb:36:03:01:a0 172.16.10.114 2.1.6.13 DAPS47-A This will change the joining APs to a new cluster.
Pending m
Neighboring Cluster
AP-C0:DO 172.16.10.184 4.1.5.5046

AP Mode: Cluster

[ 74: T2 FDAP8AT-XXA EF N FIEHF

DAP847-XXAH F F it
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7.6 E#DAP847-XXA

B LR [FDAP8AT-XXA, ¥ K BT AN 5
> BHAUETHPVML&

EWFRT— NPVMZET, RSVMIHZKEIPVM. 445 HIHTIDAPE: #ie LRI
PVM.

> BESVMEERH K —/MEMBER
WrF SVMEKMEMBERREH:, H#: H#HTHIDAP847-XXASE & .

DAP847-XXAH F F it
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7.7 1BDAP847-XXAK Pk

DAP847-XXASZ 1 M\DHCP IR 55 283k B IPHu L,  [G] B S Fr it B — S IP
Hohb. SRETEMN T, IPFERADHCP.

O A8 “Edit” #ZHE5IPEE, & 75, B 76,

Detailed Information

AP Name: AP-FB:80 Edit

MAC: 30:CB:36:02:FB:80
Location: 2c:fa:a2:06:71:8011  Edit
Status: Working

Role in Cluster: PVM

Serial Number: H233600001

Model: DAP847-A

Firmware: 4.1.6.13

Upgrade Time: Fri Oct 27 08:19:04 2023
Upgrade Flag: successfully.

IP Mode: DHCP Edit

IP: 172.16.102.76

Netmask: 255.255.255.0

Default gateway: 172.16.102.254

DNS: 219.141.136.10

A 75: 1526 DAP84T-XXA [ IP =

ODHCP  @static [ save |
IP: 152.168.8.41
Netmask: 255.255.255.0
Default gateway: 192.168.8.1
DNS: 192.168.8.1

B 76: 1520 DAP84T-XXA /9 IP Hhhf

DAP847-XXAH F* F/iit
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7.8 1#:DAP847-XXANDACH R,

KA SEBrfd FH 37 5 R 55 22, DAP847-XXAT] LLEWeb GUI_E M EERERE R A7) 4
DACH] TAERE R

B YBEFTHEE DAP847-XXA 2 DAC #=

00 7£ “ AP Configuration ” U1 [f, % # — & K 2 ) #: 5 DAC £ X 1
DAP847-XXA, e “Detailed information” T I fidAP Mode
Ja i) “Edit” %4 .

IP Mode: DHCP Edit
IP: 172.16.10.169
Netmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Mode: Cluster Edit

K 77: (£ AP Mode

O %+ “DAC” L1,

O Cluster @®DAC m

Management Server:  192.168.10.91

K 78: H!E DAC #(

O # ADACHIIPHYE, FHRFERCE .
EDAP84AT-XXARE B )5, ¥a)# NDACH R IFF2 IR T8 & [ IPHu ik 58 B it .

DAP847-XXAH F F it
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B PBEFE TIPS DAP847-XXA | DAC =,
00 H.47AP Configuration i [fi 47 T ] “Convert To DAC” .

AP Configuration x
Primary Name 1P Firmware  Operate Model Detailed Information
sk - AP Name: AP-OL:AD  Edit
AP-06:A0 172.16.10.107 41613 ’ DAPBAT-A MAC: 30:CB:36:03:01:A0
172.16.10.235 R Ocfg Oreboot
Location: 94:24:e1:55:89:3d1/1/11  Edit
SVM Status: Working Kick Off
AP-05:E0 172.16.10.105 4.1.6.13 Otz Oreboot DAP847-A Role in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
AP-01:AD 172.16.10.108  4.1.6.13 etz Oreboot DAPBA47-A Moget DAREATA
Firmware: 4.1.6.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pendi
i Upgrade Flag: successfully.
Meighboring Chuster IP Mode: DHCP  Edit
IP: 172.16.10.108
Netmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Mode: Cluster Edit

A1 79: ]#y DAC #iz(

O % ADACHIPHdE, FHAR{ERLE .

Convert To DAC b 4

Please select management mode of the AP:

® DAC

Management
192.168.10.91
Server:

& 80: F& DAC #

EDAP8AT-XXAHE B J5, ¥ NDACH R IFF2 IR T8 & [ IPHuhik 58 5y 1t -

EE: MDAP847-XXAT] #t #|DACHI L J5, 7EEBEA T I EC B ¥ 45 Bk o
DAP847-XXA¥; M\DACHRBUGH ML & .

DAP847-XXAH F F it
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7.9 BEDAPS84T-XXAN M4BT E

fEDAPBAT-XXAFIEH, iy « e ” [&kR, 7 4iMIffICurrent Configuration i

M, A EDAPSA7-XXAM AT TEAIL B (S 5,

N E PR .

‘

AP Configuration
Primary Name  IP Firmware Operate Madel
PVM
172.16.102.76
AP-FB:8D 1716100038  F1613 Moot DAPBA7-A
SVM
MEMBER
Joining
Pending
Neighboring Cluster
AP-04:00 172.16.102.1 4.1.6.9020
AP-BB:50 172.16.102.38 4.1.6.110
AP-2C:DO 172.16.102.44 4.0.8.2
AD £c-nn 17742 10730 An7Ans

& 81: ZZ DAP84T-XXA i &1 4

90

Current Configuration

{

"AAAProfile”:

[

{
"name"”:"1700@45982774azaprofile”,
"cpAccserver™:{
"secondaryServer”:null,
"callingStationIdType":"MAC",
"syslogUpdPort”:514,
"syslogIpAddress”:null,
"primaryServer”:null,
"thirdserver™:null,
"fourthserver”:null

I
"cpOpts”™:{
"interiuvmIntervalTrustRadStatus": "enable"”,

"sessionTimeoutInt

DAP847-XXAH F* F-/iit
A 1.2 08/2024



7.10 EjSDAP847-XXA

RAETHE, &

IO

7N o

A LA DAP847-XXAFHAT B J5 HE1E

B HEEHTPHR—& DAP847-XXA
O #fE—GDAP8AT-XXA, xiddy « Ot ” REEMEJH, WHEPT

AP Configuration

Primary Name

AP-06:A0

AP-05:E0

AP-01:A0

Firmware Operate

PVM

2.16.10.107

172.16.10.235

4.16.13 S

SVM

172.16.10.105 416.13 @tz

MEMBER

172.16.10.108 4.1.6.13 @i

Joining

Pending

1 82: FJTHTEH] DAP84T-XXA ik

m HEFEHTATE DAP847-XXA

O A mES K “Reboot All AP” 40 7] LUK FT A I DAP847-XXAHAT
HEEE, WTIEFR.

AP Configuration

‘

Primary Name  IP

172.16.10.107
172.16.10.235

AP-06:A0

AP-05:E0 172

AP-01:A0 172.16.10.108

Neighboring Cluster

Reboot All AP Clear All Configuration Backup All Configuration | Restore All Configuration Upgrade All Firmware Convert To DAC

Firmware Operate
PVM

4.1.6.13 Ociz Oreboot
SVM

4.16.13 Oz Oreboot
MEMBER

4.1.6.13 ®cfz  Oreboot

Joining

Pending

&1 83: HFHEH] DAP8AT-XXA 4

DAP847-XXAH F F it

fAS 1.2 08/2024

Oreboot

Model

DAPB47-A

DAPB47-A

DAPB47-A

Model

DAP847-A

DAPB47-A

DAPB47-A

AP Name:
MAC:
Location:
Status:

Role in Cluster:
Serial Number:
Model:
Firmware:
Upgrade Time:

Upgrade Flag:

IP Mode:

IP:

Netmask:
Default gateway:
DNS:

AP Mode:

Detailed Information

AP-01:A0 Edit
30:CB:36:03:01:A0
94:24:e1:55:89:3d1/1/11  Edit
Working Kick Off

Member Update to PVM
H233600001

DAP847-A

4.1.6.13

Tue Nov 28 22:21:34 2023

successfully.

DHCP Edit
172.16.10.108
255.255.255.0
172.16.10.1

219.141.136.10

Cluster Edit

91



711 REH) iE

7EAP Configuration 1 THI K JECHE, /i “Clear All Configuration” F%4fl, ®J LA
F BT AT (I DAPBAT-XXARL BB R JH Ik B 2 H ) L&

AP Configuration x

Primary Name  IP Firmware  Operate Model Detailed Information
ke AP Name: AP-01:AD  Edit
2.16.10.107 1
AP-06:A 172.16.1 416 ) ’ APB4T-A MAC: 30:CB:36:03:01:A0
et 172.16.10.235 e ®crz Oreboot DirS
Location: 94:24:€1:55:89:3d1/1/11  Edit
SVM Status: Working Kick OFff
AP-05:E0 172.16.10.105 4.1.6.13 @cfg Oreboot DAP847-A Role in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
AP-01:A0 172.16.10.108  4.1.613 @iz Oreboot DAP847-A Mockl: DARSd7 4
Firmware: 4.1.6.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pending
9 Upgrade Flag: successfully.
Neighboring Cluster 1P Mode: DHCP Edit
IP: 172.16.10.108
Netmask: 255.255.255.0

Default gateway: 172.16.10.1

DNS: 219.141.136.10

AP Mode: Cluster Edit

ee——
BEoyZ4N
& 84: JEIF AL E

ER: AINEE W 20 7 AT LUK DAP847-XXAKE ~ “H K HE” -
> KIgiks F"Reset” f4H#81657 4.

» FECLIET, ffH A4 “ssudo firstboot” 1 “ssudo reboot” kK&
“HWE” (ERABK T A: support, ERIAZTL M. Belden996!@#) -

DAP847-XXAH F* F-/iit
A 1.2 08/2024
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7.12 DAP847-XXAJHC B &4 Fk 5

7EAP Configuration U [fij, 10T DR 35 SZFrollk 55 (1) 75 245 An AP FEERF I &

[0 #7AP Configuration/i&# 1) “Backup All Configuration” %40 K #%
P Y TR B SO, AL E S BOA SRR 2 “ pub-config.tar”

0 #d;AP Configuration/K#BH “Restore All Configuration” %41 LAk &
AT L E S, RIS LA “ pub-config.tar”

AP Configuration x
Primary Name  IP Firmware  Operate Model Detailed Information
ik AP Name: AP-O1:A0  Edit
172.16.10.107
AP-06:A LE£ITGED 4.1.6. APSAT-A MAC: 30:CB:36:03:01:A0
gont 172.16.10.235 113 @ciz Oreboot ki
Location: 94:24:€1:55:89:3d1/1/11  Edit
SVM Status: Working Kick Off
AP-05:E0 172.16.10.105 4.16.13 @ty Oreboot DAPB47-A Role in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
AP-01:A0 172.16.10.108  4.1.6.13 @iz Oreboot DAP§47-A Model: DAPSA7-A
Firmware: 4.1.6.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pendin
g Upgrade Flag: successfully.
Neighbering Cluster 1P Mode: DHCP Edit
IP: 172.16.10.108
Netmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Mode: Cluster Edit

K1 85: HIE# A RIE

DAP847-XXAH F F it
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7.13 DAP847-XXAI[E14F 2%

FETT . DAPBAT-XXAZ T, 15 G a8 BT A A

0] DL EE 2 https://catalog.belden.com ™ R # A S, B AR SO ORAT 21
T DAPBAT-X XA A B i 5 2 ZFETFTP. SFTPAR % %8 Lo

O & “AP Configuration” T #H ] “Upgrade All Firmware” %4, ¥4
3 HDAP847-XXAM F K i1, W E R,

AP Configuration X

Primary Name  IP Firmware  Operate Model Detailed Information
g AP Name: AP-01:AD Edit
g i
-06: R ¥ MAC: 30:CB:36:03:01:A0
fEe 1721600235 8B @i Orevoot DARGAZA
Location: 94:24:1:55:89:3d1/1/11  Edit
SVM Status: Working  Kick Off
AP-05:E0 172.16.10.105 4,16.13 @ce  Orevoot DAP847-A Role in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
AP-01:A0 172.16.10.108  4.16.13 ®crz Oreboot DAPS47-A Model: DAPEAT-A
Firmware: 4.16.13
Joining -
Upgrade Time: Tue Nov 28 22:21:34 2023
Pending
5 Upgrade Flag: successfully.
Neighboring Cluster 1P Mode: DHCP Edit
Ip: 172.16.10.108
Netmask: 255.255.255.0
Default gateway: 172.16.10.1
DNS: 219.141.136.10
AP Mode: Cluster

I
Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC
f—

/586 Bl#7] DAP8AT-XXA 71-J¢ 7 [i]

7.13.1 ARZEFEF A DAP84T-XXA

IR T Z TR AR TS FIDAPE /4, W1DAP847-XXATIDAPEXX % 41 18 & 41 M
i, 5 4EMulti-model Upgrade 17 [ I AP S i% $ A S DAPE £F 30, £ 4
5 FIDAP 2% ] DA R B 1647 22

ER: BEEELT, BN SRS M5 74

DAP847-XXAH 7 it
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https://catalog.belden.com/

Multi-model Upgrade

Model Firmware AP Quantity Upgrade Firmware
DAPSA7-A 41613 3 Expand Don't turn off the power during the upgrade process.
AP-06:A0 172.16.10.107 Oupgrade @®Image File Olmage File URL
AP-01:A0 172.16.10.108 ®upgrade
®DAPB47-A
AP-05:E0 172.16.10.105 @upgrade DAPBA7-A-4.1.6.14-0supgrade.bin

Name: DAP847-A-4.1.6.14-osupgrade.bin
Size: 35.25 MB

Remove All Upload All

/& 87: DAP8BAT-XXA H-ZJ¢ 7 ]

DAP847-XXASZ Frtn F =Fh FAL A SC A 77 2K

> AMCHE B4R %5 “Image File” iE£15, fiidi “Choose File” 41 M
ML FAERRASCEE, i “Upload ANl” 3240 30T BRAS SCAR IR F A% 2%
BelE, WRBBEIUEARAL, v AR E “Remove AIl” %4, 1R
FIT7R o

Upgrade Firmware

Don't turn off the power during the upgrade process.

@Image File OImage File URL

BDAP847-A

Choose File | DAP847-A-v4.1.6.13-0osupgrade.bin

Name: DAP847-A-v4.1.6.13-osupgrade.bin
Size: 36.25 MB

K 88: LA HII RIS

DAP847-XXAH F F it
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» SFTP: @ SFTPHIJT A EABRA A, %+ “Image File URL” i%&
T, {EURLAHIANSFTPHRS #3IPHutl. /44, R LA R RRAR SO 44
Hifi “Upload To All” #&4HHAT EALRITH M ERAE, Wi R EIFR.

Upgrade Firmware

Don't turn off the power during the upgrade process.

OlImage File @®Image File URL

DAP847-A SFTP://admin:test123@192.168.62.137/DAPS8:

(TFTP://ip|[ipv6]/file.bin)

(SFTP://UserName:Password@ip|[ipve]/file.bin)

Upload To All

K/ 89: SFTP 7y LfE7T R

> TFTP: @ TFTPH T X EAERRA SCHF, #+% “Image File URL” i£I5.
FEURLHH ATFTPAR 55 s IPHuhk S A S 44 . #idi “Upload To All”
AT EARMT L H3AE, i N E RS,

9% DAP847-XXAH 7 it
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Upgrade Firmware

Don't turn off the power during the upgrade process.

OlImage File ®Image File URL

DAP847-A TFTP://192.168.62.137/DAP847-A-v4.1.6.13-0

(TFTP://ip|[ipv6]/file.bin)

(SFTP://UserName:Password@ip|[ipv6]/file.bin)

Upload To All

£190: TFTP 7rz( AEH-RX1F

7.13.2 A FERFH S DAP84T-XXA

DAP8A47-XXASEREFIFE S FRE AR o 1) 5 e DAPBAT-XXA R % AT F+ 4, #& T LA
MMulti-model Upgrade 7 [fil AP FIZR HH ik FEE 0 (1) 15 4% o Bl “@upence” Jf:
AL i DAPBAT-XXAR 4 3o AR G4, SCRAI =Fh S0 BAE T =
> ARHC M AR
» SFTP
» TFTP
28R, AT LA AP Advanced Configuration U1 [ Ft- 2 — & DAP847-XXA. &
10601 “ REgrE

DAP847-XXAH F F it
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Multi-model Upgrade

Model
DAP847-A

AP-06:A0
AP-01:A0

AP-05:EQ

B 91: H-RLEH 179 G DAP84T-XXA

Firmware
4.1.6.13

172.16.10.107
172.16.10.108

172.16.10.105

AP Quantity
3

@L’pgmde

®upgrade

Expand

Upgrade Firmware

Don't turn off the power during the upgrade process.
®Image File Olmage File URL

Choose File | DAP847-A-4.1.6.14-osupgrade.bin

« Name: DAP847-A-4.1.6.14-osupgrade.bin
Size: 35.25 MB

e

EE: N TESRERERE, EEFASEREPA LSS B, RN o R
TR A A IS B B U P A P R, AR 3R A T 20 775 B ) 0 2 P PRAT 1 g S 4
#7, f1FECookiesflCache.

98
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7.14 DAP847-XXAKILEDIE RITHLE

O AP G “o” [5aTLLE s “LED-Off/Locate” %4H, WA 92.
O A “LED-Off” 7] L=< F]DAP847-XXAW] LED¥8 /4T -

O A “Locate” DLUELIALTIHORESHIAP, HI) “Restore” #53%:, DAP_LH)

LEDDAZ €6, WA (O RIS 038 B TN ik o

Primary Name Status
g AP-FE:AD Waorking
| ED-0O1T § Locate
0 AP-E7:30 Working
[+ AP-EC:20 Working

&192: Locate 54 FF/5/5¢H] LED

Working:3 Down:0 Joinimg:0

Clients

O mitdi “Restore” 1%l E k& IRZS, Z% K 93,

Primary Mame Status
[ AP-FF-Af Working
[#] AF-ES0 Working
[+ AP-EC:20 Warking

Working:3 Down:0 Joining:0

Clients

&193: M LED Kyt fa

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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7.15 DAP847-XXAE KL E

0] DL T B DAP84AT7-X XA 38 A {1 IP H ik Sk 17 1] DAP847-X XA 75 4% it B 71
M. %K 94,

AP Configuration

Primary Name IP Firmware Operate Model

PVM

172.16.10.107
AP-06:A0 172.16.10.235 4.1.6.13 Sty

Oreboot DAP847-A

SVM

AP-05:E0 172.16.10.105 4.1.6.13 &tz Oreboot DAP847-A

MEMBER
AP-01:A0 172.16.10.108 4.1.6.13 ®cfg  Oreboot DAP847-A
Joining

Pending
Neighboring Cluster

/&1 94: DAP847-XXA &I E

7.15.1 DAP847-XXAE A B i fa /i

DAP8A47-XXAH] 4 e & UL & —> & H web i, T+ I 42 R0 T B A 1 52
G DAPBAT-XXAW &I AL E, TEHwebEH RG2S TR TR /T
B B A, %K 95. EDAPSA7T-XXAM) B B i, el LAsg sitn T #
1E:

I E R P DAP8AT-XXA I 1% F i ks ZEWLANAR 25
7EDAP847-XXA it E DHCP/DNS/NATHR %5 -
JuDAP847-XXARL & - ZkMesh T fE

Fho% . 5 E B E G DAP847-XXA.

WA FERFIA S

Bic B & A JE DAP I R o

vVvyvyvyyy

DAP847-XXAH 7 it
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HIRSCHMANN IT

-
B
w
C

A BELDEN SRAND
s R
MAC P Status Clients ‘Work Mode WLAN Name Status Type Clients
94:AEEZ:FRCD.. 172.16.10.169 CLUSTER 2§ AP Bly-wifi-test enable Personal i
ifi-PSK enable Personal 0
anable Open 0
enable Enterprize 0
My-wifi-test101 enable COpen o

Name 1P Mac WLAN Auth Channel dients
172.16.10,102/fe8! c0:3¢:59:70:3d:c5 My-wifi-test PSK_WRAZ 246G 1 enable 7 0
5G_all 52 anable 21 1

Service

Neighbor AP

RF Environment

K195: AP kA & I IET

7.15.2 APRE R EMN T/EEREE

APEA(E B F 2 B~ T DAP84AT-XXARHEA(E B, FEMACHIHE. IPHIHE .
RAS KRB P i & TAER

Status Clients Work Mode

04:AE:E3:FF:C0:70 172.16.10.169 CLUSTER 1 AP
K 96: AP FHA (5.6 T jE

B3 N AP 2 HC & LT -
O 15 REAPEAE R “AP” #EE#.

Status Clients Work Mode
94:AE:E3:FF:C0:70 172.16.10.169 CLUSTER 1
K97 : w5 REEHN T AR CHT & 7 [
DAP847-XXAH /T 101
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O 7E5H ) “Mode Configuration” T 5 ik TA/ERER .

Mode Configuration X

Ad, F .
Work Mode: AP v

Bridge
Router

O 12 2o 20 5 DAPBAT-XXA K & B Ja sh i B £ 2% . BT 0L T
DAP847-XXA L{E T AP

RIS H 55, 0] LUK 45 € B DAP847-XXA ¥ #% it & 7 Bridge % = 5§
Routerfi=, N TAE.

&198: AP T 1FHAHE

B 7 E DAP847-XXA A Bridge
DAP847-XXA[Bridge 5 /& — F W 245 iE #4150, & 0 1F DAP847-XXAZ ] i 37
Mrie DL N B 2 N W 4% 2 ) R iz, 7EBridget® sl T, DAP847-XXATH] L5
F—PDAP8BAT-XXABATIER:, MNP M 25 Y8 B B FE A [R] 1 N 2% .
FET E M52, BridgetE i T IDAP847-XXAW AL T-AH A fKIPI B, 3 H0hZ5ifd
FHAH [5] FR) 45 18 A0 N5 7 AT %R

S
!

Normal AP

S —y

~ \\
™~ ~

Bridge AP Bridge AP

& 99: Bridge #E#7MNE

DAP847-XXAH 7 it
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#£Bridgets A T, DAP847-XXA R "% H T bridge# #1)SSID, [ 1 #3Zbridge
APIIERAN, A e L& ® umiEd:, %K 100,

Mode Configuration X

Work Mode:

SSID:

Root:
Band:

Passphrase:

Confirm:

Bridge

My-Bridge

®Yes ONo

02.4G6 @56

~

& 100: Bridge #=(0H &

KESH AR U

¥ iR

Work Mode DAP847-XXAKI TAEfs, 0 H5Bridgefizl, APHF L2, Routerts:
ARERE N AAPE .

SSID P B 15K 24T Bridge % £ 1 SSID, 1%SSID 5 5t & AL B
[1ISSIDAFR—3L

Root 52 1ZDAPBAT-XXAZ 75 AR AT .

Band F T-BridgeiZE#:F 4B, 2.4GE5G.

Passphrase T B oS IE R,

Confirm NG

B FigE DAP847-XXA T/E7E Router

7ERouterti N, DAP847-XXA¥ i N—1DHCPIR4s 28 N T2 % 1 i 73 B IPHb 3k
DAP847-XXAY #i#isDHCP. #Z&IPE{PPPOE® # FAT4HERRIE T (WAN) [HIIP

Hindik

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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Mode Configuration X

Work Mode:

Router b
Network Name: wan
Protocol: DHCP -

Static
PPPOE

A1101: AIE WAN £ IP i ¢

& AT LI/EAP Network Configuration i i & & A E I E MM S ELE, R
I, A7 LLE B WANEE T FTER A B2 11 (LAND #: 0O R ECE, IPHE, DNS,

Gateway%s .

AP Network Configuration

Name Nn Protocol 1P Address Operate Edit Network
wan DHCP 172.16.11.190 'd
default Static 192.168.2.1 4 Vlan: i
Protocol: Static .
IP Address: 172.16.11.190
Netmask: 255.255.255.0
DNS: 8.8.8.8
Default Route: m .
Gateway: 172.16.11.1
NAT Config:  on (@8
5o | -

&1 102: 152 DAP8AT-XXA H9/25 f &

DAP847-XXAH 7 it
Wi As 1.2 08/2024
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7.15.3 WLANE &

WLAN/E BT &~ 7 24 BT DAP847-XXA FWLAN3EA(Z B, #l1IWLAN Name.
R ISR LU SRR BIWLAN JC 26 % P o 5 & 1z 0L [ s BN e &,
ANgEXT HHATHCE

WLAN
WLAN Name Status Type Clients
My-wifi-test enable Personal 1
My-wifi-Portal enable Open 0
My-wifi-1x enable Enterprise 0

/& 103: WLAN Z £ H

7.15.4 Clientsf2 &

“Clients” T Zx T 4 ATDAP847-XXA L XBEMI R P A Z 2, Hlins p
i T IPHLAE . MACHNE . 27 b BT < B B WLAN AT N 24 25 714 P K Captive portalil
WHPRRP 4. ZEbrE RIS ES, e i riE.

Clients For AP: 34:E7:08:09:C0:70

User Name P MAC WLAN Auth
192.168.8.4/fe80::1852:43¢ dc:0c:5c:dd:59:c9 My-wifi-test PSK_WPA2
192.168.8.33/2409:8a00:18 c0:3c:59:70:3d:c5 My-wifi-test PSK_WPA2

/& 104: Clients 125 7]

7.15.5 RF{E &

RF Ui 7 (52 A 58 2 A DAP847-XXA U % ERFIZEAE S, iz i, f&nf
LAY 2 4 HTDAP8AT-XXAW % HIRFE1E . TARIRES . BARFIIAS TR LS
RFAR IS P o . iz G B IXE R B g, Afexr Lt iricE .

DAP847-XXAH F F it
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Channel Status Power Clients
246G 1 enable 20 0
5G_all 149 enable 21 2

/& 105: RF 7 JE

7.15.6 ARG EH
7ESystem [ _F, A LIEE 5 4 HTDAP847-XXAK &R ARG HEHE R . 4
0] DAZE % 0T o DAP847-XXAHEAT T+ 2% . 15 5% 1K 106.

S FEABMNTN) “HlESyslogR& G HE” FEE4TI) “ T EREF T DAP84T-
XXA”

| System o
Syslog Upgrade Firmware

Title Level Source

DNS servers are unreachable! CRIT 172.16.11.110 Don't turn off the power during the upgrade process.

DNS servers are unreachable! CRIT 172.16.11.110 ® . g

DNS servers are unreachable! CRIT 172.16.11.110 Wimaga Fle “Image Fie URL

DNS servers are unreachable! CRIT 172.16.11.110 Choose File | No file chosen

DNS servers are unreachable! CRIT 172.16.11.110

Log Level:

Ap- Notice v
Debug:

System:

Security:

A1 106: AP Ul 119 % 55 B 7

7.15.7 DAP847-XXABE: O &

TEDAP8A7-XXARI#: DB &, & 7] L& & 2IDAP84A7-XXAREAN 12 I 41(E B .
EI, EREOBECE S, & LB B Mesh o 46 N 28 £ 32K DAP84A7-XXCiZ 122 3|
DAP847-XXA.

N5 56 L DAP8A7-XXA R # M At &, 15 #% 1 T %12 5¢ i fic & AP Advanced
Configuration — Network — AP Interface —AP Interface Configuration.

DAP847-XXAH 7 it
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106



@ Network V'S

£+ AP Interface £+ AP Networks
Name Model Link Status Enable Name Vlan Protocol IP Address
EthO Trunk Up Yes vlan106 106 Static
Backhaul0 Trunk Down No wan DHCP 172.16.102.80
Connector0 Trunk Down No

E/ 107 : DAP847-XXA 1Z[JAZ

AP Interface Configuration

Name Speed(MB)  Model Link Status ~ Enable Operate
Etho 1000 Trunk Up Yes
Backhauld 0 Trunk Down No 4
Connector0 0 Trunk Down No 4
[ 108: AP #Z 1/ B
KESE AR U
S 320
EthO AL, EBZHNE RS
BackhaulO Mesh/Bridge#%# It FATH: 1.
Connector0 Mesh/Bridge#E i ) - AT#211.
Speed 2 VI PR A s 2R
Model VLAN access A5 VLAN trunk =,
Link Status Upaldown.
Enable BoREEH R 2 FIRES .
Operate BAFIRE, AT L;ﬁi HIEATRCE A, A A BackhaulOAl
Connector0$z F 74 R 58 AT B #21E «
DAP847-XXAH I F it
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7.15.8 DAP847-XXAM &L B

MR A5 AN [F] 1) 48 FH 37 s A X 25 BiE B 11 223K, 7] CLEF X DAP847-XXA T WAN 2 [ Al
VLAN#Z D A SRS, ©H5VLAN, DHCPE(Static 1P, 0] LLi% R
AR SE R

AP Advanced Configuration — Network — AP Network Configuration,

ER: EAIEBREWLANE, WRME TVLANKIECE, DAP847-XXAH &4 M
FIBIEVLANE D, %K 51,

AP Network Configuration b3

Name Vlan Protocol IP Address Operate Edit Network
vlan102 102 Static e
wan DHCP 172.16.10.108 7 Network Name: vlan102

Vlan: 102

Protocol: Static

IP Address: 172.16.102.102

Netmask: 255.255.255.0

DNS: 8.8.8.8

Default Route: . off

MTU: 1500

3
K 109: MR E
KESHB W T -
2 £
Name PR 42T, DAP847-XXA AN T it 4gs 287,
> 4fEF] WLAN [ VLAN $211257 VLAN networks mapping to WLAN
(SSID)
> 4iE ) DAP847-XXA T8O H WAN #2287,
VLAN VLAN ID, SRECEIXT M) WLAN(SSID)Ek WLAN 2 L) VLAN ID.
Protocol W25 T 1P Hhk oy Bie 7 =0, B E T ifh:
» DHCP: #1101 IP HuhlZ M DHCP ARS8 3R ELIH] o
» Static: A IP HubHE TS EM.
IP Address WX 2% 3% T F) 1P Hbdik
108 DAP847-XXAH F* Fif

Wi As 1.2 08/2024



Operate &% DAP847-XXA 1M 4 it & .

Gt AP X 46 2 KB -
S iR

Network Name | £ 4 (119 2% 42 L1 44 B

Vlan FRIEFIXT M ) WLAN(SSID)E WAN 2 F L) VLAN ID.
Protocol WA 2832 111 1P kb oy Bl 7 =G, AL 5 pa -

» DHCP: [ IP Hiliks2 A DHCP JIk %525 3HLH -
> Static: £ IP k2 F3h i & 1.

IP Address WX 2843 1R 1P Hiuhik
Netmask WX 2% B F R FE R
DNS WX 2% () DNS IR %% 25 .

Default Route WoRMZHE TSN AP BRI . BOATEOL T, WAN #2072 AP BRI H .

MTU W 2 42 1) MTU {A .

7.15.9 Meshfit &

BeldenffiMeshfif ik J; S — M2, WIEERTTI, ) DUAE ORI 4 i sAN 5 {8
ATELHITE UL R R Fe oLk 4 78 i Y

Beldenff)Mesh i e 7 0] L T 3865 sy 5, W4E PLE 28 38 148 F 5
DAP847-XXAS #i 5 1T DAP-XXC ¥ & 1 +e, Rt s s e, seil
BRI HIE 5 A B 1 S AR

IHIIDAP847-XXATIMesh T fg, &0 UIMrE: 2 4~ LLK M &) 38 9 5508 i Mesh ™ &2
TERBHECE (ELRML) . BREFIMeshMN, Mesh<: H 3 & 5 & KT
B P ZE XA . X Fh B AL T AEER S T DAPSAT-XXAM) 7] FE M AT A . an SR 3
MDAP8AT7-XXAFE 1L TAEE 5 M Wi %z, NIMeshMN SRS 4k 22 T/E. &5
& 110.

DAP847-XXAH F F it
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/7 P
= B .
~ & Client AP
\\
\
Client AP
-y ——
= N, =
N
Root AP
\\
\ —
Client AP &L

@ Client AP

™

& 110: MESH # &

TEAS T EMr B LUK W =y 38 R i 15 L N KB 28 e Ve [, 78 7] LUK DAP847-XXA
MC BN L I Mesh iz, EXFIEN T, DAP8AT-XXAIRI tHaeM% T2z
SR A AN IRST, 4 FH 7 B 22 H rootise 24 4 247 2k 45
R ny DA AN R B8 A% 56 BC A
AP Advanced Configuration — Network — AP Interface

O fiidi “Backhaul0"#: 1 “-7 SREEEEKIMeshM 4%, S%5 K 111,

110 DAP847-XXAH 7 it
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AP Interface Configuration X

Name Speed(MB)  Model Link Status  Enable Operate e e e
Eth0 100 Trunk Up Yes
Ethl 0 Trunk Down Yes EiR ®ves Cho
LAGO 0 Trunk Down No Type: Mesh
Backhaulo 0 Trunk Down No v .
S22 default-mesh
Connector0 0 Trunk Down No d
Root: ®Yes Ono
Band: (024G @56
Passphrase: | Lieeeeenenee
Conﬁrm: ............

& 111: AP interface configuration 7 /i

RESHHGIBIN T -

SH ik
Enable P “Yes” JHHIELERE “No” 22H DAP847-XXA L Mesh IifE.
SSID Mesh i 11) SSID.
Root &5 Mesh W28 [RAR Y i o
Band HIT+ Mesh ZEZFIMEL, M Mesh R 5 £ 2] Mesh Client 35 s W A FHAH [F] () 40
B
Passphrase WLAN f)%65, HT % & Mesh 4% .
Confirm BTN B ISHEAT A
DAP847-XXAF ' T
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7.15.10 Neighbor APEC &

Neighbor APJZ 155 2 HIDAP847-XXAR & ir B 4R T i1 H = DAP847-XXA K %,

e LS 2 AT DAP8AT-XXAR) 25 /- it 1] 6 18 i ) H AR B o

H ATDAP847-XXA LA W FhZ 7 ¥)Neighbor AP:
» Auto Neighbor AP: &1l 2 # H sh A LK.
> Static Neighbor AP: #7541 /5 AP & 75 JE LU IR & 37 5t T F-3his i

o Neighbor AP -~
Neighbor AP List
[ soe |
l Add Neighbor AP I
& 112: F & Static neighbor AP
KESHAIRUT
¥ iR
Order Neighbor AP [#1%i*5
MAC Address Neighbor AP ¥] MAC Hiiik.
IP Address Neighbor AP 1] IP kit
Operate IEx Neighbor AP, Hi&H X} StaticNeighbor AP H1TiZ451E
11 DAP847-XXAH] 7 F-i
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7.15.11 RF environment/4i3%

RF Environment 1 [l H T 1A R T FIDAP84A7-XXAR L4 s . o2k
&I ATIERE R, Tl AEL B3 HE —WRF & AN TH, M s Je 438 (= 1
Ji

DAP847-XXAT] LUK MWIi-FilX 25 FIRFIAEE, RAITFHE, FHxHoRIEHAT 28, X
AN AT SR 0T R R o R N ) ) B A s A S A T R = ) R R, (RS RE S
S HH A [F) — 15 T8 Hp AR B AR 15 £ B8 & 51 B B 4 2E 1)

AN A DLk ~N2.4 GHzELS GHz, 4B A FERFIA S b 145 18 R FH 220
SSIDfE 255, K Rira) 2| EAMEE L, ErEEZEERNFHER,
R EMIRLE, W IEEEAPISSIDER, %K 113,
DAP847-XXARAL 1 an T piAh st =X

» One Time: FRFHE, AWM ELES08, RIGR AR EFEL, EIAP
R
> Always: FAERIELAL TGRS, WAl IR R AR, 7%
B ARG LT ik
HER: EAGEDAPSAT-XXAK A E R, 1R 1ZDAP84T-XXAL T “HH
BR” . AT, DAPSAT-XXAK AL v 2% 7 i (R ERAE K . 4
. (One Time mode&} Always mode) HZIZ LK), DAP847-XXA¥S ik [n] 2 1F %
FIAPHEZ, VR i 4%

RS

R B

{EiEfEmE

fscanning Data Statisic:
sso o nen oew
oen_tesg sam Dev_Tetg
e i e
S e —————— cvame  secom
s 2
cranet
e memsmase  mws on e Enerypten
Deves Tpe:
open o
w2
DAP847-XXAH F* F-Mit
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Wireless Fnvironment

Scan Moo

1
xRt EIEEEN

SRR

Last Scan: 2024-08-07 07:21:45

200 Channets
_.. I S S S R e R e L Se——

o < " @ " £} G " @ o =) i i ) ] ] T
002 Cranness

<
o2 i
: -- .
] & s & u e T Tie
sone Cranners
s S0
Scanning Data Statisl
s HAC Address Devis tame Channdl Encrypton e Detal
AP.000 ar_o00
souchize:
GO i
«

/& 113: RF environment i &7

7.15.12 LLINEIIEE

wpa3

DAP8A7-XXAS Fr B &I, 7EXMALT, DAP8A7T-XXAN 2 Wi H 5 T4k

e N IERE, RN Il 1R e 244 o

TR B[R] 2157 B s IR SC A8 2I10MBHRY , FIVELH < H 3l 1k, 7EE IS 72

i BT DU RS Fsh i 1R .
TEDAP8BAT-XXA L 5E L&, 1ESH W TP RK:

[ & AP Advanced Configuration [fl—RF Environment—

WirelessCapture Config— Start Capture, =% 114.

Wireless Capture Config

Start Capture

E114: TLMEHE

O AR SEBR AR B £ Al I I A o

114

DAP847-XXAH 7 it
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Capture Config x

Channel:

TFTP Server:

Filter:

MACI1:

MAC2:

Frame Type:

36 v

192.168.11.214

€0:3C:59:70:3D:C5

Both A

802.11 ALL W

=

94:ae:e3:ff2d0:20

K 115: ML IEFT

O sy “Start” FATFAEINE, DAPSAT-XXAN H ¥ £, S A4 I Ik 47 £F ftmp 3T
e, e FAERITFTPARS 285 E 3%

support@AP-34:00:/tmp$
support@AP-34:D0:/tmp$ 1s

PortalCustom
TZ

acv_ttnl
backup version

| capture_2821-87-82_22-13-24.pcap|
cloudur B

cluster
cluster_cmd_pipe

K116 MBI F 171

DAP847-XXAH F* F/iit
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log

mcs.conf
mkca_lock

mode

no_qca_da
ntp_synced_mark
ntpdate_lock
online-usr-count

115



7.16 FCBDAPSAT-XXA M 2% R 4%
7.16.1 FEEDHCPR%

7 — LR R (RS FH 3 5, tnN 2% R v A5 DHCP IR 55 28 Bk DAP847-X XA T AE7E #§ FH %
R, BRI E DAP84AT-XXA FIDHCPIIfE, [ H4ZHDHCPRSS .

HH IR T #2552 AL E . AP advanced configuration page — Service —
DHCP, 2% 117,

Pool Name Gateway Pool Size Assign Network Operate Create New DHCP

Testpool 172.16.102.2... 101 0 Action [

Pool Mame: (1-30 chars)

Lease Time: T (120-86400)s

& 117: F & DHCP jR%

A — A DHCPH#ihkth 5, 2 DHCP R4 & 2 — Mg E N Z%, WK
M8~ . bbb 2 fr, &5 Z7AP Ul — Network — AP Networks
Configuration 5¢ BlOnt W 422 1 FC & -

AP Network Configuration x

Name Vian Protocol 1P Address Operate Edit Network
vlan102 102 Static 172.16.102.102 s
wan DHCP 192.168.10.106 ’ Network Name: vlan102
vlan101 101 Static 172.16.101.100 e Vian: 102
Protocol: Static -
1P Address: 172.16.102.102
Netmasic 255.255.255.0
DNS: 8888
Default Route: off

K118 MO0 E

DAP847-XXAH 7 it
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R DHCPibhibit R GEgh e R E 1 i SIPHIM 0 E.

=], Service e

DHCP DNS NAT

Pool Name  Gateway Pool Size Assign Network e Bind Configuration

Testpool 172.16.102.2... 101 0 Action =
Pool Name: Testpool

Bind Network:

E 119 5% DHCP il i 2xg irtE] f

DHCP D
Pool Name Gateway Pool Size Assign Network Operate
pool102 172.16.102.102 71 0 Action | =
Bind Network
Delete
Leases
[ 120: DHCP #ihf/u#fF
KEESHAR T
S5 %)
Bind Network 485 DHCP il 345 2 M 442 11 .
Delete fiHs: DHCP Hidikith .
Leases IR P HuhE o BC S 0

DAP847-XXAH F F it
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7.16.2 BLEDNSHR%

DNS Cache, tHF#RANDNSHEIELZAE, T LAIEDAP847-XXAK % F /7 DNS (34
A4 Bl R, XM 77 00T LU X DNS Al 55 #8 I8 SR IR E, - AT ik
B g R 4 W, RO D R TR

N8 PB4 (B inwww.belden.com) i, BEaEiEd
DNS 2 )5 X AN I8 42 i A it MR IP L . 33X A 210 3 2 75 22 [/ DNS AR 55 28 k1%
R IFERFH MmN . R X MR TR g REZ e g d e, FHEmMER
TR G, MBAF T L EEMEHEANSE R, AT ZH IR n DNSHR 55 45 A 1% 2 1)
53K,

fic & #12. AP Advanced Configuration — Service — DNS.

= Service

i DNS NAT

150 (0-1000 entries)

A1 121: DNS ZE77H &

RESHERR W T -
2% ik
Cache Size 55 DNS ZE17 1050, 75 DAP84AT-XXA 1, % LI E A 1000 (%) ,
BRE1E N 150 (%) .

DAP847-XXAH F* F-iit
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7.16.3 NATEZE

NAT (Network Address Translation) &DAP847-XXA |- FH i —Ff [ 28 Hi bk 45 #e
BAR, HTERMEEFZTHME (FAM) AL (AR Z B . 1M
DAP8A7-XXANIE g FH R 28 Fl1 2 H o 288 R AR 2

NAT B TAE Ji PR 245 P9 WX 3t bk A 11 5 8 0 ol 576 1 28 WY b Rl 15, @257 —
Neih, 5AMENBHAITEG. NATINER ENLEEF 3 5060 T NAT A EHH FE AL
HAE. NATHIEENAREIEE, DAFESIHAMNE— A IPIE S, DAP847-XXAf
DTN — LR R, AT SE IR AL .

NAT I D) BE AN e e 1 IPHBIEAS & 1 n) @, 10 HLIE BE A R 36k 4ok 5 X 2% 70 5R 1
ANz, BRI AR W28 AT AL BRSNATARE T2 A ML, (H] DL 3|
REmL N SR 2% R F

DAP847-XXAFII 37 #H:NAT (Source NAT) F1H#ENAT (Destination NAT) .

fic & 4% : AP Advanced Configuration — Service — NAT.

B Source NAT

TR P i BLEEPIR, {8 FH Source NATHL B A4 P &5 22 /N 1P Hi bk 3 36 Ky AN 41
EHIPH L, SR DL AT A AL IPH#UE . B & Source NAT, i #it
Source NATHIFREEA:, FF7E7 H fSource NAT Configuration T it 52 i B B, 2
Z K 122,

Name Source IP Source Port Destination IP  Destination Translation Operate Add Source NAT
Port
Name: pooll
Source IP: 172.16.102.1/24
Destination IP: 172.16.11.110
Source Port:
Destination Port:
Protocal Type: ALL
Output Interface:
Translation: ®Use Masquerade
|

BE122: Fl& Source NAT

DAP847-XXAH F* T-/iit 119
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RESHHRIR AT -

2 i
Name Source NAT HLI 4 FK
Source IP Wit NAT JEhE, AT P2 IP E—A IP B

Destination IP

WLl NAT H b, DU A IP 58— IP B,

Source Port

WS NAT AR 95 11 o

Destination Port

WS NAT R H 35 1 o

Protocol Type

WSS NAT B H R

Output Interface

TR7E NAT BUWHI MR 1 o

Translation

i FH Masquerade 4 U6 1P Hiuhil 48 8 4% 482 11 1P sl (20

B Destination NAT

Hbrduhib 8% 8, FH T NSRS 28 PRk &% A B AR BRI 2%, {3 45 40350 R 2% 1Y) 3=
HLET BLVT 1] 9 3R 55 25 I RE 8 R 45 . 18 0] LLIE i s 5 Destination NAT FA b5 il 4 5k
it & Destination NAT, &K 123,

Destination NAT Configuration

Name Source IP

Source Port Destination IP  Destination Translation Operate Add Destination NAT

ke Source Port:

Destination Port:

Protocol Type ALL v

Input Interface:

vlan102 b
*Translation: ®@Specify Network Addr
IP:
Port
/A1 123: [ & Destination NAT
DAP847-XXAF /i

120
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RS HARUTE -

¥ iR

Name Destination NAT LI 4 K .

Source IP WG NAT distahit, ATELZ SN 1P B— A IP B
Source Port Wt NAT K s 11

Destination IP

WS NAT H sk, a7 DU A 1P 3—A4> IP B,

Destination Port

WS NAT R H 35 o

Protocol Type

WS NAT FEU I H T

Input Interface

TRE NAT B P 8z 1

Translation

> IP: KEANER 1P ik il i A 8 ) — bk
> Port: SN IP bR i 21 A R e 1

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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8 RG4IEH

System 7T ] % /R 7 24 RTDAP8A7-XXAE R FEAZ R, HIEDAPEREE M.
RGEHKP . RAEREM ARG HE, B0 LT DAP8AT-XXAM] R 4if5 Bt 17
Aic & 1A AME L.

ARETEELE LN AE:

122

>

vvyyvyvyy

EHAERES

M i 3

E 5

AU RS E

fic & R G (]

fic & Syslog £ 4t H &

DAP847-XXAH 7 it
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8.1 FHHAEMEER
IR EAE U DAPBAT-XXALREIAH S E , WCluster Name, Locationfs 855, 7J
LL#E N\ System— General Configuration!it & 71 [ 317 lc & o 1s o 52 8 1k

& 510 DL F 345 Cluster 1% B — 4> Cluster Management IPHili:, iX4>Cluster
Management Pk ] T-/& BEDAP-XXALERE, 2 PVME— AN L IPHbE

General Configuration X
Cluster Info Management Account Management Certificate Management Service Management
Cluster Name: My-Demo-Cluster (1-25 chars)
Location: My_Location (1-32 chars)
Cluster Manage IP: 172.16.10.235
Cluster Manage Netmask: 255.255.255.0
Cluster Manage IPv6:
Cluster ID: 301 (1-9999)

Kl 124: ZERrEEH

RS HARUTE -

¥ 320

Cluster Name DAP847-XXA EREI 2 FR

Location DAP847-XXA HEREHINIE .

Cluster Management IP DAP8A7-XXA S H 1) FE UL IP itk

Cluster Management DAPSA7-XXA A EES T P [ T FH 1.

Netmask
Cluster Management IPv6 | DAP847-XXA S HL {1 FE 1, IPv6 Hbtik .
Cluster ID DAP847-XXA FEREMFRIN, BRINEERFE ID 24 100.

The DAP847-XXALEHAE B & B e L mIiEs, B s,

DAP847-XXAH F F it
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HIRSCHMANN IT AP Group : My-Demo-Cluster
A BELDEN BRAND Tk
My_Location
£ WLAN Enable: 2 Disable: 0 Working:1 Down:0 Joining:0
WLAN Name Status Clients Primary Name Status Clients
My-wifi-test Lon @D 0 & AP-C0:70 Working 0

K 125: ZEREEE R

7 ER: Cluster Management IP/& JDAP847-XXA Cluster Managerfic. & i) — &
AIPHIHE . AT DLIE o 2 2% 500 26 X 2% U5 iA) DL URL SR & B BE 4
http://IP:80805khttps:/IP.

Cluster Management IPHiC & fEAPEH FIPVM _EFIPHIbE . 158 RPVM /)& B
IPT] MHC B o (W A8) BB AR. N7 @AM R, BB M
DAP847-XXAKEREF LR — NS NIIPH AL, Fis HAC B OV HIPHubE

DAP847-XXAH 7 it
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http://ip:8080/
https://ip/

8.2 KFPEH
8.2.1 “&EFHWeb GUIK
DAP847-XXAH N B A 3N EHA AFABR MK, 7] DLIE I X E K 5 5% 2 AP

Cluster Manager:

» Administrator: Administratorilk )" B &R, REBEE T BN RS
ECE, B4 )5 S Viewer /7 %JF%EBEH&HDAPSM XXAWKE
H RS,

» Viewer: Viewer iK' H G & EDAP8A7-XXALEFNC B MK .

» Guest Manager: 1§ /JGuest Managerllk /7 &, R %% 2 E Guest
Portall / [IIALRR -
X3 AT LA 5 5k DAP8AT-XXALERE . (H YA — ANk P B B 55w, fi—4
HaRM ik S amf &, EBRERES T, UG Administrator ik /7 /& 5 FH 1,
Viewerllk J' #lGuest Managerlik ' /& 25 F IR 25

7£ “Account Management” [WECE ', 0] LLE#EE S HEZE H Viewerlk 7, I
A] L5 it AdministratorfllViewer [ %515, /%I 126.

General Configuration x
Cluster Info Management Service Management

Account Management Certificate Management
Administrator P
Password: | isecesess (4-16 chars)
CU” ------------
Viewer ®Enable ODisable
Password: 0000 | eeeses (4-16 chars)
CU”F --------
Guest Manager ®Enable CDisable
Password: e (4-16 chars)
Confrm: L eeeee
Tip: In order to ensure user security, please set the different password.

KI126: JK/EHE

DAP847-XXAH F F it
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8.2.2 HHCLIKF

DAP8A7-XXAM[FIFE N E T M NCLIFH -, AT LA FH AR AL IR & S DAP847-XXA
AT A support/ S fllroot ] )7 . Administrator 7] DA 5 253X 75> CLIH 7 i
Gk EM, Hrroot® g —MUHEFPFHAN 8T/, X—FHFHFHT
DAP847-XXA4 f . IF [rootiy M 4E4E, Z%K 127,

General Configuration x

Cluster Info Management Account Management Certificate Management Service Management

Tip: In order to ensure user security, please set the different password.

Support Account
Pagswordy. 000 | iicesssss (4-16 chars)

Confirm:

-------------

Root Account
Password:: | ueesseseee (4-16 chars)

Confirm:

ooooooooooooo

& 127: CLI i/ &

EE: AT 24N, #E H GLEAE H DAP847-XXAHT 4t 1& M root F 7 Al
supportH F %15,

126 DAP847-XXAH 7 it
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8.3 iEHEH

DAP847-XXASZRF U F2F BBy BAE, RG] DRI - ZkMH B
SE SCUEF:
> HNEWebfR58:: %k T Ewebl i 23 FIDAP847-XXA Webik 55 %% 2.
IR 38ST 22 4535 E, HEAThttps VT R B, ERIATS LR, Belden& A mi— 1M
BHICAIE+H, Hi A “find.dap.com” . /77 E{# FHOpen SSL*KA i
CAIFH I B HERAED (BT EFURLIIETE S, [R5 24
“find.dap.com” E8E A IEF)
» W EPortal Server: %ilk 15H T-7Eportal I [l FIDAP847-XXA Web/lz %5 2%
Z AL TR, LR P S 2E BEAR G E. AT LLE X
Portal’& st URL I AH R & ik 15

lL & #%1%: System— General Configuration — Certificate Management

Certificate

Name: (4-20 chars)

Certificate Type: Internal Web Server(Domain) i

Certificate File: Choose File | No file chosen

Password: (4-128 chars)
Confirm:

Certificate Format: PEM

&1 128 FBEH

DAP847-XXAH F F it

127
fAS 1.2 08/2024



8.4 RLGMWFSEE
DAP847-XXASZHFLL N2 IR 452K, X BU AR 55 m] DLHR 4 468 1) 75 oK B s ez A
K] 129, BRNEI R, BUFRIUR &S #R AL 22 HIRES

» IPV6 L3 Forwarding: 135 H T IPVOARS:, NIAEZ - b A A ) 25 4%
% 2 (A1 HEAT 32 IPVeEE 5 Kk

» IGMP Snooping: DAP847-XXA FIGMP Snooping B fE )& FRAS, 2
BATE ZZ 0 ERARA RN, T BN i 2 4% 4 .

General Configuration Y

Cluster Info Management Account Management Certificate Management Service Management
IPv6 L3 Forwarding: . Loff
IGMP Snooping: off

K 129: RLWFSHE

DAP847-XXAH 7 it
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8.5 MERZGHH

IE#f ) R G [E] 5T DAP847-XXA iz 1T /& 4B B2 1), DAP847-XXAFIH &M
WWATEE N ARG HES, Rl s T, #KE T — N RS
B 18] o

T 51T LL7ESystem — System Time I [T 58 Ji% & Gt I} 1] (A ic &

NTP (RFC 1305-Network Time Protocol) & —# ] T-7E M 2% b {115 4% 2 8] 347 st
6] [E] 20 I 25 il . NTPI £ B2 D) a8 2 FE AU B I B (8] [F] 2D AR %%, A5 EHL R
GLRes LLRD N BT HEAT R . B 4% B[R] B8 (Time Protocol) SieA% % [a]
55, BT Lk B A [E] B R ) B R (5 2R T B B A AT TR] . NT P i fi
FIGPS. J& 14825 mks I ook B B M R I BN R G, FHEEAE T RS Bl i I [a)
[0, R IERBRTEE WA, FFX 2 FiMNasiil, wWUDP. TCP%.

RIS R P28 A — AL FINTPIRSS &5, U BOR Hic & vl se gk, 513
NTPHR 55 #5 FIR TR . W R B 48 th T & FAINTP AR S5 4%, n] LARR 5 5 Fc iy
OUACE — AT RINTP AR S5 4%, FF st E NI m e

BeE 5, BEEETDAP8AT-XXAK = H:155r 8 ENTPAR S 2% [F] 20 — kB 7] .

System Time

Date and Time: Sun Sep 24 2023 22:55:37
Daylight-Saving Time: . off

Time Zone: (UTC-12:00)International-Date-Line-

West
NTP Server List:

pool.ntp.org + X

cn.pool.ntp.org tix

tw.pool.ntp.org +t¥x

0.asia.pool.ntp.org t4 x

1.asia.pool.ntp.org tx =
NTP Server:

K130 Al E FZm 1]

RYE T2, il n] LLiE € DAP847-XXA “Daylight-Saving time” 1 “Time

DAP847-XXAH F F it
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Zone” , FEAERAIIBCE S [A], {E3ZFFDaylight-Saving time[#]if [X f12x H
A HEAr, LK 131,

System Time

Date and Time: Tue Sep 26 2023 00:19:42 4

Daylight-Saving Time: Con (@

Time Zone: (UTC-05:00)Eastern-Time(US and 4
Canada)

NTP Server List:

pool.ntp.org + %

cn.pool.ntp.org + 4 %

tw.pool.ntp.org +tix

0.asia.pool.ntp.org +3Ix

1.asia.pool.ntp.org t+x -

NTP Server:

K 131: JFRE S

EE: BUTERNNTPARS %5 201, R BENTPARS &G H, PA RS [E B8
W LR R 2D . TR H IEAEC B NTP AR 55 28 BKNTP AR 45 28 A~ vl 14, I DAP847-
XXAH 5 5 7] 58 2 S 20 FH 85 5= BB TA]

DAP847-XXAH 7 it
Wi As 1.2 08/2024
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8.6 HECLESyslog&R4HE

Syslogse—F Ml T & Gt H A RIARHETN L, 38 H I Fd % R GUR N FIRE R i H S
B BHITZHTMERS . BERGMNMARERY, HTUREE. idsm s
SHE, DMEEAT RS8BT E AR .

Syslog{i HUDP#r &5 H HA5 5, lH BN Him 1514 &30 2 fhil Bag =X
AR, AT DR I S 0 2 B AR T AT e e AR PR M e %

it Syslog, & AP LLSEN I3 REUIRE . IREENHBEFNIBITHEN . KI%
2 HA AT H IR

i# it System—Syslog & SNMP—Syslog i i & & H &

DAP847-XXAHK] H & 77 & Syslogth il #5x#E, 7 LAESyslog Id [ & & H & IS B AH
N JEME, Syslog T F < i 7RDAP8A7-XXAE A AL “Error “ Jz 2% 5 LA
L #SyslogH EE S

> Title: HEHEMAE.
> Level: HEJHEM™EREE
> Source: ERiHETHEHIDAP8AT-XXAR]IPHILLE .
LK eARRE s 3 H AW B AT, 22 BoR iz H A B A A

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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Syslog & SNMP

Syslog SNMP

Title Level Source

DNS servers are unreachable!  CRIT 172.16.11.110
DNS servers are unreachable!  CRIT 172.16.11.110
DNS servers are unreachable!  CRIT 172.16.11.110
DNS servers are unreachable!  CRIT 172.16.11.110

DINS servers are unreachable! CRIT 172.16.11.110

DNS servers are unreachable!  CRIT 172.16.11.110 -
Log Level:
Ap-Debug: Notice W
System: Error e
Security: Ervor LY
Wireless: Error w
Network: Error ~
User: Erro w m
Log Remote: . | off 192.168.100.1

/& 132: Syslog B &

B Loglevel

Log level & Syslog H & H B EHIEE .

WRIEE T HEANZn, NDAPBAT-XXAKE A i B 45 12 2 il e 3 UL _E Fr A 2% ) 1
SyslogH E£iHE . HWHLERE

> 15 SyslogiH B & A R R HIE R E 1 1E, 84 7ENotice . Info Al
Debug#i | 11 H & 08 & Warning 25 51 it H &

» Syslog ¥ & FERINZ 7 I Notice, RS A T H E . +ENotice. Warning.
Error. Critical. AlertflEmergencyiX JLfH1%% 7.

F P ] DL AN R AR 3 i 48 e AN R 0 H S 2 o

132 DAP847-XXAH 7 it
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S i

AP-Debug 1 <DAPBAT-XXA K % (V4N H &
System A KDAPBAT-XXARL B M R GUIRAS I H &
Security B RMZ 2 A H &

Wireless A RTELRFIIH &,

Network A RMEARE R H &

User ARAPHEE.

B Log remote

DAP847-XXA X #f ¥ B i 72 H & Mk 55 #8 H >k B2 U I 17 il DAP847-XXA % 1% 1]
SyslogH & H E

HE&E: Syslog/r N8N, im0 NEmergency, 1K Z: 57 ADebug/All.
Syslog/™ FE 25 A1 X T

%5 EEEE RetiA i3

0 Emergency EMERG REATH

1 Alert ALERT NSTRPEATE IR
2 Critical CRIT FEE

3 Error ERR FHR

4 Warning WARNING B

5 Notice NOTICE T H

6 Info INFO SEEHE

7 Debug/All DEBUG IR EHE B

#13: Syslog /HERHE X

DAP847-XXAH F F it
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8.7 HACESNMP

SNMP (Simple Network Management Protocol) & —Fi T’ £ 55 2R AR HE B3,
EHTETENNG KRG H & AR NSRS EMIZITIRESEE R, P
PR X 2% B AT S 1 IR DR R AR e I M RE
SNMP ¥ 5 X T Network Management System (4545 3 2 4:NMS) AL HE
(Agent) ZIAFLEE T MEEH ARG (NMS) & F T8 BRI 32 W 4% 1) 5 B
P EHL, MAgent/&iz 4T fEDAPS847-XXAR % FHIN AR, W TR L KR
AFERE(E B H KX ZINMS.,
SNMPH =ARA, 20 H17&SNMPv1, SNMPv2cHISNMPV3.
> SNMPv1Z2iEFRIMRA, R4t 7AW EEIIRE, HAKLZAE.
» SNMPv2c/Z2 SNMPv1 Bt hicAs, 380 1 3L [EARES (community
concept) , Hem @XM
» SNMPV3IGIN T T H P28 (USM) , $24t T 3 m g 24
M,
H i DAP847-XXASZ £ SNMPV2cHISNMPV3F AN il A,  H1 T SNMPVA R ) %2 4
P, HETHIRRAS T OANF SCRF .
SNMP Trapse — Ml i, HTEZEHIES B2 A @, SHammMgE
HAL (NMS) KA THEH MR, MERSEMAMNEEHR RS (NMS) HH
PE
SNMP#H IS H0] LL7ESystem — Syslog&SNMP — SNMP 71 i FF HEA T & .

DAP847-XXAH 7 it

134 WA 1.2 08/2024



8.7.1 HEZESNMPv2c
R IEFESNMPV2chR A, T EECE a0~ 4.

Syslog & SNMP

Syslog SNMP
SNMP Agent:
Version: v2c v
Community: public
SNMP Trap:
Version: v2c v
Trap Server: 127.0.0.1
Community: public
Trap List: apColdBoot apWarmBoot

apCPUOverrun || x apCPUOverrunClear

& 133: NMPv2c f &

B & SNMPv2c Agent

¥ iR

SNMP Agent J FH kA% HIDAP847-XXA F [ISNMPALEE,

Version % FESNMPHE A V2c.

Community SNMP AgentfREEFINEEHE R G (NMS) 2 [i] Tl {5 5, XUTH
community{E 2058 4 — 8, 5 NP ITRVEET IR B8 .

E. & SNMPv2c Trap
¥ iR
SNMP Trap Ja FH 25 HIDAP8AT7-XXAR M4 E L 2 48 (NMS) K i%Trap.
Version HFESNMPhi A2
Trap Server £ SNMPv2c trapfI M4 L 248 (NMS)
Trap List i R IX M Trap AL,
DAP847-XXAH F* F it 135
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8.7.2 HEZESNMPv3
R IEFESNMPVILRA, 7FEE TS

Syslog & SNMP
Syslog SNMP
SNMP Agent:
Version: v3 v
Username: snmptest
Passphrase:
Confirm:
SNMP Trap:
Version: v3 v
Trap Server: 127.0.0.1
Username: traptest
Passphrase:
Confirm:
Trap List: apColdBoot apWarmBoot
apCPUQverrun apCPUOverrunClear
&7 134: SNMPv3 f &
fic & SNMPv3 Agent:
¥ i34
SNMP Agent J5 F 8 2% FIDAP847-XXA I frISNMPAL L,
Version 1 FESNMPAVS.
Username FRRAAESNMPE BE R S8 H 77 .
T X SNMPV3HEAT B AR B0 UE () 250, 1235 R 06 20 28 /DA, 75 8N 4
Passphrase etk A
(Gt 1% 7/ DI
Confirm TN T
136 DAP847-XXAH] 7 F-i
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fic @ SNMPv3 Trap

S5 #id
SNMP Trap Ja F 8 2% FIDAP8AT7-X XA M 44 B R Gt (NMS) K 1% Trap
Version EFESNMPi A v3.
Trap Server Wt SNMPV3 trap ) X 24 & 5 2 45 (NMS).
Username FRIRFIAIESNMPA FE R S8 FH 7 o
T XFSNMPV3HEAT B 4 B IE Y, 122 A2 2 /D5 84 F4F
Passphrase e A
CEREERAN) ©
Confirm INTERY
Trap List feE B R IER TrapZ i,
DAPS847-XXAF J* Ffift

fAS 1.2 08/2024
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9 TLEH

Wireless 71 [ FH T /& 7~ DAP847-XXATC 4 11 4 1112 B HIAL B4
WRF. wWIDS/WIPS (TLZk NMZAS I R Gt/ o2k MR T 2248 ) Al

PN OIS B
T RENAL .

1 Wireless

& RF @24cHz OUsehz W wIDS/wIPS

Rogue Suppress: (@0 .
Dynamic Blocklist: (@I .
Wireless Attack Detection: (I

2.4GHz Channel Distribution

@CH! BCHE @CHN

N

Unknown AP

@UUAEEIISFEAD BO4AEE3ISEC20
@94AEEI 0987 30

Performance Optimization

Background Scanning [on @8

Scanning 0
Interval: min

Scanning
Duration:
50ms

Band Steering:

[ on @ Force 56:)

Load Balance:
RSSI Threshold:

24G:| 0 5G: 0

&/ 135 Wireless /&

ARFENT FEAS N3N AN
> RFECE
» wIDS/wWIPS
> TR

138

8, UL Radio/ZH

DAP847-XXAH 7 it
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9.1 RFEE

RF U A T I TS E R 1 00 LK FTIRFAISC DI R FUBC &L, WifRiE. K
ST D2 M1Short GITFIHD & 55 -

RFE A PRI AR S TR T AR 8RS, 7] DL IEA R
RPN B S H B, EIZET, 0T DX DAP847-XXALE R 4 I RFAL &,
AT UARYE 75 3R 40 W4T 5 4 5 DAP847-XXA B3 AT RF IR & .

HERAHEART, RER2.4 GHzH5 GHzZEE I EE M isE R, AR
BRRAFNGEIE. DL RHE LN, KBS ERiERER2.4 GHzES
GHzIB % P i S 15 S

Lk RF @2.4GHz (5GHz

2.4GHz Channel Distribution

@ CH1 CHE @CH!

L3 RF ()2.4GHz @5GHz

5GHz Channel Distribution

@ CH40 CH38 @ CH1532

E 136 RFEI&

DAP847-XXAH F F it
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RF Configuration X
Global: 5G Channel Width(MHz) Auto v E

AP 2.4GHz Ch... 2.4GHz Po... 5GHz Cha... 5GHz Pow... RF Information
AP-FE:AD auto{1) auto(14) 40 auto(19)

AP-EC:20 6 auto(14) 3 auto(23) ; AP Name: AP-FE:AD
AP-87:30 auto{11) auto(20) ato(153)  auto(21) ’ s s T

APC: ON

& 137 : RF Configuration Zij&E

RFACE T B~ 7 ERETT DAPSAT-XXANME IE A R ARSI, HEH|EK ik
— DAP847-XXARS, &{EAME BT B RHEMARFEE, B EE, E,

—I-H‘H—'/v‘é:

,fIZIJ\_‘FHJLx_J‘O

A RECE T T 5 i E B DAP84AT-XXAES GHz Z B il B, %K 138,
BT PLE R WS P E L EERE, %K 142,

IR FNAFAERR U ENRARCE, W& LN ZDAP84AT-XXAK AT L E. .

RF Configuration

Global: 5G Channel Width(MHz) | Autc v | E

20
AP 2.4GHz % 40 }z Po... 5GHz Cha... 5GHz Pow...
AP-C0:70 auto(1) il auu £0) auto(104) auto(21) v

[E138: 2/55 GHz (SiE%EME

ER: KT160MHzREIETEE, BT 325CRFIDAPRLS . (FiE Vel X At A 2055
BRI, RASCFFAARE. ASGFERERLE.

DAP847-XXAH 7 it
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9.1.1 B DAP847-XXAThZEF(E1E

ERFECE WU A, A LME L DAP8AT-XXAKI L R M TAE (518, %K 139,
BRI, ARS8 AR 5 3h % fiDynamic Radio Management (DRM) H 3
B, HTahEAMEBRANRNLE RGN MERE. BOE I SEN B TC &M R4
A, DLRRIRIX LU B TR, SRIEmEE RGN R A] S

IR 5T 5 1% B DAPSAT-XXAN) TAFZIEAEHTh A, FELH A EEIERF
(ACS) FIEFNINEEH] (APC) . EFsEF, APKRSTHZEAILLLI1dBHI
KT

RF Configuration X

Global: 5G Channel Width{MHz) Auto v E

AP 2.4GHz Ch... 2.4GHz Po... 5GHz Cha... 5GHz Pow... .
RF Information

AP-FE:AD auto(1) auto(14) 40 auto(19)

AP-EC:20 6 auto(14) 36 auto(23) D AP Name: AP-FE:AQ

AP-87:30 auto(11) auto(20) auto(153) auto(21) Y AP MAC: 94:3:03:56:35fe:a0

2.4GHz

E 139 RFE&

N T BORHE FE IR/ DMK T 2R B DF SAE 18 M A7 AL FIVE 78 KUK, I8 A] LY DAP847-
XXAYREEEY KRB E — N ESDRIEFIERE, XA LA & %) — g
Rk st T iak, %K 140,

DAP847-XXAH F* F/iit
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~, Channel
Client Aware: m
Channel: l 104 ~ l ACS: ®on o
Channel Width: l Auto ~ l (MHzZ) Client Aware: ﬁ_)

Channel: I 1 ~ ]
Channel List:
a~ Channel width: I 20 ~ ] (MHz)
Power

40 I Power
APC: 44
48 APC ®on Oorr
Power: (3-40)dBm
52 Power: I 17 ] (3-40)dBm
Auto Power (3-40)dBm
Range: 56 Auto Power [ 5 I - l 17 ] (3-40)dBm
7 Range:

&/ 140 £E& Channel List #]Auto Power Range

Power: l 21 l (3-40)dBm
Auto Power l l - [ l (3-40)dBm
Range:

Others

v (-~ &
High Efficiency:
short i ex .

Note : The RF configuration requires 30 seconds to take effect on
the AP after you click 'Save', it is not recommended to make other
RF changes on this AP during this period.

-

& 141: Bfts RFEE

DAP847-XXAH F F it
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B RF Configuration T KL B ¥ AN A

28

iR

Client Aware

WARITIE T “Client Aware” Thfig, 9 L% iR MG T, RIERF & %1%,
DAPBA7-XXAMA LI IL TAREIE, BRAFKGISIRADARSE M 4. WS
ZIfie, DAPBAT-XXAW fe U A TEALHIMEIE, AT IXAT 7T A 2 2 I o W7 24 i 2 7 i
55

Radio

JHE s IRadio, AI4F*%12.4 GHZzNS GHzZAIE 73 7l L & -

Short GI

J& F /2% Short Guard Interval . £ % T IEEE 802.11 OFDM ) I £kiE {5+, Guard
Interval (GI> H TR AE & 25 K1k B IE S50 775 2 A R A A R ) A 4. |IEEE 802.11
OFDMH i F FIFRHAE 115 5 GLZB8004NFD . A T #em it %, |EEE 802. 1145 N 1
X400 PP GIF vk 34, X 0] DUE IR fnE R 52 = 2911%. 281, HURF{EE MR8
HHEGIRF, B Y R S HIANERUSO L2 8] 1 2 B [FD AN KSR, 48 Short Guard Intervalts
SECEmEEIRE ., BAEN T, EGIELLH G LT B RS,

WRZ RN E (EEBIh M EIRZ) , MEIEH “Short Guard Interval”
ikE.

High Efficiency

THRER1802. 1 1ax izl I, NIDAP8A7-XXA¥ MIEEE 802.11axiE A 1]
#HF|IEEE 802.11actix. 1% #RAE M) T2 H £ Mg il 732 IH I IEEE 802.11ac% ¥ A]
Ae H L 5 DAP8AT - X X A 25 14 1y vl i

DAP847-XXAH F F it
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91.2 KEEFEWRE
DAP847-XXAS 20 MHz. 40 MHz. 80 MHz#1160 MHz{Z &4 %5, # 7T LAZE
DAPB47-XXAMFAARFECE R BFE W, SHE 142,
HER: KLT160 MHz{E 187 %84 LT —LLFR i -
> 160 MHz{W /A5 18 Vi [~ 36 2264 110051281115 GHz L4k Hi b2 5 #F .
> A LAPH EJFGERAL A B POE+ (8 E &) iR, 4 X #160MHz.
> U160 MHZEIETE R . H A ik P A E 160 MHZATIE .

Edit RF Information

Channel
ACS: Oon ®@oFF
Client Aware:
Channel: 36 v
Channel Width: 20 v (MHz)
Channel List: 40
80
160
Power
APC: @oN Oorr
Power: 23 (3-40)dBm
Auto Power Range: - (3-40)dBm

E 142 FIE 160 MHz (5i5#5

144 DAP847-XXAH 7 it
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9.1.3 FECEDAP847-XXAKL

TESHRIC B T, 18 A] A B DAP8A7-XXA K4 111 25 f15G Radio I [¥JMIMO

ez, A 1437

Edit RF Information
Antenna A
Gain: 0 (0-16)dBi
Chain: 1+2+3+4 v
Others
Radio: a i
High Efficiency: ﬂ ;
Short GI: CX .

Note : The RF configuration requires 30 seconds to take effect on
the AP after you click 'Save', it is not recommended to make other
RF changes on this AP during this period.
[ save | v

& 143 DAP847-XXA X&HE

¥ iR
Gain T8 T8 SN R LR 1)1 A

#7"DAP847-XXAKIMIMORE K, BIAMER R 2k L E -

1 8% MIMO B 1x1, X R R 284 1 9 ANT1

2 8% MIMO #E= 1x1, WS R4 15 ANT2

3 8% MIMO BERA 1x1, B R AR 2635 119 ANT3

4 83 MIMO #0h 1x1, %R B9 R 2635 115 ANT4

1+2 3 MIMO #5300k 2x2, R R 283 08 ANT1+ANT2

1+4 f0R MIMO #i0h 2x2, SRR 24 08 ANT1+ANT4

1+2+3 F0E MIMO #H 3X3, %t [ R 48 1104 ANT1+ANT2+ANT3

1+2+3+4 fAF MIMO A 4X4, KR IR 2642 118 ANT1+ANT2+ANT3+ANT4

Chain

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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9.1.4  FF/B/ILIDAP8AT-XXAR TR 5 #

&y DL i i Radio on/off #2241 >k 5 A £E 3+ DAP847-XXA % % 112.4 GHzE(5
GHz o & i it . Pl Ie& ek T HAhH Y, 155K 144,

Edit RF Information
Auto Power 5 d 17 (3-40)dBm
Range:
Others
Radio: %;f;"’;ﬁ )
Short GI: Con @

B 144 FHEZXITTLE LR

DAP847-XXAH 7 it
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9.2 wIDS/wIPS

DAP847-XXATE LR T e e $2 L3 A FIwIDS/WIPS RS, Wi R 75 B i HE
ZEkIhee, BUUE HDACHE X I EAH M ¥ License .

wiPS: Wireless Intrusion Prevention System, £ NZBHMH &%, & H
TR WU AR5 A TG 4 X 8 e A SR R R B . B R A SIC N U AR 43 B TG 4k X 4%
IR ACTE AN AT BH L E S X TR 28 X 4% ()20 B Bl FR S B D7 7]« wiIPS
&N |IEEE 802.11 WhSUF & HEE — B sk AR g . wiPS @ idF1E A
FE L O BT AAL B SRAG I S WX 4% 22 4 . T4 R 48 R 55 RN S R 48 PE RE R TE 26 4T
B AS . TR TET AR TG LR B 5 A 38 A — 28 58 B 1 0 46 N 2% 22 4 fif vk
UED

wiDS: Wireless Intrusion Detection System, L NZ&M RS, & —FHT
R TC 2 WX 25 v AT BEARTE I L B 1 R G Bl 79 M o 28 0 4% 1A% a2 i
KA MAT AT AR LTV SEBESREITN. 5 wiPS (JE& AR P
A1) AE, wiDS MU= TR v /e 0 g, 1 wiPS D) By F B A A BE 1 F X g
By . wIDS A LAFE F G % = P RS U5 MR . BR3P il
WX 265 R FH 7 B 2 To 26 X 25 b R SRR W48 B8 . wiIDS 1T BLTEAS BRI 4%
PERERITE O B IR TE LR 4, X 5 Pl R S 32 7 0] F2 AL S T 5

Rogue Suppress: DAP847-XXA SZ#fifiid 7] Rogue AP ik A %5 F i MAC
k) de-authentication ik BH 1L % F i iE #5221 Rogue AP. AT LK 2
4 %87 Rogue AP 1% i ERE . R —NERH AP WA NIET
Pt AP i E1E AP, ERTLLASEFIRF “Trust” , @il 145 Fios, 1% AP
AINE] Allowlist . BRIAEIL R, Z%I)RE N Disable R3S, %K 146.

wIDS/wIPS Configuration Are you sure you want to trust this AP (dc:08:56:77:¢1:20)? _

Unknown AP SSID ‘ Cancel |Unknown AP Information

dc:08:56:77:c2:60 238-hu-1x mererenteap oo T Do oo dc:08:56:77:c2:60
dc:08:56:77:¢9:20 5G_Qos_duxn interference-ap 94:AE:E3:FF:D8:20 Trust RSSI: 33

SSID: 238-hu-1x
dc:08:56:76:0b:80 EST-2418-test1 interference-ap 94:AE:E3:FF:D8:20 Trust

Channel | 149
dc:08:56:76:01:00 EST-2070-1351-... interference-ap 94:AE:E3:FF:D8:20 Trust Type: interference-ap
dc:08:56:77:¢1:20 EST-2418-test1 interference-ap 94:AE:E3:FF:D8:20 Already In blocklist: No
dc:08:56:76:1a:c0 EST-2070-1351-... interference-ap  94:AE:E3:FF:D8:20 Trust AP Name: AP-D8:20

. AP MAC: 94:AE:E3:FF.D8:20
34:e7:0b:09:15:40 sc-test interference-ap 94:AE:E3:FF:D8:20 Trust

AP Location: 94:24:e1:55:89:3d1/1/3
34:e7:0b:0e:e2:00 BHCCTH interference-ap 94:AE:E3:FF:D8:20 Trust . .

Distance: far
dc:08:56:76:02:00 EST-2070-1351-... interference-ap 94:AE:E3:FF:D8:20 Trust Encryption Type: wpa2
dc:08:56:af:bc:ed 0QOE171_1X interference-ap  94:AE:E3:FF:D8:20 Trust [Ds_ITEM:
34:e7:00:00:¢0:01 00000TT1 interference-ap  04:AE:E3:FF:D8:20 Trus Aftached Clients: 0

& 145 Trust AP

DAP847-XXAH F F it
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Dynamic Blocklist: 135 H 7 Dynamic Blocklist Th&g, W46 2] ad-hoc
WK 2B s ing] DAP847-XXA f) Dynamic Blocklist #7. X REWSB 1 ad-
hoc ¥ &5 H A (0 2038 N5 P i I 3R45 5% DAP847-XXA ToL 28 )5 1) . BRI
&N ad-hoc ¥ & A2 H 3% Dynamic Blocklist #1, &% 149,
Wireless Attack Detection: 414 j5 H /~ Wireless Attack Detection ,
DAP847-XXA ¥l K HAME AP FIARERAUI VT ], SR IH NI RS,
2K 146,

£+ wIDS/WIPS

Rogue Suppress: . off
Dynamic Blocklist: . off
Wireless Attack Detection: . off

Unknown AP

Loading Data...

146 - wiDS/WIPS ZajE]

Rogue AP: Rogue AP ZigR&ERMMTCLevin m (AP) , il H A TARE
R, DUIRMETL BRI . BT X AP R IEERA, Fi e
A RE 22X Al 1 X 2% 22 4= 38 BBy . Rogue AP A RE x4 B = Mridi & A, LA
GRS B HATMEBTZE. In— 63N NEE LM F R LR AP,
o4 = 5 DAP847 HERE 1R AH[E SSID 4N T3 AP, Rogue AP @ H i\ N
5= DAP8AT SEREM) 22 4 iy o

Interfering AP: 7E &M H RS A BIH R EL B G LML T AP, Tt AP
WEHIE M RF T80, 8T, EAWMNEREN 228, BOVE A ERES
BELML.

Allowlist: Rogue AP il Interfering AP #B2& K HAMBHIA K AP, W LLEN &
PRI B FIEAR A AP IR Lo SR, SR B ASR N SR E

DAP847-XXAH /7 Fiit
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RN A, EAIAE S #2580 Rogue AP X Interfering AP. A 38 5 iX Fif
RHMIEN, BRI LUK 2 {E ) MAC Hihiksk MAC-OUI s3] AP Allowlist H,
WE 147 fiis. tSE o3 AP MAC HilibZ i 2] Allowlist, & A4 BoR7E
KA AP FIE

Allowlist
MAC
94iaeied bt
00:1f:64:0a:2b:12

00:11:22:33:77:99

X X X X

dc:08:56: X k¥

[00:11:22:33:77:88 |

147 : AP Allowlist

HHwIDS/WIPS T TH ) br @A, &K fEwIDS/wWIPS Configuration 72 i I & %)
Interfering APHIRogue APsi{E 5313, LLAA Kinterfering APFIRogue APs
R Z 4I5S, WIRSSI. FIEAMNERMNE, 5% 148,

DAP847-XXAH F F it
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150

wIDS/wIPS Configuration x

Unknown AP

34:e7:0b:0b:9f:c0
34:67:0b:03:d8:41
00:13:32:10:2¢:61
34:e7:0b:09:c0:al
34:e7:0b:03:¢6:21
34:e7:0b:0b:9f:cl
34:e7:0b:a0:10:01
34:e7:0b:03:c1:21
34:e7:0b:03:d6:41
34:e7:0b:0e:e2:01
34:e7:0b:09:¢c2:01
34:e7:0b:09:c0:el

34:e7:0b:09:c3:el

SSID Type AP Operate Unknown AP Information
Portal-DAC interference-ap 94:AE:E3:FF:C0:70 Tru Unknown AP: 34:e7:0b:03:d8:41
psk-cluster-200 interference-ap 94:AE:E3:FF:C0:70 Tru RSSI: 82

SSID: psk-cluster-200
646 interference-ap 94:AE:E3:FF:C0:70 T 2

Channel: 6
Enterprise interference-ap 94:AE:E3:FF:C0:70 Type: interference-ap
1QOETest interference-ap 94:AE:E3:FF:C0:70 Already In blocklist: No
DAC-wecat interference-ap  94:AE:E3:FF:C0:70 AP Name: AP-C0:70

AP MAC: 94:AE:E3:FF:C0:70
Portal-DAC interference-ap 94:AE:E3:FF:C0:70

AP Location:
guestportal-Jme... interference-ap 94:AE:E3:FF:C0:70 Distance: nearest
000-portal-1194 interference-ap 94:AE:E3:FF:C0:70 Encryption Type: wpa
000-thw-rap-test  interference-ap 94:AE:E3:FF:C0:70 IDS_ITEM:

Attached Clients: 0
000-portal-1548 interference-ap 94:AE:E3:FF:C0:70
331-hhh-00 interference-ap 94:AE:E3:FF:C0:70
Automation-time... interference-ap 94:AE:E3:FF:C0:70 Trust v

[&] 148 wiDS/wIPS Configuration Zj&

S

iR

Unknown AP KENAPHIMACHEHE o

SSID RHTAP] 11 SSID4 K

Type RKHAP (THAPHRIRAP) i,

RSSI AFNAPHIRSSI.

Channel KIENAPI) LAEE1E

Already | ad-hoci% % Hric, BT “Dynamic Blocklist” 275 5 1 .

Blooklist SR, Wad-hoc #K F1 S INFIMLLL S b, JF HARS Mtrue. Wtk
BAbofBIRAS, HESE P HIRMAPARad-hocik %, MirEl () .

AP Name AR AR 2 1% K JIAPFIDAP8AT -X XA B % I 44 FK o

AP MAC AR PG 211 Z K FNAP IDAP84A7-X XA 2 IIMAC H HE .

AP Location FEGE RSN 21 1Z K J1APIDAP8AT-X XA £ [ b bk .
LR AR AAPHIAL N DAP847-XXAZ M [ FE R, %0 55 ilid R AAPHIRSSI
THEAH

_ Nearest - RSSI=(-20 dBm)
Distance

Near - (-45 dBm)<<RSSI<(-20 dBm)
Far - (-70 dBm)<RSSI<(-45 dBm)
Farthest - RSSI<(-70 dBm)

Encryption Type

REIAPIISSIDI % )7 =X

IDS_ITEM

RE— A HwIDS R G IR BT FARIC HRF EAT B, X EEAT VB AT fE
W T — NE R O 25 22 2P BOXU S, iR -

DAP847-XXAH /- FMt
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e

VY VYV VYVYYVYVYVYVYVYVYVYVYVYVYYVYVYVYVYYVYYVYVYYVYV Ve

AP1j B Bty

IR R IR
IR AR R O IB

1 175 %4 SSID ) Adhoc ki 4%
KSSID

AP} Bt

AdhocX %%

Tkt

PRI e )8

TR R A

J6 R PRI A RS BT AR

TE R PR AR fige o S B
AR i i Rk
Omertal{if;

RN A 38R 7 Ui
802.11n 40MHz AN 52 15 &
1% 5111802.11n Greenfieldt#: 5,
DHCP& f ity ID

DHCP#1%¢ Conflict
DHCP#4 x5 it Name Change
=8 5L

JoeMAC OUI
HRUSSIDE

Wi T DG BT SR 175 3R
AEAETS

Attached Clients

AL FIRAMAPR R i,  PLUEEAN T I IMACH L .

Blocklist: Blocklist X 7] LI Rogue AP. i —~ Rogue AP #%¥s N FH
1B, B R H A ok 78 9% P i 17 ] DAP847-XXA Jok M 4%,

2% K] 149,

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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wIDS/wIPS Configuration

Unknown AP
7R:44:fd-c0:a%:c0
aldi: 15:47:29:60
00:13:32:10:32:41
1c:f:59:fc=51:41
00:13:32:10:32:42
cencdied 593204

e 6e:0f:barad A4S

di:76

04:fd:ch

Ja: Ja: N
Sicsf2:b544.49
00:13:32:10:32:49
00:13:32:10:32:4a

00:13:32:17:70:d1

£33

SSID Type AP Operate Blocklist
yizenirod Iinterference-ap DC:08:56:35:EC:20 t x MAC

Chinahet-wal)7 interference-ap DC:08:56:35:6C:20 00:03:7¥-00:00:00
best DC:08:56:35:EC:20

ChinaMet-atMs-5G  inte

DC:08:56:35:EC:20
xottest Interference-ap DC:08:56:35:EC:20
ChinaNet-xJhc DC:08:56:35:6C:20

FYX_ADS4_246 i DC:08:56:39:EC:20

TP-LINK_FDC6 DC:08:56:35:EC:20
=56 DC:08:56:35:EC: 20
SIHC-5G DC:08:56:35:EC:20
best DC:08:56:35:EC:20
oodttest DC:08:56:35:BC:20

singneng-test DC:08:56:35:6C:20 : -

& 149 : 550 Blocklist

ZH

i

TrustyMBAPIFHS MR FIAP IR IR IO ERAE . W RXS SMBAPHAT TrustifE, I

Operate MAGC Hiuk ¢ 75 10 5 Allowlist - .
Allowlist N F ST DAPSAT-X XA 224 B AN AP FI 2%, 1B T LLTF 8 2 E (T HMACHHE 7
m#EAllowlist .
W22 Nrogue APLL K AJi ' % F i i DAP8AT-X XA AN AP B 42 Bg| 3¢ . fin 2
Blocklist K ERINREFT T IF HAG I B4 2 W%, X B85 £ A0 H i N2 BB spp R vp . ST DL

i “Trust” #f AR A B 5 E A I ER 16 E AP

ERE: WREHEHwIDS/WIPSTIfE, IR RAMIEE, £ S 2 attR
REGHHEA R, N7 R e AR Re, VO TR SRR E A

NFA B

152
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9.3 JTZtERetiiL

TR VEREDUA T | P I B 2k i 55 o & . Jo 2k e L 4t £ 45 Background

Scanning. Band Steering. Load Balance. RSSI Threshold. Roaming RSSI.
Voice and Video Awareness ) X Airtime FairnessZ:1hfig, %K 150.

Performance Optimization
Background Scanning
Scanning Interval: 180 min 59 sec m
Scanning Duration:
50ms
Band Steering:
Force 5G:|
Load Balance:
RSSI Threshold:
246G: 0 5G6: 0 m
Roaming RSSI:
24G6: 0 56: 0 [ save |
Voice and Video Awareness: . Loff
Airtime Fairness: 2.4G: . off 5G: . Loff

B 150 ZL&HEEnHIE

Background Scanning: JoZ& M 28 1E A] Ge A7 1E T N 2% 3845 1) HL ORI ST A A
BWAEE T TAE. Wt Jegatg, FEERAHARM Wi-Fi (28] fE &7 1E
PR B A BT VB AE SR . Background Scanning AT Wi-Fi X 2%

AR RSB,

I FRIE AT 702K
Background Scanning & —%& &2t D) RE ELAill, 401 wiDS/wIPS. APC 4.

M2

ZIIRERMIRS, AMEE AP AU AR IR G 21515, DRM PR HREE . BR

WIEOL R, “HFREM LT RIS,

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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SRR FE ] DAARHE S BRI T B, BCE VSR v 5 Rb 3 180 44 .
X1 BRI AR B AE IR, VU ERAE 20 #04E A E g, Wik
[BIFBEEIE 1 2080, i E] wiPS Dhge i AEma T

FE: N DAP847-XXA H1i¥ 7— 1% N “athmon2” WL HARED, H
T525% 2.4 GHz {Z1E 1 5 GHz {Z1E 13 4%,

Band Steering: Band steering 74 Prefer 5G #1 Force 5G Wi Ffi7 5t

- Prefer5G: fHXIT 2.4 GHz %, W5 DAP847-XXA #Rll 2 ER: 16
LB P Fr 2.4 GHz / 5 GHz XU, B ZE P imsl S22 5
GHz BBk b, XFERERE IR/ [FME IE TP IF e as 38 N2 ;- b i) AT FH 4 o
JERN 5 GHz i EHEEZ T HE1E. BRNEAL T, Band steering
T B RPIRZES, 245 Band steering H. Force 5G N3 LIRS,
DAP847-XXA ¥ 1E Prefer 5G # = F TAE.

Prefer 5G 2 T{FEF| R FE P imEE, 24 5 GHz B {5 E R H
RIt It EBR 2 & i, B R v 2% 82 205 B A X S
[t) 2.4 GHz A B .

- Force 5G: SEHIIXUN TAERI LK - imiEd 2] 5 GHz At . 1% IhRe
JG, B TARBE A G Z 2 P i A s vrid2 2] DAP847-XXA (1] 2.4 GHz
BB, RSCHF 2.4 GHz BN P A4 3 o i E] 2.4 GHz M. 4
JTJ& Band steering 314 4% Force 5G Itf, I DAP847-XXA 7E 5%l 5G 15
X F LA,

Exclude: ¥ {5 XU& - inHERRE Band Steering 2 b, DAP oAt 1 H
MR BT ey, 7EiX AR AT AN — /M40 1 MAC Hidik, B MAC
OUI, K e R 1) 2 imHERR 7 Band Steering 2 4f .

Load Balance: /& DAP847-XXA L H—F ML AR, B 6E 0% P i
DAP847-XXA Z Al #,, iR & iae KR, 4= i
e SRAT 2 8 1) 9

Load Balance #flt 7 £k % 7 i fEAHAT DAP847-XXA Z [a] )~ 4B, T
Bl . DAP84T-XXA G R & DL B F i Y RSSIHE ZH1E
B, FERH B S im WA BT R LS SRR S R
PP IWE, B maE ERIBEN 10, 2.4 GHz A1 5 GHz I{EEF %
YN 70%. BERINTEM T Load Balance AT EIRZS

RSSI Threshold: H T t&k# Az, “RSSI threshold” X AE 4% Ui

PR R R E R . WS EZk % P i) RSSIEAK T “RSSI threshold”

DAP847-XXA WA & P umfiE N . £EAE ZSES IEEE 802.11kv
DAPS847-XXAF J* Ffift
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DiReA S50 . RSSI BT BRMER LR P im A RV N B 2% . BRI
WMT, ZIhEE NEEHRSE (0) , “RSSI threshold” & LA %I N FH T 2.4
GHz #iiEek 5 GHz M. WEHEEN T, @#fEEETEPEIE “RSSI
threshold” , RSSI it &yuFE N 25 ... 35.

Roaming RSSI: #1£fi & T Roaming RSSI, ¥ < igH#i| RSSIEH 8% Lk
% P gt T80 . Roaming RSSI 3% 5 IEEE 802.11k 1 IEEE 802.11v Ljjf
BoE i . A 5| SR8 % 7 i g A
- 47E WLAN -5 f IEEE 802.11k il IEEE 802.11v Zh#ERS, “Roaming
RSSI Threshold” ¥ fili )k DAP847-XXA Fl 4% /' i 2 [A ) |IEEE
802.11k 11 IEEE 802.11 v {4 B2 #.

- 24 DAP847-XXA Faill 2] Jo 4k % i b £ 11 RSSI {E{K T “Roaming
RSSIThreshold ” B, ‘B < 1% J6 £k & F o 1% % K 15 — > |IEEE
802.11k Ziff, S ¥r IEEE 802.11k LR ik & a5k E
ZA ) RE 015 B s 1k Y. DAP847-XXA.

- ETRIRIIEYE, DAP847-XXA B2t Hi%i% &2 & fE BSSID,
SR )G E IEEE 802.11v 4 [n1Z £k %5 )7 i 1 £ R % B f£ SSID 8 &

- WE, GLRERE RS BRE LT HTER. R ELEN, Tk
W SEAE DAP84AT-XXA K i%f) IEEE 802.11v FH/ 3R —1 H s
BSSID, B &ik#rE DAP847-XXA 470 HE 4 5 —4> BSSID #4718
T o

BT, Roaming RSSI AZEHIRZA (0) . Roaming RSSI AJ DL HLpN
HTF 2.4 GHz 5iiBsl 5 GHz 5k .

Voice and Video Awareness: 5 &A%, Background Scanning B
JEFNE DAP8AT-XXA EEEMV S i 2RA, Wi S AT EAE A TR & B AL 55,
] Background Scanning #4245 18 TAE AR s L /e g Bk 55 m AN 24
R B T B N, BT Background Scanning. ERIATE L
T, Voice and Video Awareness ZAEALT2EFPIRZS .

Airtime Fairness: H[8]/AF, BRI ML AAEAL G R R 2 i, WM SRR
|[EEE 802.11a. |EEE 802.11g 5% IEEE 802.11n 14k % /i, DAP847-XXA
Ko A BC TC R 2% P s IR AL T8, Airtime Fairness 1] UL &4 Hi -1 6 2 152
AN B RIRE, FFBAREA P R e RIS A A 5 e, @I IX Fh oy ik
BN TCR M R BE A T I . SRETENL T Airtime Faimess A& 5< 1 .

DAP847-XXAH F F it
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10 AccessTiH

Access TS [ INIEADT I HIAH S DI REBCE, FEHTHAUIREM, wfE
INE. TRE PB4 . PortaliAilE 34 B AIACLE:,
ABEPFEEUZWTNE:

IR

Portali\iiF

k5 FllAccess Code’s Hil

5E il tk Portal 7L

T2k %5 7 i BE 44 HR.

PortaliA il [ 44 5.

PortalJf X 35

H kT2 )

ACL

v

vvvyvyvyYvVYyyvyy

DAP847-XXAH F F it
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10.1 AiE

Authentication 71 [ 4 P AR 2

» Authentication Fi it .
» Authentication Configuration T, .7 Authentication T2 A aiA2 A A
i\ Authentication Configuration 51 f] .

Authentication i i &7~ A R To 2k & P i ) 2R A HEAE R4 (OS) WS E &,
UL 151, 26k sl 250 B, KRe Bk & rEcE, WHE 152,

£+ Authentication @pevice (0S ¥ Authentication Upevice ®05
Device Type 0S Type
Unknown Unknown 'OS
PC Windows 7/Server 2008
& 151 Authentication ZZ171ER
DAP847-XXAH /7 F-ii 157
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£} Clients For Cluster: My-Demo-Cluster Total:2

Name P MAC WLAN Auth
Lakers0326 172.16.10.110/feB80::de...  c0:3c:59:70:3d:c5 My-wifi-test PSK_WPA2
iPhone-2 172.16.10.109/fe80::43... dc:0c:5c:dd:59:c9 My-wifi-test PSK_WPAZ

¥ Authentication @pevice [0S Blocklist & Allowlist
Device Type Blocklist Allowlist Walled Garden
MAC Address 9
PC Mobile
1
MAC:

&/ 152: Device 5%

DAP847-XXAH /- FMt

1>8 fAS 1.2 08/2024



Authentication Configuration x

Customized Portal Page
pummy TP: BLL Ea HTTPS: disable

(O External Captive Portal

HTTPS: . off Captive Portal Detail

@ Internal Captive Portal o » 111
ummy 1P: 1.1

Redirect URL: . off [ Save |
N ~ _ - Portal Type: Internal
Login by: OAccount  ® Access Code O Terms of use
Redirect URL:
Access Code Operate

Client Behavior Tracking: . off

Logging Client Connections: HTTP/HTTPS | ALL

Log To Server:

TFTP Server SFTP Server

[&] 153 Authentication Configuration Z3/&]

R nT DRSS sz ol 5537 5% (1) 75 2258 i Portal AIE T 75 B S 3L E
“ Authentication Configuration” T [ 7 [ AH < S Ed R a0 F

S8 iR
Login by Portal I\ IEE 7720, 5 Account, Access Code F1 Terms of use =,
Dummy IP Captive Portal ']/ FQDN {7 IP bk, ERiAHshEAN 1.1.1.1,

Client Behavior
Tracking

AT N EREE, @I SFTP 8¢ TFTP 5 R IEH /) URL 35 )id . 7E I

¥ Log to Servero

Logging Client
Connections

HTTP/HTTPS: iR Uit HTTP/HTTPS web 21 .
ALL: T4 % P i) HTTP/TCP/UDP 4if .

Log to Server

TFTP Server: iHitH
] TFTP IR55 2%

SFTP Server:
1] SFTP k%575 .

ESCERTT AR 3 P e 145 Bl 3k EAR BT E

o H &S5 208 8 P i AR Rk EAR RIE E

DAP847-XXAH F* F/iit
fAS 1.2 08/2024
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10.2 Portali\iE

X} Captive PortalAiEZRA FIWLAN, A LA F3MERT7: Account, Access
CodefliTerms of use, #E KN N AAccount®F 7, ESHKE 154. KT4I
& Captive PortalZSTIWLANF IR, 1S RZES4 TN “WLANZ 2R

Authentication Configuration
Login by: ®Account O Access Code O Terms of use Page

Dummy IP: 1411

3
Redirect URL: . off m

B 154 #FEERTIL

w ERA P RAEET G

O #%F#¢ “Account” &[5 .

[ @& Captive Portali\ il /' ( FHAdministratoraiGuest Managerfl &)

O B4% FinftiEWLAN G, 723 H fPortal )k 5T 1 4 A
“Username” fi1 “Password” , JfzJi% “l accept the terms of use”

J5 S U

HIRSCHMANN IT

A BELDEN BRAND

Please login to the network using your
username and password

Password:

[0 1accept the terms of use

Contact a staff member if you are experiencing
difficulty logging in

160 DAP847-XXAH] /= F it
fAS 1.2 08/2024



B 155, BB ESHIEE DT &

¥ F Access Code 77 R & [

O %&£ “Access Code” Z[ifi 5.

[ fij#Access Code (HjAdministratoraiGuest Managerfill&) .

O JC 4% 7 un £ £ FEWLAN J5, 78 38 H ) Portal DA IE 02 T H %65 A “ Access
Code” , J/4)i%k “l accept the terms of use” )5 5¢ A& FliAIIE

HIRSCHMANN IT

A BELDEN GRAND

Please login to the network using your access
code

Access Code:

[0 1accept the terms of use

Contact a staff member if you are experiencing
difficulty logging in

ZE 156 (&5 Access Code &fiF

{#F Terms of use &%

O] %3¢ “Terms of use” &7 =
O G455 P infE i WLANSG, FE38 H ) Portal YUIE BT T /4] 1% “1 accept the
terms of use” B A] & i,

DAP847-XXAH F F it
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HIRSCHMANN IT

A BELDEN BRAND

Please login to the network by accepting terms

[ 1accept the terms of use

Contact a staff member if you are experiencing
difficulty logging in

[E] 157 : Terms of use Zh%

DAP847-XXAH /- FMt
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10.3 K5 flAccess Code’E

St P K A e Access Code 53k 70, H ATDAP847-XXAH Y 57 A FH 4
WEEER AP, AN S 0 53 IR 55 2% (W Winodws serverfit A —
Radius/lk%s#%) . 0] LL¥AccountEiAccess Codeds N A1 P 348 FE b,

AR

O %&£ “Account” ZfhiiE 7.

[ s d7Authentication Configuration 71 22 R J5 1 “Add” %41 .

O ZEAMY) “Add Local Auth User” TWEHHHEEH 5 E. Hpd “*” 17
B WIHTE, 2% K 158,

ERBRL—DHP MG R, 158 DUR 2 M Sk -, 24 ME “Local

Auth User” TUIHKE2 BoniZzH P R4S S, %K 159,

Authentication Configuration *

HTTPS: . off Add Local Auth User

P . 3 -
Dummy IP: 1111 m “Userhame: testod
. Password: | seeeee
@ Internal Captive Portal O External Captive Portal
Redirect URL: . off m *onfirm: | e
Login by: @paccount O Access Code O Terms of use
Firstnam:
] UserName Starting Date Ending Date Operate
Lastnam
O test001 2023.12.07 2023.12.21 '
0 test002 2023.12.07 2023.12.21 7% Mail
Phone
Company
*Starting Date 2023.12.07 =]
*Ending Date 2023.12.21 =]

Ea -
Download Template 4

K158 G — 1Bk

Import Portal Account

DAP847-XXAH F* T-/iit 163
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Authentication Configuration x

Dummy IP: 1
s En UserName: testo0s
@ Internal Captive Portal O External Captive Portal
Firstname: Allen
Redirect URL: . off m
. ) Lastname: Larry
Login by: ®pccount O Access Code O Terms of use
Mail: Larry@belden.com
] UserName Starting Date Ending Date Operate Ve
0 testD1 2023.12.07 2023.12.21 Sx Phone: 0123456789
(] test002 2023.12.07 2023.12.21 e
. Company: belden
] test003 2023.12.12 2023.12.19 SR ks
Starting Date: 2023.12.12
Ending Date: 2023.12.19

K159 I/ iEH A&

B #HES A Portal ik

DAP847-XXAS £ MAHLCSV CH-HL & S NMK o 1T PLN T 25 AR i A A2 2
AHCSVICH:, XA LAt =G Portallik F .

Authentication Configuration

Login by: ®@account O Access Code O Terms of use Customized Portal Page Local Auth User
Dummy IP: L1111 UserName: test_account
RedirectURY; - S8 m Firstname: James
O UserName Starting Date Ending Date Operate Lastname: Bond
[ test001 2021.12.20 2022.04.28 SR

" Mail: James@Belden.com
[0 testooz 2021.12.21 2022.04.28 SR
[ testoo3 2021.12.22 2022.04.28 SR Phone: 12345678
[0 testond 2021.12.23 2022.04.28 SR

= Company: Belden
[ testons 2021.12.24 2022.04.28 s R
[ test006 2021.12.25 2022.04.28 SR Starting Date: 2021.12.19
[ test account 2021.12.19 2021.12.29 R

Ending Date: 2021.12.29
Add mport Portal Account | Download Template stch ¢

K 160: #E-FA Portal I/

u BRI

O g “o” iBl—NK .

O iy “x” Mikr—AK

O EHFRZ AN, dik ek 5 -8 “Batch delete account” %41, 41&
161HT7 .

DAP847-XXAH F* F-fiit
fAS 1.2 08/2024
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Authentication Configuration x

Login by: ®@Account O Access Code O Terms of use Customized Portal Page
Redirect URL: . L off m Note:Logo file should be in PNG(preferred)/JPEG file
format, less than 20KB size, recommends 490 x 190 pixels
(] UserName Starting Date Ending Date Operate Loge:
5 Choose File | No file chosen
testoo1 2021.12.20 2022.04.28
test002 2021.12.21 2022.04.28 e
. Note:Background image file should be in
testi ORI 20210928 b PNG(preferred)/JPEG file format, less than 200KB size,
testno4 2021.12.23 2022.04.28 o, recommends 1200 x 220 pixels
O test00s 2021.12.24 2022.04.28 e Background:
O testoos 20211225 2022.04.28 /% [ cnoose Fie | o file chosen
[J test account 2021.12.19 2021.12.29 .3
Used: 7, Available: 1993
m Tatert Pt AeoniaE Tempiate. | | ateh dekete o ] Note:Terms of use file size should be less than S0KB.
Terms of use: e

K161 202K

W AEERMER “Access Code”

[ i%F¢ “Access Code” Z[iti =,

[0 g i Authentication Configuration 7 [ 72 '~ 77 1) “ Add ” #% 41 i & — 4~
Access Code.

O Sy “x” #8s— 1 Access Code, %% 162.

HER: XTCaptive Portali\ilE, &4~ ik P 5iAccess Codex i] LU £ 21|
2N BRI IR, X 2 AN e T LU Ad B — MK P 5iAccess Code.

Authentication Configuration X

Login by: Jaccount  ® Access Code ) Terms of use Customized Portal Page Add
Dummy Ip: 1111 m *Access Code:

Redirect URL: . L off m

Accass Code Operate

testol x

test02 x

test3 x

testod X

testOs x

123456 X

K& 162: £Y&#—71 Access code

DAP847-XXAH F* T-/iit 165
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10.4 SEH|4Portal T H

NIRRT K, TR e R AR P SE Sy, ST AR 2 Y
FLAF SR AN XU S Portal U #EAT B it BLAET S %, logo bl KAt Fl 463k 5%
2% K] 163,
lic & #%1%: Dashboard — Access Page — Authentication —
Authentication Configuration — Customized Portal Page

O %8R ER Ffklogo. i st IR AE F 453K

O iy “Preview” #%40] DL € #il44 Captive Portal U2 [f] .

O sy “Default” #2480 7] LLRUE & $il4 & BUN K 2 9 R S BRI Captive

Portal 1 [ff] .

Customized Portal Page

e

Note:Logo file should be in PNG(preferred)/IPEG file
format, less than 20KB size, recommends 490 x 190 pixels
Logo:

Choose File | No file chosen

Note:Background image file should be in
PNG(preferred)/JPEG file format, less than 200KB size,
recommends 1200 x 220 pixels

Background:

Choose File | No file chosen

Note:Terms of use file size should be less than 50KB.

Terms of use:

Choose File | No file chosen

B/ 163 FE#IH Captive Portal ZijE]
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10.5 JLL%/ imB 4L

Blocklist/2 {8 DAP847-XXAR B4 %113k, H T Joe H P vy ], HAds
T i DAPBAT-XXALEFEZE L E RN L W A FIMACHIIE . fEE L il 76
RWATIMACH L G, 2R 8K ek & H: B DAP8AT-XXALERE FIWI-Fil 2% . 1%
BlocklistZh g ] LAFE Bl B o0 428 1| R L6 4 2 AN AT CLIE R R TE 2k N 2%, DAORS I 4%
free ol

U R N B AL A i R 5 4, BT DLk N\ Blocklistfic B UT T, R 26 B i & H
MACHLIE, #RJ5 S G “x 340 ” MR .

Blocklist & Allowlist

Blocklist Allowlist Walled Garden Multicast Control

MAC Address Operate
00:11:22:33:44:50
00:11:22:33:44:51
00:11:22:33:44:52

00:11:22:33:44:53

X X X X x

00:11:22:33:44:54

MACY 00:11:22:33:44:55 m

& 164 Blocklist B&

DAP847-XXAH F F it
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10.6 PortaBAiFH 48

Allowlist 1 1 T 2 %% 7 i 0] AAS 75 B2 24 1) Portal A IE B35 0] 28 B2 s, %5 a] DL
T B N TC 28 1 v 13 45 11 MAC b 1k 5 M Allowlist ] Bk T8 28 25 7 i 12 £ 1)
MACHHE . 157 = Allowlist{X & [ T-Captive Portal 53 561F 135, Allowlistth
112 P v AN Fo VRAE 3 IE B AR 38 1 1 0 K 5 9] Enterprise LA & Personal 5 2 11

WLAN.

Blocklist & Allowlist

Blocklist

MAC Address

Starting MAC:

Ending MAC:

Allowlist Walled Garden

00:11:22:33:44:60-00:11:22:33:44:60

A0:11:22:00:00:00-A0:11:22:FF.FF.FE

Multicast Control

Operate

AD:11:22:00:00:01

AD:11:22:00:00:01

[E 165 Allowlist BiE

168
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10.7 PortalFFi X 15,

Walled Garden(Portal it X 45) & —Foxf W 4 T8 I g4z AL, e T PR i
KA HAE) B R BN 28 1177 1) . Walled Garden{X & FH -T-Captive PortalililE,
{Ei# i Captive Portal S 30 1UE 2 BT, %% ) v o] L7 [l Walled Garden =471 tH (1) ]
HEIRIN A, EATLIEWalled Garden s in sl il 38 42 B30I P b kb A2 5 i 99 2%

Blocklist & Allowlist

1P Operate
172.16.188.130-172.16.188.135

192.168.195.20-192.168.199.20

10.1.1.100-10.1.1.100

172.16.10.220-172.16.10.220

Domain: o IP: -]
Starting IP:

Ending IP:

X X X X

Blocklist Allowlist Walled Garden Multicast Control

E 166 IP {htH&=(H9 Walled Garden F&

Blocklist & Allowlist

Domain Operate
www.facebook.com
www.google.com

www.speedtest.com

lDomain: ® l IP:

Domain: www.baidu.com m

Blocklist Allowlist Walled Garden Mu

Iticast Contro

E 167 1HEFEHI Walled Garden FE&

DAP847-XXAH F* F/iit
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10.8 AFEEH]

BT MAELML CZHPLEE ) 7 DAP847-XXAH: % mDNS 4 #&7i & .
JAFZIIReE, DAP847T-XXA R RE¥ ok H stk vallowlistH it & 1) s ik i) 2H 1%
i L )2 2% F . Multicast AllowlistHf i 22 32 FREC B 82 H BT . M 4445 1

S, DAP847-XXA¥: TG Z 7 AmDNSi & o

Blocklist
Multicast Allowlist:

Multicast Type
mDNS
mMDNS

mMDNS

Multicast Type:

Destination IP:

Source MAC:

Blocklist & Allowlist

Allowlist Walled Garden
Destination IP Source MAC
224.0.0.251 c0:3c:59:70:3d:c5
224.0.0.251 c0:3c:59:70:3d:c6
224.0.0.251 c0:3c:59:70:3d:c7
mDNS v
224.0.0.251

Multicast Control

Operate
x
x
x

E168. HiEFR#
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10.9 ACL

ACLTLTH A W FMER, ACLIEAR I MACLAEL BN, %K 169 fIE 170,
BT ACL LTI (i hm kS, A LAMACLT3E A48 Rk A B|ACLEC B R,

£ ACL

Source Destination Protocol
172.16.10.98 :8237 192.168.11.65 :1134 UDP
172.16.10.75 :2366 192.168.55.137 11212 TCP
172.16.102.11 :35 192.168.55.3 667 TCP

Action

REJECT

REJECT

ACCEPT

E169: ACL EAE=l

DAP847-XXAH % X 12856 M), & e] LG FHIPHiRE . B3 A i 525 P 2561
##L3 ACL. AR ACLELIN M B B B 2 R AL e i e AR 3, R i

LWA VLI HACLELN, N vrZmEdd (BRIANACLEEE N “Accept” )

#8170,

ACL Configuration x

Default ACL Action: ®pccept CReject

[} Source 1P Destination IP  Protocol Action Apply To Operate

[0 172.16.10.98 192.168.11.65 UDP REJECT Any L I

= Source IP:

O 172.16.10.75 192.168.55.137 TCP REJECT Any kR L

[0 172.16.102.11 192.168.55.3 TCP ACCEPT Any to/x Destination IP:
Source Port:

Destination Port:
Protocol Type:
Action:

Apply To WLAN:

m el | Used: 3, Available: 125

AAdvanced
Fragment Reassembly: Oon ®off

ACL Details

172.16.10.98

192.168.11.65

8237

1134

uppP

REJECT

Any

E 170 ACL BIE A

DAP847-XXAH F* F/iit
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SH i
Source IP VRIPHLE
Destination IP H [ 1PHu L .

Source Port

TCPELUDP F- R SR Ym H o

Destination Port

TCPELUDP ¥R S H H % .

Protocol Type

ALL. TCP. UDP. ICMPEICMPV6.

Action ACCEPTH{REJECT.
Apply To WLAN ACLHLI i % IS 5 SSIDERAEATSSID
7 DAP847-XXAH /- F-fif
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11 loT

DAP847-XXAA L £EloTIhEE, [HulHDAP847-XXAL H& H #rloTIh Rt 1) X 4%
(INDAPG640) ZH R ERERT, 3 n LLsE o TR &, YIS B S % DAP £ %
HFFt

DAP847-XXAH F F it
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12 DAP8AT-XXANIER T A
12.1 Tools

Tools J& DAPSA7-XXA P #1542 Fi [ — 46

fEHEA

H #)Debug iy &
“%mvTWWM7ﬁM¢%ﬁ,LQL%IA,H%

, HTH®E r% A2 I A
H R EE

DAP847-XXA LIz 75 B, BN RGUIRES . Wi-Fifg EATE 5 JH K %% .

Administrator | & | 30s v =
Monitoring o] @ About
© Help
®RX @OTX e Tools
! L ® Update
05 5 @ Logout
1] 0
19:45:07 19.56:40 20:22:07 19:45:07 19:56:40 20:22:07
Throughput{Mbps) Wireless Client
E171: #HA Tools ZE

show system status

v AP O4igee3:ff:c0:70 v

-Select Command-

show WIFT info
show history syslog info

traceroute used free shared buff/cache available
ping 290740 1e1e68 9388 36192 120272
show history reset reason a 8
AP log collection Size Used Available Use¥% Mounted on
show channel utilization p4.3M 24.3M 0 100% /rom
tmpfs 289.8M 8.2M 200.8M 4% /[tmp
fdev/ubil_@ 20.6M 728.0K 18.8M 4% /overlay
overlayfs: foverlay 28.6M 728.8K 18.84 4% /
tmpfs 512.6K 4.0 508.8K 1% /dev
/dev/mtdblock17 1.8M 1.8M @ 106% /1lib/firmuare/IPQ6@18/WIFI FW
fdev/mtdblockll 1.8M 316.0K 788.8K 31% /tmp/.productinfo
PMD: ' . loff TFTP Server:

EI172: DAP84T-XXA £t T A

174
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» show system status: 7~ DAP847-XXA [ A 7 ()48 F 15100 o

Ishow system status I v'AP: :aeed:fficddi70 v

Result:

total used free shared buff/cache available
Mem: 428000 290749 10910638 9388 36192 12@272
Swap: @ 4] a
Filesystem Size Used Available Use% Mounted on
mtd:ubi_rootfs 24.3M 24.3M 8 108% /rom
tmpfs 209.8M 8.2M 200.8M 4% /tmp
[dev/ubil © 20.6M 728.8K 18.84 4% foverlay
overlayfs:/overlay 20.6M 728.8K 18.8M 4% /
tmpfs 512.0K 4.0K 508.0K 1% /dev
Jdev/mtdblock1? 1.8M 1.3M 9 106% /lib/firmware/IPQ6018/WIFI_FW
Jdev/mtdblockll 1.0M 316.8K 708.8K 31% /tmp/.productinfo

PMD: ' . loff TFTP Server:

E173; BREZHKE

» show WIFl info: &7~ DAP847-XXA L& RS ER.,

l show WIFI info VIAP: 94:ae:e3:ff:c0:70 v

Result:
athscan0 IEEE 802.11axg ESSID:"athscan("
Mode:Master Frequency:2.437 GHz Access Point: 94:AE:E3:FF.C0:70
Bit Rate:286.8 Mb/s Tx-Power=20 dBm
RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality=94/94 Signal level=-44 dBm Noise level=-95 dBm (BDF averaged NF value in dBm)
Rx invalid nwid:40179 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0  Missed beacon:0

athscanl IEEE 802.1laxa ESSID:"athscanl"
Mode:Master Frequency:5.66 GHz Access Point: 94:AE:E3:FF:C0:80
Bit Rate:1.201 Gb/s Tx-Power=21 dBm

RTS thr:off Fragment thr:off bl
Encryption key:off 2
PMD: . off TFTP Server:

E 174 ZrWIFI 58

DAP847-XXAH F F it
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176

» show history syslog info: W./~fEE DAP847-XXA il —ikKigiT

1 1]
(REFBNHD AR5 Syslog HEH E. -

[5how history syslog info VIAP: 94:3e:e3:ffic0:70 v

Result:

2022-03-14 15:50:47.755 System wmaagent[31878] <WARNING> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : Failed to look up: bt-manager
2022-03-14 15:50:48.353 System syslog[null] <NOTICE> [AP 94:AE:E3:FF.C0:70@172.16.10.169] : prepare-upgrade: Snatch memory for upgrade

2022-03-14 15:50:52.743 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:FF:C0:70@172.16.10.169] <kernel> : [ 4799.931718] wlan: [0:E:ANY] ol _ath vdev_beacon_template_update:
418: beacon buffer av_wbuf is NULL - Ignore Template update

2022-03-14 15:50:53.430 System echo.fcgi[11864] <CRIT> [AP 94:AE:E3:FF.C0:70@172.16.10.169] : Get upgrade request from Hanlet via firmware selection.
2022-03-14 15:50:54.186 System echo.fcgi[11864] <CRIT> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : upload file success.

2022-03-14 15:50:54.322 System wmaagenttrap[5422] <NOTICE> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : The trap is not exist or trapswitch is not open
2022-03-14 15:50:54.383 System osupgrade[3247] <CRIT> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : =upgrade= Do osupgrade now.

2022-03-14 15:50:56.307 User calog[8045] <NOTICE> [AP 94:AE:E3:FF.C0:70@172.16.10.169] : [MLME] [mime_vdev_disconnect_peers_ch] [athscan0(94:ae:e3:ff:c0:70)]
disassoc/deauth all stations. peer_cnt: 1

2022-03-14 15:50:56.313 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:FF:C0:70@172.16.10.169] <kernel> : [ 4803.497812] wlan: [0:1:Monitor Filter] dp_mon_ht2_rx_ring_cfg: 119:
srng type 2 Max_mac_rings 1

2022-03-14 15:50:56.313 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:FF:C0:70@172.16.10.169] <kernel> : [ 4803.497896] wlan: [0:I:Monitor Filter] dp_mon_ht2_rx_ring_cfg: 119:
srng type 1 Max_mac_rings 1

2022-03-14 15:50:56.313 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:FF:C0:70@172.16.10.169] <kernel> : [ 4803.497943] wlan: [0:I:Monitor Filter] dp_mon_ht2_rx_ring_cfg: 119:

PMD: . | off TFTP Server:

E/175. Z7/HE Syslog HzE8

» traceroute: DAP847-XXA N & traceroute T.E., F T2 2% H1 ) %

HifE S, %K 170,

Tools X

v AP 94:ae:e3:ff:c0:70 ~ Host Name: 192.168.10.91 E

Result:

traceroute to 192.168.10.91 (192.168.10.91), 16 hops max, 38 byte packets
1 192.168.4.1 (192.168.4.1) 0.999 ms

2 106.38.8.234 (106.38.8.234) 32.115ms

3 192.168.102.1 (192.168.102.1) 30.620 ms

4 192.168.10.91 (192.168.10.91) 34.888 ms

PMD: . . | off TFTP Server:

&/ 176 Traceroute
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» ping: A LALE DAP847-XXA 1 ping I’ 2% i Hoer 3 ML

[ ping ] v |AP: | 94:ae:e3:ff:c0:70 v | Host Name: 1902.168.65.254 E

Result:

PING 192.168.65.254 (192.168.65.254): 56 data bytes

64 bytes from 192.168.65.254: seq=0 tt1=63 time=1.327 ms
64 bytes from 192.168.65.254; seq=1 t11=63 time=0.985 ms
64 bytes from 192.168.65.254: seq=2 ttl=63 time=1.387 ms
64 bytes from 192.168.65.254: seq=3 ttl=63 time=1.086 ms
64 bytes from 192.168.65.254: seq=4 tt1=63 time=1.462 ms

--- 192.168.65.254 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.985/1.249/1.462 ms

PMD: | . loff TFTP Server:

B/ 177 : £ DAP847-XXA _Fi#17 ping JUist

» show history reset reason: 75 DAP847-XXA i 10 K E 5 it x1{5
B, 5417 reset _record get RFIFIZER—, ZHKE 178,

[ show history reset reason ]v AP: | 94:aee3:ff:c0:70 v ‘E

Result:

*2022/02/24 15:26:52 +0800 * B031 * ap_manage: update manage config Chanage AP mode and manage addr
* 2022/02/24 15:26:57 +0800 * C084 * ap_manage: support_cmd

*2022/02/24 15:44:38 +0800 * C010 * osupgrade: update firmware

*2022/02/25 19:17:08 +0800 * C103 * configd: WEB change the AP mode to CLUSTER

* 2022/02/27 19:53:19 +0800 * A010 * Power Off

* 2022/02/28 10:11:35 +0800 * A010 * Power Off

* 2022/03/07 18:36:52 +0800 * A010 * Power Off

* 2022/03/14 14:32:22 +0800 * A010 * Power Off

* 2022/03/14 15:50:56 +0800 * C010 * osupgrade: update firmware

PMD: . . | off TFTP Server:

E178: ErTEEEFRE

DAP847-XXAH F* F/iit
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178

» AP log collection: it DAP847-XXA ] log 30, Hr@Ed TFTP &

HTTP (7~ 8, &% 179 M 180.

Tools X
[AP log collection I v AP: 94:@eed:ffic0:70 v TFTP Upload v | TFTP Server:| 172.16.10.102 E

Result:

ATTENTION: The command is executing, please wait about 2 minutes to complete the collection and TFTP upload.

PMD: . off TFTP Server:

E 179 (EFTFTP ITEHZ

AP log collection ] v AP: 94:@ee3:ff:c0:70 v HTTP Download |+ m

Result:

ATTENTION: The command is executing, please wait about 2 minutes to complete the collection and TFTP upload

PMD: [ . loff TFTP Server:

E 180, (FEFHTTP IEHZE

DAP847-XXAH f* Fift
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» show channel utilization: 27~ 2.4G K 5G{ZEMAHZE, Z%£K 181,

Tools »®
show channel utilization v~ AP:

Result:

wifi0(2.4G)
Channel:6
Utilization:99%
Noise:-95 dBm

wifi1(5G):
Channel:132
Utilization:6%
Noise:-95 dBm

PMD: . | off TFTP Server:

94:aeie3:ffic0:70 v E

B 181 FrlEiEFFER

DAP847-XXAH F* F/iit
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12.2 PMD

Post Mortem Dump (PMD) #&DAP847-XXA i —FpifaHEds T B, 7EMN
T B i R AR R, T DUBE SRR P A B NAE N B A7 2 RS HERRME
HERA T RFEITFTPH 7 2 A ERS8, DUE T 5 s23E 17 0 AR
MREHFEE TPMD, N4DAP847-XXA b H B e f i 2 5 ja ik, DAP847-
XXAW ST B [ 38 B I TFTP AR S 22 K iEPMD XA« BRINIE ML, PMDIfRE AL T-2%
FIRZS .

Tools X
show WIFI info v AP 94ipee3iffici70 v m

Result:
athscan0 IEEE 802.11axg ESSID:"athscan0”
Mode:Master Frequency:2.462 GHz Access Point: 94:AE:E3:FF:C0:70
Bit Rate:286.8 Mb/s Tx-Power=5 dBm
RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality=94/94 Signal level=-20 dBm Noise level=-95 dBm (BDF averaged NF value in dBm)
Rx invalid nwid:55938 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0

athscanl IEEE 802.11axa ESSID:"athscanl”
Mode:Master Frequency:5.26 GHz Access Point: 94:AE:E3:FF:C0:80
Bit Rate:1.201 Gb/s Tx-Power=21 dBm
RTS thr:off Fragment thr:off
Encryption key:off 7

e on @ TFTP Server:  192.168.8.33 ]E

& 182: PMD FIE&

DAP847-XXAH F F it
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13 B RKHIEDAPSAT-XXAM L R 5;

T BRI A s, R R DAP8AT-XXA ) & i i SR A E AL 1 e K
A% (255) , MRl P B2 B2 N ERREN 7 sORBTHE,  Rig T ez ilk
5N

ol LhEd 3R A E 2 AR

B FE1: XMHTFW
1 1 %1 7> DAP847-XXA T 42 38 #e L I ERIAVLAN, ¥ DAP847-XXAX 7 N
AFEFM, Fan, A FHEAVLAN 100, MBS ELIAVLAN 200, M
C{# FHERAVLAN 300.

B FR2: HEAFEELHFHID
N DAP8AT-XXARF L B A A FIEEHEID, HIH:K:DAP847-XXAHS & 1L [F— 4
T, RSN IE T SR IDR G B AN T
[0 s DAP8AT7-XXAf NAZ AL 2 i 55 — MR HE-A.
O BREER-AG UL EREERID. (W ERIDHEA 1005 Hy101).
O EH UL B RE R -BASER-CALE .

m 52 3. #E DAC ER

¥ DAP8A7-XXAHSZ NDACHL ., 120 T e S #+F £ 184000 £ DAP847-XXA
PIEER B, VEANEE IR, 15 2% DACH P Fit.

DAP847-XXAH F F it
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14 JCDHCPR %375

REFNHWFHICDHCPAR S 25 K135 T, DAP847-XXARIHC & 714

B 5 1. DA847-XXA Ti:i%E#:E] DHCP fR%5 2%

SRR I DAP8AT-XXATE Ji 8 J5 Toik E 3 W 45 1 IDHCP AR 45 %8, T2
1§ FH RS2\ I IPHBIE (192.168.1.254) .

WR M % £ G DAP8AT-XXA W %, FlRES FEUZM L R A7 1E B E IPHLE,
X5 L DAP847-XXAK 2= 5PVMAr B % B A il — N8R, IF B 1B AH R 1
WLAN. fEXFHEN T, BERUEE ML FIDHCPAR S 25 .

B R 2. W% DHCP k4% TECE DAP847-XXA

WAL N 2% 355 DHCP AR 55 78 HUME 0L T 75 2L A0 & — 5 DAP847-XXA, 1] LL#ZIR

WP IR R E -

1 K4 DAP847-XXA CERINIPHLIE A192.168.1.254) B 45534 3 2118 [ i B & i
(Blan, il AHEMEPCHL) .

O B ZEIC AR HR (BPCHL) FIMN-RECE — i ASIPHEFIDNSAR 528« 5110,
P IPHhEAC & 9192.168.1.100, FMHEAIAC & ~255.255.255.0, BRI\ <
Bt B N192.168.1.254, DNSHRS#3HLE ~192.168.1.254.

O 7800 5 284 A http://192.168.1.254:808017 1] AP Cluster Manager, #R#E% )
SR S E

HRE: WAEFEREZ SDAPS4AT-XXAH M —NERE, HFEKDAP847-XXAR &

A[E P hERI AT

DAP847-XXAH F F it
182
W As 1.2 08/2024


http://192.168.1.254:8080/

15 RiER

fAS 1.2 08/2024

ACL Access Control List i EEG VIS

ACS Automatic Channel Selection Hzah{EE ik

APC Automatic Power Control H shTh 2R s

ARP Address Resolution Protocol s AT B

BLE Bluetooth Low Energy W FE

BSSID Basic Service Set Identifier FEAR RS AR RTT

CLl Command-Line Interface TR E

CTS Clear To Send YR IL

DAC Dragonfly Access Controller Dragonfly Jo 2815l 3%

DAP Dragonfly Access Point Dragonfly JTo2kH2 A\ 1

DCM Dynamic Client Management AR P i

DNS Domain Name System WA ARG

DRM Dynamic Radio Management: HATLBER: HT Hz)EH DAP
Automatically manage DAP working 1 TARAS 8 AR Th R
channel and transmitting power

DHCP Dynamic Host Configuration Protocol A TFHIEE P

DSCP Differentiated Services Code Point 2203 MR S5 AR R

DTIM Delivery Traffic Indication Message g B AR s TH B

ESSID Extended Service Set Identifier PR IR R RAT

FQDN Fully Qualified Domain Name AR B4

GUI Graphical User Interface KT H - St

IDS Intrusion Detection System NzE R 5

IG Installation Guide A

IGMP Internet Group Management Protocol R ZH S B

LDAP Lightweight Directory Access Protocol B H v A il

MAC Media Access Control DL 9 st 41l

MIMO Multiple-Input Multiple-Output EATPNEA: T

MTU Maximum Transmission Unit I KALH BT

MU-MIMO Multi-User Multiple-Input Multiple-Out EASIRE A TPNEA Y

NAT Network Address Translation X 265 i i 5 6

NTP Network Time Protocol DX 285 BsJ ] B AL

OKC Opportunistic Key Caching WL PEZ AT

DAP847-XXAH F* F-Mit
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PMD Post Mortem Dump HG Ak

PMF Protected Management Frames (rSAR=Sil]

POE Power over Ethernet DA ML H

PPPOE Point-to-Point Protocol over Ethernet DAA I 1 At S i

PVM Primary Virtual Manager TR A

QoS Quality of Service ik %5 Joi &

QSG Quick Start Guide PUENT 4R

RF Radio Frequency gl

RSSI Received Signal Strength Indicator W E S mEE RS

RTS Request To Send TR KIE

SNMP Simple Network Management Protocol 1] L R 28 5 T L

SSID Service Set Identifier ARG EEAR A

SVM Secondary Virtual Manager: The second IREEVE S, EEP A
highest priority in the cluster. When the EAE . 24 PVM BT & MR ek
PVM is inoperable to respond due to an W B Em  E, SVM K E 22N
unexpeqted error or issues, the SVM will PVM [ ..
automatically upgrade to act as the PVYM

TCP Transmission Control Protocol e G HINTIS)e

TLS Transport Layer Security B B2 4 il

UDP User Datagram Protocol BRI

VLAN Virtual Local Area Network JE UL 4k oY

WBM Web Based Management HF Web 18

WIDS Wireless Intrusion Detection System TN R S5

WIPS Wireless Intrusion Prevention System THRNE i R4

WLAN Wireless Local Area Network TIo 2 53

WMM Wi-Fi Multimedia (WMM) Wi-Fi £ 4k

WPA Wi-Fi Protected Access Wi-Fi fR3 4\

WPA2 Wi-Fi Protected Access 2 Wi-Fi RN 2

uuID Universally Unique Identifier I8 FH ME— AR AT

184 DAP847-XXAH F* it
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WA AR, FEEE R4 Hirschmann IT4 44 i 5k Belden.
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