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Ao & 1 AHFISEHFID A DAPBAT-XXAZ A BEWS AL R — A, A DAP847-XXA
DAPBXX R FIHAEHS Ak — N ERE . IS DAP1 A5 FIMACHLHE X /41 e ik %
Primary Virtual Management ( PVM ) #l Secondary Virtual Management
(SVM)

PVMELSVM e 25BN 4 -

> RIEDAPIIH SR h Sk — MU Em IR & 1EAPYM. —fi%
ZDAP640/DAP645/DAP646/DAP647/DAP8AT-XXA ML KT
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> EEAMFREHEIDAPY, B HE=EMACHINEFDAP L APVM,
HA % S MACHIIE FIDAPE # L NSVM.

> R EAE E K KIDAP I ADAPER:, BB EEPVMA . #Hln,
DAP847 it A\ DAP6204E #f J5 ¥ i N PVM, Z i i PVM K 4% S SVM B,
DAPEEREH IR 01« BENEEREAS AT ARC B — M BLIPHbIE, ZIPHubE
SRR PVMIE 24 B — A e HLI IP AL

> UPVMIA H B A R BRI B B @ (i, S R T E PVM
Rl 2 AME L B T Vs AT, SVMik &2 EH BT NPVM,. X AE
PRUEE R E HZ MRS IT R, A2 FHDAP8AT-XXARN. %
DL T B e 2k FH P AR 45

— NDAP8AT-XXAEE T 1 215255 DAP8AT-X XAV 4%, HEHF I 2R K4 BE% 1 {5
DAP847-XXAT B IRE 1 5e i i & . — BB E M ShE 75— 1 DAP847-
XXABE#, EFR—ANZEME AR “LEID” 1 EDAP8AT-XXAE & ¥4
H SN EEREH MPVMER AL B 15 E,  IX AR (R BN TCER N S8 1E T 1434 PN 5¢ ik
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1 DAP847-XXA 1f) LED A&bF “ZRtaNiR” IRIASH, Kol UL HRe &
B —/NFE2.4 GHz{EiE F4& N “mywifi-xx:xxx” ] SSID (xx:xx &= DAP847-XXA
MAC k&5 2 715D .
M B A R BRBXANSSID 5, fHr] PLE L ERA URL K177 n| DAP847-XXA
FIWeb % #E 71 1] :
» http://find.dap.com:8080
» https://find.dap.com
BRI P& E (HP 48 “Administrator” , 2454 “admin” ) , &7]
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Firewall
Router %
Radius Server DHCP Server FTP/TFTP/SFTP Server
Syslog Server
POE Switch

AP Cluster

N

39 8

E1: psthiiE

DAP847-XXAH /' T
A 1.0 12/2023

15



3.2 GEHR

B 1284 AR a0 T

> EREA3NDAP8AT-XXA, #iiERF|— & X FFIEEE 802.3athr{EJPOEAY
¥ b, FrADAP84T7-XXAH & T [F—/~VLAN.

> POEZZHML FATHERBIIZ 0B, HHAS, X H 28 WDAP8AT-XXAM L4 %
J i 2% PA % i B & i B it Dynamic Host Configuration Protocol
(DHCP) %

> %ﬁiqﬂﬁﬁpvmﬁ DAP8AT7-XXARIE AN 5. TC & 1 [F 2 DL 2 b
BRIFEZ; [FR, XFPortaff Hips:, PVMLZE—/~A & ¥portal iz
%%%o
7£5150-5250 MHzE IS, R R EE WiE, BIELERANKEEMW. KE
A ERHLAN . BAMEEMI AR . WRIAEEIMER, DAP8AT-XXAAREEH: 2 [4]
ERE . NBEFZE SN F e Rt ek [ e =4k F . AR AES170-
5250 MHzEE N A H E ANLR LG (UAS)

7£5250-5350 MHzBEB NAE R, R AavrE = NElE, AN . SRTES
B KEM N 23, AR EEI/MER .

3.2.1 &EBHDAPKISSIDs
L34 DAPHEL & 1 F3/NSSID:

B My-wifi-test

R — ML PR NI SSID, 2 H 7 S BT PRI 2 AR
5t Pl BEM LS NP LS, AT DATEAS fy B R0 I v AN EE
oL N RIEA N 2 R

B My-wifi-portal

XAERCE T portabMIERISSID, AV HEHE, EE A TS, g, W
Y SE A BT, NV IR AR B I B BE N o T a8 1T 1% $2 2 portal
SSID, Vi —ANE I, RJER AV AR E RS, CAIRECHE B
MR . portal WLANIE AT LA TNV N &5, NI SRITHI% . S EAEE
Bt N R A 2 4 ) HL RN

B My-wifi-1x
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I WLAN# FJIEEE 802.1xiAiE 7 X A ® & T Az 4 A B a] LL{#E ] SSID
“My-wifi-1x” o F 7 AR AR N ERAIUS R 528 4 . FH - 75 24 A H
J 42 R0 R B AR AIE S A BRI R BIWLAN . %A GIE 5 S RT AP SSID B
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322 HEMRSA

R 15, HEE RIS 4
» RADIUS Server: JIFIEEE 802.1xiAiE, 7] LLJE— Windows Server
& — 6 HERAHRADUIS server.,
» Syslog Server: fENIZRERGHERSAR, HTHILEEDAP847-XXA
AR ARG HE, HSEE12970 “BlESyslogR 4G HE” .
» TFTP Server: F#H TDAP847-XXAffsnapshot logitE. RTH4% LA
JPost Mortem Dump (PMD) S 4 B £E5% .

» SFTP Server: FEH T DAP847-XXAMHATEF % P o = B
ok (BT NBED .
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H s B e I SSID 15 i) BRIAFURL http:/find.dap.com:8080/ 5%
https://find.dap.com/ B v] LLEBE BRI EC B ) S . AZEH EENEHE
W AS FHDAP8AT-X XA Ui fa] 7 7] DAPEERE R ¥ T 1] J AR U5 i B v 5 52 A A )
ZHIE .

4.1 EIWebP¥Ea517 M DAP847-XXA Cluster Manager

5 NDAP8BAT-XXASZFE3/MN AN A K 5 [F] i [iliDAP847-XXA Cluster Manager,
I PC L Web Y25 U7 M GUI

ZGUIMLHE — N E M) 3, 7] LUHE 5068 5 U 3 00 2% 0 1 58 B AR T WLANC & .

GUIH & #2 fit T Dashboard i #% I fit,  i%Dashboard /& — 4> VA B AL 77 208 7R
DAP8A47-XXARI JCEEFR b W 251 Be E s A1 E 262 F {2 RO AR . B FOVF
FH P DLEW A 7 REREE . A AL 5 DAP8AT-XXA IS ATIR A, MM B 4 s T i
DAP847-XXAN] e HR o

WFEE GUI Dashboard H1iH B A2l WLAN [FIAE G A/, 152 ) SCRY 5530 T 1)
“Dashboard L H #4717 -

4.1.1 PEEZMH

TP BEDAP8AT-XXA, EMLR LT &4 2540 2 -
> H S DAPBAT-X XA £ 1E 4% 228 e L H-F2 8 FE i o
> {RIEFTA [)IDAP8AT-X XA #& LEAH A+ W B H RE W A FLd s (53X #h
FLA T I st 1 B 25 Th g
> Mg Fg Al K DHCP 4523 NDAP847-XXAFITC £k 45 - iy 43 i IP Hb
i 8
> MR FHFIDNS AR5 4%, BERSMRNT U M DAP847-XXAHIURLAE B .

R 200 RI R0, TRATHE IO AR S F T 0 R % (OS) A

BURERS B AR
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Windows 8 Google Chrome 115 J¢ 5 & il A

Windows 10
Windows 11

MAC OS X 10.10

MAC OS X 10.11
2 L: JEGHIERIE R RN as i

Mozilla Firefox 113} 5 =5 fi A

Microsoft Edge 115 % 5 =i i A<

VR I Web) U 2832 N DAP8AT-X XA I 2 5% 3 3| DAP8AT-X X AL
It R R AH R o FRATTER USRI BB e HiE B2 1 5 DAPBAT-X XA 7% 21| X 2% FF
SENHIGEHCE, ARG ER LM DAP8A7-XXAF P EH I E .

4.1.2 DAP847-XXA |PH#shl

A LA AR =05 RIS FEDAP84AT7-X XA 1P :

> BRIIRE T, WRMK A DHCPARS %, DAP8A7-XXAK 21
192.168.1.2541F N H BRI B & E#E bl

» DAP8A7T-XXAS FFFEIHC & — /Mg &S 1IPHAL .

> RN R EEDHCP RS %5, DAP8A7-XXA #: M\DHCP IR 55 25 5h A5 3K
BUPHuAE . fRAT LU /EDHCPH & E OBl & sthht, twfbldid A7
LN ARP R TR A ), o F i@ DEZEN T AEH “ifconfig
br-wan” i3 & EDAPSAT-XXARIPHHE, TLE 2,

support@My-AP:~$ ifconfig br-wan
br-wan Link encap:Ethernet HWaddr 94:AE:E3:FF:C@:70
inet addr:172.16.10.169 Bcast:172.16.10.255 Mask:255.255.255.0
ineté addr: fe80::96ae:e3ff:feff:c070/64 Scope:lLink
UP BROADCAST RUNNING MULTICAST MTU:15@@ Metric:1
RX packets:48239 errors:@ dropped:@ overruns:@ frame:e
TX packets:49865 errors:@ dropped:@ overruns:@ carrier:Q
collisions:@ txqueuelen:100@
RX bytes:6365560 (6.@ MiB) TX bytes:19186865 (18.2 MiB)

support@y-Apr:~$ ]

&2 [EHCLI ZZZDAPSAT-XXAHNP 11

DAP847-XXAH ' T
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4.1.3 TEVIERA TV DAPS84A7-XXAKIWeb GUI

BN BE T, EDAP847 XXAWHTE T —42.4 GHZAELSSID, w]
PUIEN e 2 A\ JFilid Web GUIEHATE BE . f8mT i e B 175 58 i) a6 40 B e
B
O fE gz iilim b3 &R IR 8] —ME2.4 GHZIE — M4 A
“mywifi-xx:xx” BISSID, W& 3R

EE:  “0exx” EPVM MACH:HE [ & 5 A1

N

mywifi-02:EQ

N

mywifi-2A:A0

mywifi-2B:00

N

(7

mywifi-C7:A0

portal-8547-5

z Portal-DAC

Network & Internet settings

Change settings, such as making a connection metered.

7 2P «»
Mobile
Wi-Fi Airplane mode hotspot

B3 EEFEAAISSID

O il httpEkhttps ) 77 20 & F AP Cluster Manager, H) IRZS R & &SN
“admin”

> JEThttpE R, #iAhttp://find.dap.com:8080/. DAP847-XXA P&
172.16.102.109, Z*% K 4.

DAP847-XXAH /' T
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@ AP Cluster Manager x +

< C [6 http://find.dap.com:8080/ ] o s :

HIRSCHMANNIT  Ap Clyster Manager

Kl 4: HTTP &4

> iEithttps® %, HiAhttps://find.dap.com. DAP847-XXC IPHl &

172.16.102.109, &*# K 5.

@ AP Cluster Manager x +

&« C I@ https://find.dap.com I o s :

HIRSCHMANNIT  Ap cjyster Manager

&5: HTTPS &4%

HRE: NRIEDAPSAT-XXAFI W U 8% 2 (8] 3E4T 5 22 & 1dEfE, @idhttpsii
RE R B BT . B EMDAP8AT-XXA F# CAMRIET, Jf
B 22 BB R A T . IE P2 R KA RGN G H AT R . ES
%K 6,

DAP847-XXAF] /' it
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Https Setting Window

[1.Down|oad and Install Certificate l

2.Go to HTTPS page for login
K6: THIFZHEUETS

WMREME A THKPDNSIR S %, WU AHEH T TE —6&
DAP847-XXAIIPH: 1 & [ih ZIDAP8A7-XXALRE . 11 5 Ad FH IEPVMi% 4% 11
IPHhE &L, W< A shEki RPVM &R i, iE3%K 7.

Bl :
> http://172.16.10.169:8080 (172.16.10.169/ZDAP847-XXAIPHHH)
> https://172.16.10.169 (172.16.10.169&DAP8A7-XXA[fIP k)

@ AP Cluster Manager x -+

& & [6 http://172.16.10.169:8080 ] o2 :

["7_'!2321'““"” IT AP Cluster Manager

i X Administrator

KT [E/P I &

0 SR A N S 38 DAP8AT-XXA Y | (1 IPHikik, W LLfE H fr 24T ifconfig
br-wan A DAP8A7-XXAfE FH [ IPHhtE, WEE207 [ “DAP847-XXA IP
Hidik”

DAP847-XXAH /' T
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https://172.16.10.169/

4.2 {EFDAPS847-XXA# B &

H I BGA B Administrator ik 7 5 B, HTARLERINVEISOY “admin” o FIRCE
BlifF s Re 2l e B AR S A AR R BC o

HIRSCH MANN IT AP Cluster Manager

A BELDEN ERAND

I

j § Administrator v

B e Default Password ‘admin’

Login by https

/A18: LIAdministrator &%/

DAP847-XXAM J* F- it
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4.2.1 DAPHIWITAILECE
F W% B W) T 1020 R 52 i DAP IV UG AL L & -
[ L& FEDAP8AT-XXAN T AERL .

> SR WA E MRS A R, ERR AR
o IWERFE ik 28 Hi ok — &5 DAP8BAT-XXALE Ay g U4 il 5

» DACHER: DAP84A7-XXAK % W LI DACHE B F &3t T4EpEH, i
DAC 52 B FE B AR IS ) R R, & T DACHEE R E4{E B 155 % DACH )
Tl

Setup Wizard

Please select management mode of the AP:

@ Cluster ODpAc

K9 HFELEPZ

[ DAP847-XXA Cluster Manager¥iid! 11 [f

Setup Wizard

Welcome to the AP Cluster Manager

—-The AP Cluster Management System

/& 10: DAP847-XXA Cluster Manager ¥4 7 ]

[ & administrator ) & i 256 ,

DAP847-XXAH ' T/ 25
A 1.0 12/2023


https://catalog.belden.com/
https://catalog.belden.com/

Setup Wizard

Step 1/3  Change your administrator password

Password:

Confirm:

B EXREH I #Y

[ #%&# “Country/Region” #1 “Time Zone” .

Setup Wizard

Step 2/3 Choose your Country or Region

Country/Region: Albania - AL 7

Time Zone: (UTC-12:00)International-Date-Line: v

/& 12: ## Country/Region #/ Time Zone

O & —MNHFWLAN, % 531008 “WLANTLH”

o

ER: QEHSSIDE, BIAAZA “mywifi-xxcxx” HISSIDARG 24 Mlks -

26
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Setup Wizard

Step 3/3 Create New WLAN

WLAN Name:

My-wifi-test
Band: 2.4GHz @ 5GHz
Security Level: Personal v
Key Management: Both (WPA2 & WPA) v
PMF: Disabled |
Password Format: 8-63 chars v
Password: .
Confirm:

........

E713. BIZE—1#HI WLAN

FESE R B S5, DAP8AT-XXAZ: [ 55 # Ji 3 - U1 B35 10 TAE 2045
LI N S

The setup wizard has completed. You can create more WLANs and perform other
configurations in main page.

Since you have switched the AP's operating mode, the device is restarting, when the
device is restarted, Please connect to the WLAN My-wifi-test.

and login to the main page with your new administrator password.

[E] 14 : DAP8AT-XXA G E T HE R

MMDAPSAT-XXAE R8N, BN EERHISSID . ] U F B i &
5%, HARIE T EAk e s A T RE I B . 4 E B Web GUIG, O H 22k
INSSIDE MRS, FHiISSID R RAEWLAN T

DAP847-XXAH /' T
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HIRSCHMANN IT

AP Cluster : ! o = -
A BELDEN B5AND : Administrator | &5 | 30s v =
Q WLAN Enable: 3 Disabl Q AP Working:3 Down:0 Jo. Monitoring Cluster: My-Demo-
WLAN Na... Status Clients Primary ... Status Clie...
ORX @7X @ Wireless Clent
i 1 ¢ AP-FE:AD Working 0 1 10
¢ AP-EC:20 Working 0
9 AP-87:30 Working 1
0.8 5
e
[ — Brrmmmm—
19:47:32 19:47:42 19:47:32 19:47:42
Throughput{Mops) Wireless Client
£ Clients  For Cluster: My-De... Total:1
10 10,
Name P MAC WLAN Auth 8 g
MI8-219365 192.168.4.24/f . 94:87:e0:2f:84:2b  My-wifi-PSK PSK_WPA2 o sy
4 4
2 1 2 5 1
0 0
2 24GHz 5GHz 4 Sest Good Far
Wireless Client Distnbution Wireless Clent Heath

System

Wireless

Access

10T

KI15: HFEHDAPSAT-XXA Cluster Manager

28 DAP847-XXAF] /' it
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5 DAP847-XXA Cluster Manager S+

FEAR B T F A T DAP847-XXA Web Ul ffjDashboard PL 3 &> g i fic &
T . RTEANEREANBSFELEE, 15SE X R RN
AT EEAS W AA:
» Dashboard 7i [ & /1

WLAN T [
AP T

Clients 7 i

Monitoring T fii

System 7 [
Wireless T [fij
Access 7 [fii

DAP847-XXAKH 15 B

vVvvyvVvvVvyYVYyYyvVvyyYy

DAP847-XXAH ' T/ 29
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5.1 Dashboard T faifr

DAPS847-XXAL T —/Dashboard 71 [, FRE/RM4ETHZITIRSHE EE S .

HIRSCHMANN IT

AP Cluster : m w52 an -
A BELDEN BRAND . e ator | & | 30s v =
£ WLAN  Enable: 3 Disabl £ AP Working:3 Down:0 Jo Monitoring Cluster: My-Demo-.
WLAN Na... Status Clients Primary ... Status Clie...
ORX @7X @ Wireless Client
My-wifi-PSK @( R 1 ¢ AP-FE:AQ Working 0 1 10
My-wifi-Portal m » 0 ¢ AP-EC:20 Working 0
My-wifi-1x ﬁ 5 0 ¢ AP-87:30 Working 1
5
] — 0 S =y
19:47:32 19:47:42 19:47:32 19:47:42
Throughput{Mops) Wireless Client
¢ Clients  For Cluster: My-De... Total:1 » -
Name P MAC WLAN Auth g g
MI8-219365 192.168.4.24/f . 94:87:e0:2f:84:2b  My-wifi-PSK PSK_WPA2 B B

1 1

S
20 &b O @ ¢

ol 0 ol 0 0
24GHz 5GHz Sest Good Far
Wireless Client Distnbution Wireless Client Healtn

Wireless

Access

@ 10T

[E 16 - DAP84T-XXA £HE

Wl 168, FETE T, A DUE BIERHE S a5 RGErZ A ULl
B

Dashboard 7 [fii 7 JWLAN. AP. Monitoring. Clients. System. Wireless.
AccessMIOTEE JLANT U, v UA i &84 T & & PR S S .

DAP847-XXAF] /' it
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5.2 WLANRTH

WLAN T AL 7 5 WLANAH SRR A& Wi (5 B ARS8 821 . WLAN T A W
i, FEABAAWLANG BB, HHWLANITTH P AWLANPAC & U

'ﬂ' WLAN Enable: 3 Disable: 0

WLAN Mame Status Clients
My-wifi-Pek
Mhy-wifi-Portal
My-wifi- 1

New

B 17 : WLAN & /i1

REESHHIR IR -
e Ejiip)
WLAN Name WLANZFR, BISSIDZFR, H10-9. a-zEliHAh= 45 i 4k .

FriH WLAN PR 2

Joff =5 =42
Status o RN IZWLANA 5 H -
G . HRIZWLANC S H

Clients ZWLAN &R EE A 5.
New HEANWLANG! 7T T -

DAP847-XXAH /' T
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WLAN Configuration

‘

WLAN Name Status Security Captive Portal Operate WMM Information
Level
My-wifi-test Enable Personal Disable s X
VMM Edit
My-wifi-Portal Enable Open Enable " A Uplink DSCP Downlink DSCP
VMM
My-wifi-1x Enable Enterprise Disable s X Background Background:
VMM Best Effort: Best Effort:
Video: Video:
Voice: Voice:
Uplink 802.1P Downlink 802.1P
Background: Backaround:
Best Effort: Best Effort:
Video: Video:
Voice: Volce:
=
/&/18: WLAN Configuration 7 /&7
A} M2, H- Y]
RSN IR R -
5 i:13%)
WLAN Name WLANZFK, BISSIDA#FR, FHO-9. a-zEH A 74 5 4Lk
FRIRWLANFRRES :
Status » “Enable” : FIRIZWLANLJHH.

» “Disable” : F£/RIZWLANK)S H .

RARWLAN Z A 255), %2 0822 4000 BRI, 7350 4

Security Level Enterprise>Personal>Open.

FKINIZWLANE 571 /5 1 Portal S 173 5 iF :
Captive Portal » “Enable” : FI/RZWLANJSH T Portal &3 5GAIE
» “Disable” : F/NiZWLANK i il Portal & 4 5&10F .

fic B #EWLAN, 45 “Modifying your WLAN” . “Deleting your WLAN”

Operate 1 “Modifying Wi-Fi Multimedia (WMM)”
Create B — A WLAN

VERE: AT FRRA RS AR S OWLAN O

£ WLAN Enable: 3 Disable: 0

DAP847-XXAM J* F- it
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5.3 APHMH

AP T 15 T DAP8A7T-XXA R AE B, SIEMACHLEA TARIRASEE, AP
AWM, HRITAPTUHFREAE, 7T MR AT 2]AP Configurationfsi = .

Working:3 Down:0 Joining:0

Primary Name Status Clients

¢  AP-FE:AD Working 0
¢ AP-87:30 Working 0
¢ AP-EC:20 Working 0
A/19: AP T jf7
KEESHA R T
SH E:5%)

. i 7RDAP8AT-XXAKI LR, BRI X NAP-XX:XX, H XX XX AP MAC i J& Wi %
Primary Name e

Mo

HIRDAPSAT-XXAHERER A :

»Working: #/RiZDAP84A7-XXACEREFIPVM, TAEIEH .
Status »Down: Fi%DAPSAT-XXA T I 5 Sk 5z .
»Joining: F/NiZDAPSA7-XXAIEFEMNERE

Clients RRZWLAN R IER I L R .

ER: AP IR Bon T REAMRE T APEE .

Working:3 Down:0 Joining:0

DAP847-XXAH ' T/ 33
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AP Configuration

‘

Primary Name P

172.16.10.107
172.16.10.235

AP-06:AD
AP-05:E0 172.16.10.105
AP-01:AQ 172.16.10.108

Neighboring Cluster

Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC

Firmware Operate

PVM

4.1.6.13 ®cig Oreboot

S5VM
4.1.6.13 @t Oreboot
MEMBER
4.1.6.13 ®ciz Oreboot

Joining

Pending

&/ 20. AP Configuration ZG/&

RS BAR U F -

Model

DAP847-A

DAP847-A

DAP347-A

AP Name:
MAC:

Location:
Status:

Role in Cluster:
Serial Number:
Model:
Firmware:
Upgrade Time:

Upgrade Flag:

IP Mode:

IP:

Netmask:
Default gateway:

DNS:

AP Mode:

Detailed Information

AP-01:AD Edit
30:CB:36:03:01:A0
94:24:e1:55:89:3d1/1/11
Working  Kick Off
Member Update to PVM
H233600001

DAP847-A

4.1.6.13

Tue Nov 28 22:21:34 2023

successfully.

DHCP Edit
172.16.10.108
255.255.255.0
172.16.10.1

215.141.136.10

Cluster Edit

2¥

iR

Primary Name

DAP847-XXA%HF »

IP DAP8AT7-XXARIPH4E o
Firmware DAP8A7-XXANKARRAR o
DAP847-XXAH P Flm] L A
Operate cfg: BEIZDAPSAT-XXAN VELHL & 15 K.
reboot: HJ5i1%DAP847-XXA.
Model DAP847-XXAH I 5,
PVM FKINZDAPBAT-XXALELEREH ZPVM.
SVM FIR1ZDAPBAT-XXALELEREH ESVM.
MEMBER F TN 1ZDAP8AT-XXATE M A2 e Bl 51
Joining 4bFJoining R7s T ) DAP8AT-XXA, 5B REMNEERE
Pending ibTPendingR A T (IDAP8AT-XXA, FEE T A REMNEERE .

Neighboring Cluster

HAENFLEREIDFHATDAP8AT-XXALER .

34
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2%

iR

Reboot All AP

SR T DAP8AT-X XA £ .

Clear All Configuration

RERITARCE, M sk ) BE.

Backup All Configuration

HAYDAPEREECE, — 4%~ “pub-config.tar” (KL E /K4 Tk
A FE L.

Restore All Configuration

VKR Z A2 An FOBC B OO, TEE R4 0y “pub-
config.tar” .

Upgrade All Firmware

R T (FIDAP8AT-X XA & FF [ 4 .

Convert To DAC

FDAP8AT-XXAH M TIEM A VI BIDAC LA, —HPIT %4
1E, DAP8AT-XXA¥i < 5 HyEM BIDACH, HDACHEHEH,

Management Server: DACH]IPHL,

Detailed Information

T DAP8AT-X XA PELAE B

AP Name: i%ZDAP847-XXAM] 4 Fx

MAC: 1% DAP847-XXAMIMACH: 1

Location: i%ZDAP847-XXAMIN & 15 B

Status: ZDAP847-XXAFIRZAS

Role in Cluster: B fTiEDAP847-X XA i {f
Serial Number: i%DAP847-XXAKIF45 (SN) .
Model: iZDAP847-XXA il =

Firmware: i%DAPS847-XXA M [H 1 iz A

Upgrade Time: i%DAP847-XXA L/ Ft2 ]
Upgrade Flag: i%DAP847-XXA LIk T+ fl4k

IP Mode: i%DAP847-XXAFRELIPHE )77 =,

IP: i%ZDAP847-XXAH]IPH:E

Netmask: 1ZDAP847-XXA]IPvAH ik [ 2% 5
Default gateway: i%DAP847-XXA]ERIA M &
DNS: DNSHR%: 2%

VYVVVVVVVVVYVYYVYYVYY

Kick Off

ERET IR TS E DAP8AT-XXA, % WNERE TG, BaEN
“Joining” IRAS, HEIFEHE AW EEINAZER.

Update to PVM

FEFE A ISVMAY 51 % £ 1] L2 N PVM.

AP Mode

> Cluster: DAPFAERAT TR,
> DAC: H#iIDACTEETEHDAP. N7 KDAP847-XXAN]
#E 30 ONDACHE U, 7 B4R E DACHTIPHE o

DAP847-XXAH /' T
A 1.0 12/2023
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5.4 ClientsTAH

Clients TUI 7~ | A FNERZE I M wmfs . HWLANTUI —FF, %) i DU A P
P o A AN i PR S SR L. iy “Clients” TUIH AR, RTEA
MIEAR AN B i P (5 2

£ Clients For Cluster: AP-Cluster Total:3
Name IP MAC WLAN Auth
MS-KAWGSNR... 192.168.8.53/fe...  00:15:00:65:4a:70 My-wifi-test PSK_WPA2
Lakers0326 192.168.8.33/24... ¢0:3c¢:59:70:3d:c5 My-wifi-test PSK_WPA2
iPhone-2 192.168.8.4/240... dc:0c:5¢c:dd:59:¢c9 My-wifi-test PSK_WPA2

[E/21. Clients g - EAXE

RS HAR U -

2% g
B IERN ) WE S

For Cluster: [Cluster Name]

For WLAN: [WLAN Name]

F T 48 EWLANG T 2% i {5 S

For AP: [AP_MAC]

HT 48 52 IDAP8AT-XXALE T % F i {2

P A ENA . TR A BRI i, % AR

Name BORTEZ T B . R TAME - 4 8 3 0% 7 i m'JiszjﬂéﬁL%
MR TCVEIRIENLA, MiZName 7B g B N

IP 2 IPHLbE, EARIPvABIERIIPVEL .

MAC % 7 i FOMACHiL A o

WLAN B i T 2 OWLAN K o

Auth i NIESE AL . OPEN. Portal (Captive portal). PSK

(Personal)#%802.1x (Enterprise).

fE “Clients Information” T, EFIF SR mE H “x” $%4, 7L
Wr T2 P ity 5 DAP8AT-XXAM 2k &z, Wik #H Sd “&” %4, WESWITE

36
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J i B R 125 i I B B A AR

Clients Information

Name P

Lakers0326

iPhone-2

MS-KAWGSNR... 192.168.8.53/fe80

MAC WLAN Access Point

00:15:00:65:4a:70 My-wifi-test AP-C0:70
192.168.8.33/240... 0:3¢:59:70:3d:c5 My-wifi-test AP-C0:70
192.168.8.4/2409:... dc:0c:5¢:dd:59:c9 My-wifi-test AP-C0:70

X

B = &b

Name:

IPv4:

1Pv6:

MAC:

WLAN:

Access Point:
AP Name:
Auth:

Attached Band:
Online Time!
RSSI:

Working Mode:
PHY Rx rate:
PHY Tx rate

Rx rate:

Client Detail
MS-KAWGSNRXDIDC
192.168.8.53
fe80::285f:5¢03:3110:2427
00:15:00:65:4a:70
My-wifi-test

AP-C0:70 (94:ae:e3:ff:c0:70)
AP-C0:70

PSK_WPA2

56

355

47dBm

11NA_HT40

300.00Mbps

300.00Mbps

0.00Mbps

/&1 22 : Clients information 77 /&7

B Client Information 23RN T :

SH

iR

Name B 4

IP & 1Pk o
MAC % Pt fIMACHE L o
WLAN P i i ORI B WLAN

Access Point

& 7 i AT G HR (I DAPBAT-X XA % 24 K

x

W% 7 i O O

i

[

W 250 7 i DR B2 K 1% i N B SR A2 B R rh, AR P e A I N B BE 4 |
%, AT Ll7EAccess>Blocklist & Allowlist T [ P 4T 25 & FIE K

DAP847-XXAH /' T

A 1.0 12/2023
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Name:

IPv4:

1Pv6:

MAC:

WLAN:
Access Point:
AP Name:
Auth:

Attached Band:

Online Time:

RSSI:

Working Mode:

PHY Rx rate:
PHY Tx rate:
Rx rate:

Tx rate:
Download:
Upload:
Device Type:
0S Type:

Rx Error:

Tx Retry:

Client Detail
iPhone-2
172.16.10.109

feB80::84e:1082:bc25:1a14
dc:0c:5¢:dd:59:¢9

My-wifi-test

AP-06:A0 (30:cb:36:03:06:a0)

AP-06:A0
PSK_WPA3
5G

/m33s
-78dBm
11AC_VHT20
130.00Mbps
144.40Mbps
0.00Mbps
0.00Mbps
43MB

3MB

Mobile

05

0

0

Roaming History

/&123: Client Detail 77 /4]

B Client Detail 2R T:

SH i

Name % Ui 44 FR o

IPv4 i IPvAtbblk
IPV6 & P IPve bl .
MAC Bt MACHHE o
WLAN % 7 i T ORI ()WL AN o

Access Point

P T R (IDAP8AT-X XA £ 4 7k (MACHLHE)

AP Name i T I [ DAP8AT -X XA 45 44 FK
Auth B S SRR A5 Open. Portal (Captive Portal) . PSK
(Personal) . 802.1x (Enterprise) -
s DAP84T7-XXAH] F* Fiit
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¥ iR

Attached Band &P uEE S E S, 2.4 GHzE(5 GHz.

Online Time B TR K

RSSI % S SR (RSSD , YU FEIH0~99.,

Working Mode % i o2 A

PHY Rx rate B )RR E R CE R, B4 IMbps.

PHY Tx rate B R R IEE R, HA NMbps.

Rx rate P ) I 2 R R SOR 22, 547 IMbps .

Tx rate 5 Y 2 SRR OE 2, B yMbps.

Download & i B — UCGEFER BT R E R

Upload & i B — UCGEHER BT EAR R E

Device type g abrrliahs & it

0S Type &I AR R

Rx Error FoR B P A I RIS B A R BRI B, X AR R B L T e B TR E S S 0
[ NUNGEEES
FORK ORI E IR AR B, BB AR R E R ORI R, AR T

Tx Retry T P05 S5 IR WiE BA O S in .

Roaming History

IR v /E SSID/AP/Band 2 B g I I SAAE R, % AT LR35 il %, 4%
SRS HH T 4.

Connection Session: x5 TGLL M 28 ST 46 2 ff R SR H I [8] . I8 7l e th 2>
43 AT {ESession .,

BTSSR T (R SRR, BB 2 iR AL T8 i ) S5 B TIET
OfflineRE RN ZIEHLEC AL K. OnlinelR&SF RiZ H T TELIRE .

DAP847-XXAH /' T
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5.5 Monitoring [

“Monitoring” TUH F EEoR T I ML I R, ALHE JC 2R 9 245 it 5 Fl & P
RSP FRTHE S . W SR 74N T HMEIES T, oaleikTHER. &
TFWLAN. F-TAPFIE T2 7 i A B8

BRIIRES T B2 AR THEN BRG]
B 7F WLAN Tk — WLAN, 113#41% WLAN (53R 4i11
B 7E AP TH FEEE— DAP847-XXA, V#tyi%Z DAP847-XXA IR 41t

W 7t Client JUR &£ A% i, YI#Oyi% Client FEE Sivt

BRI SL R, “Monitoring ™ BT FRIET & 393040, IRl LA E N60F0 5120
L

DAPS847-XXAH /- Tt
A 1.0 12/2023
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5.5.1 ETFTEHRKEE

Monitoring Cluster: My-Demo-Cluster

]
23:40:57

L= T - L

ORX BTX @ Wireless Client

10
5

A1

v
L]
235540 00:13:47 23:40:57 235640 00:13:47
Throughput{Mbps) Wireless Client
10
8
51
4
2 5 2
2.4GHz 5GHz Best Good Fair
Wireless Client Distribution Wireless Client Health

/& 24 : Cluster Monitoring /7 /7

RS HAR R -

SH iR
RX FRGERE T A DAP8AT-XXAR IR A i % (k&) , B4 AMbps.
TX FONERE BT DAPBAT-XXAN P4 & A R (FirkiE) , A7 NMbps.

Wireless Client

FORERRE P T JO A i S L

Wireless Client

RN 2 B DAPBAT-XXAGERE 1 o £ 7 /7 i Jir Je& BB B o A, LA Rk AE 2.4

Distribution GHZHREL 1172 3 B RIEEAED GHZIE %/
N 2 70 i 2 2 R Sk VP A 22 1 3 AT DAPBAT7-XXAZ [ [ JC 48 55 B S 5, 4 A LA
T =N

Wireless »Best: {3 Sl FERIE3010% FlEcE (5 .

Client Health

»Good: 155 RELELISRI30Z R i & .
»Fair: 55 mE/NT15 () KE T HE.

DAP847-XXAH /' T

A 1.0 12/2023
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552 FETFWLANK KR

Monitoring WLAN: My-wifi-test

®RrX @®TX @ wireless Client
1 10
0.5 5
/| ——— 0 /
21:52:13 21:52:20 21:52:23 21:52:13 21:52:20 21:52:23
Throughput(Mbps) Wireless Client
10 10
8 8
6 6
4 4
2 2 2 2
2 4GHz 5GHz Best Good Fair
Wireless Client Distribution Wireless Client Health

/& 25: WLAN Monitoring 74 /&7

RESHHRIB IR -

221 iR
RX FIRIZWLAN N PP R & (k&) , B4 AMbps.
X FRZWLAN NP RIE IR E SR (k&) , A7 AMbps.

Wireless Client | £ /R1ZWLAN T FTE 287 P o (1) s 50

Wireless Client | R~ FHZWLANFTC 265 7 it T I8 AL 73 A, A3 RBEAE2.4 GHZIB 2 P i 44
Distribution B SCHRAES GHZAMEL )& i A & o

TEIZWLAN'T, 4% 825 7 i IS 5 53 B SR PP AL 25 7 diig AT DAP847-X XA 2 1] 1) Tt 28 % 4% it
&=, NPT =N

Wireless Client | ygast. (22 i it 3000 % S ik (5 .

Health . o o
»Good: 155 mELELI5HI30 2[R % 7 ik & .
»Fair: 25 5RE/NT15 (&) MBI EE.
" DAP847-XXAF] /' it
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5.5.3 ETAPKMKH#E

Monitoring AP:AP-C0:70

®RX OTX @ wireless Client
1 10
0.5 5
0 0 //
21:52:38 21:52:45 21:52:48 21:52:38 21:52:45 21:52:48
Throughput{(Mbps) Wireless Client
10 10
8 8
6 6
4 4
2 - 2 <
| I I o
2 4GHz 5GHz Best Good Fair
Wireless Client Distribution Wireless Client Health
/& 26: AP Monitoring 77 /7
KESHAR T
¥ Ei:3%)
RX TR ZAPHIEI B R (FFk®) , HAIMbps.
TX FRREZAPHIFE ROE R E . (it gD , $47°AMbps.

Wireless Client RIRZAP T T oL & P i ) S 40

Wireless Client FORIEFFZDAP8AT-XXA T TR & 7 ity F Jg (A B K 40 A, ELFERIRTE2.4 GHZA

Distribution B ) S BORA SR IBES GHZIUER 0% i 8O
(ET, IR P S IR R V(5% 3 IDAP Il AR R B, 59 UL
AN

Wireless Client N . R
Health FBeSt: E%gﬁ}gﬁﬂ?@%%)jﬁﬁﬁi (é’l\) o
»Good: {55 HEEFEL5FI30:2 7] (17 7 v A o
>Fair: 55 5E/NT15 (%) K% HE.

DAP847-XXAH /' T
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5.5.4 ETEP KGR

Monitoring Client: dc:0c:5¢:dd:59:c9
ORX @TX ®RsSI
1 0
- - 2 20
0.5 / -
/ -40
0 -53
21:55:02 21:55:20 21:55:45 21:55:02 21:55:20 21:55:45
Throughput(Mbps) RSSI(dBm)
ORX @TX
866.7
600
400
200| /.
0
21:55:02 21:55:20 21:55:45
PHY RX/TX(Mbps)
/& 27 : Client Monitoring 7 /7
KEEZHFHIAR T
25 Eiip
RX B ) M 4 E R OR R, B4 Mbps.
X B 4 )2 RIS, B AMbps.
RSSI B i SE T RE
PHY RX B P S oE R, A 9Mbps.
PHY TX B i AR 2 R G TR, $ IMbps.
1 DAP8A7-XXAH /' Tt
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5.6 System®H

System U HEL & U N =AW ER: General. System TimefISyslog & SNMP.
R SystemPIVEA N PIESHH120 001 “RAEEH”

GJ System A,
£ General System Time Syslog & SNMP
Cluster ID: 301 Date and Time: Tue Jan 11 2022 09:19:51 p Syslog SNMP
Cluster Name: My-Cluster Daylight-Saving Time: . off Title Level Source
= o 5 s’
Cluster Location: My_Location Tinoe Zone: (UTE+08:00Wiala DNS servers are unreach... CRIT  172,16.,10,169
Lumpur,Singapore
Cluster Manage IP: 172.16.10.234 NTP Server List: DNS servers are unreach... CRIT  172.16.10.169
DNS h.. CRIT 172.16.10.169
Cluster Manage Netmask: 255.255.255.0 il do:dfliia
DNS servers are unreach... CRIT  172,16,10,169
User - Viewer: Disabled
User - GuestOperator: Disabled
Certificate - Web Server: default Log Level:
NTP Server: Ap-Debug: Notice v

System: Error W

/& 28: System 7 /]

DAP847-XXAH /' T
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5.7 WirelessTH

Wireless 70 [ & 41 F 3 W & kB : Radio Frequency (RF). wiDS/wIPS Fi
Performance Optimization, 4 J<WirelessVEMNHiES % H136 T “ L&
}E” o

&b Wireless a
£ RF ©2.4GHz (5GHz £+ wIDS/WIPS Performance Optimization
2.4GHz Channel Distribution Rogue Suppress: (I . Background Scanning CX .
Dynamic Blocklist: @l .
Wireless Attack Detection: (@5 . Scanning 0 20  save |
@CH1 ®CHs @CH11 Interval: min sec
Unknown AP ,
Scanning
Duration: 50
@U4AEEIISFEAD B O4AEEIISEC20 50ms
®94AEE3 008730
Interfering AP
Gl 2 Force 5G:0J m
. Load Balance:
Rogue AP ﬂ .
RSSI Threshold:
0 20 %0 50 68
24G: 0 5G:| 0 Save

/&129: Wireless 74/

DAP847-XXAH /' Tt
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5.8 AccessTHH

Access L B F3 NN A IE: Authentication. Blocklist & Allowlistfll

ACL.,
B FAccessHITEA A4,

Ao
£+ Authentication @®pevice oS Blocklist & Allowlist
Device Type Blocklist Allow
MAC Address

00:11:22:33:44:50
00:11:22:33:44:51
00:11:22:33:44:52

Unknown ‘obile

PC 00:11:22:33:44:54

00:11:22:33:44:53

MAC:

/&130: Access /i

DAP847-XXAH /' T
A 1.0 12/2023

+

Access

Multicast

Operate

x

X % B =%

ES 153011 “AccessTL”

A
£ ACL
Source Destination Protocol Action
172.16.102.1/24 :1263 172.16.11.110 :231 UDP REJECT
172.16.101.21 :121 172.16.13.110 :336 TCP REJECT
172.16.107.1/24 :Any  Any :Any TCP ACCEPT

47



5.9 DAPS47-XXAKIEEBREER

A DAP8AT-XXAHAR(Z B, tnAbout, Tools%:, iH#IT#¥d4 EAMK “More”
KREE .

Administrator”.’:) 30s v

@ Help
*8 Tools

1o ® Update

5 & Logout

/&31: DAPBAT-XXAMHE = 1= E

> About: {5 T DAP8AT-XXAM—LLE ARG R, WAL RRAERAF IR
AL EFEMIXEER,

HIRSCHMANN IT

A BELDEN BRAND

Name: AP Cluster Manager

Version: 4.1.6.13

Country/Region: AL

Legal: Copyright © 2023 Belden Singapore Pte Lid.All Rights Reserved.
Hardware Info: DAP847-RWA

[&/32 : About ZHE

DAP847-XXAH F* FIi
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> Help: K RbriREHE B ERER LN, K BxMRRRER, v
T B fas ST R B AR T AN 31

HIRSCHMANN IT

A BELDEN BRAND

AP Cluster : My-Demo-

Cluster - 172.16.10.234

My_Location

£ WLAN Enable: 1 Disable: 0 Working:1 Down:0 Joining:0
WLAN Name Status Clients i Click on each row in AP list to see (@l S313
the itori d client
My-\l\/iﬁ-test @ ) 1 T € monitoring and client

information of this AP in the
corresponding display area, you

can also see the details of each AP
by clicking the title.

New

£+ Clients For Cluster: My-Demo-Clu... Total:1
Name P MAC WLAN Auth
Lakers0326 172.16.10.102/fe80... ¢0:3¢:59:70:3d:c5 My-wifi-test PSK_WPA2

/33, Online help

» Tools: DAP847-XXAH M — AR HMIEHE TR, #4115 E1ES
EHHLTITU “DAP8AT-XXAW MR T H” .

» Update: @IRAMEAFIINRA, W37 RGBT HERE.
» Logout: B YRETHIH &K

DAP847-XXAH /' T
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6 WLANACE

R ERCE — A WI-Fi 2%, BB WLANGE 5 &5 — D ifE, Az EENY
WLAN A SSHE & #efE, w3~ LN 5 H:

B WLAN K R 2
WLANT) % 4= 5 Y
WLANTFE IS ZE 48
&G WLAN (1) it &
HHEEWLAN

WMMHL &

VVyVYVYYVYY

DAP847-XXAH F* FIi
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6.1 BIBWLANKFF TR

R T O EEWLAN, G A=
O ZEWLANFIZEAR T, BPFE T AWLANTLUH, s “New” .

£ WLAN Enable: 1 Disable: 0

WLAN Name Status Clients
My-wifi-test

New

A134: WLAN EAH A

EHH ] “Create New WLAN” T 58 FEWLAN R FC B .

Create New WLAN X

WLAN Name:

My-wifi-PSK
Security Level: Personal v
Key Management: Both (WPA2 & WPA) v
PMF: Disabled =
Password Format: 8-63 chars v
Password: cEeesis
Confirm:

A&/ 35: Create New WLAN 7 /@7

DAP847-XXAH /' T
A 1.0 12/2023
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[0 /EWLAN Configuration i [, i “Create” &4, 754 M UL 5 B
WLANHIACLE .

WLAN Configuration X

WLAN Name Status Security Captive Portal Operate Create New WLAN
Level
My-wifi-test Enable Personal Disable I WLAN Name: My-wifi-PSK (1-32 chars)
WMM

Security Level: Personial R
Key Management: Both (WPA2 &W v
PMF: Disabled v
Password Format: 8-63 chars T
Password: vevesane
Confirm: eesesese
Inactivity Timeout . off
Status:

/&/36: 7£ WLAN Configuration 77 jZ7#£/# WLAN

DAP847-XXAH ' T/t
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6.2 WLANRjZEKE

TEEEREBLIN, DAP8A7T-XXASHFUN T 4 4 A FIWLAN::
» Open
» Portal
» Personal
» Enterprise

6.2.1 Z&RKHOpen
OpenztfY, HIEEnIniksiine, Jodess im0 ZdE DL SR e & .

Create New WLAN X

WLAN Name:

My-wifi-open
Security Level: =
Captive Portal: Y

Advanced

AI37: B/#—7OpenZEZ/WLAN

6.2.2 4P Portal

f£” Create New WLAN” Ui, ACH®E “Security Level ” A Open, ¥
“Captive Portal” #&##HN “Yes” , NI&flE—PortaliAiE 5 NFIWLAN. A
F i ESE iPortal AR J5 A Be U5 In M Z8 BEIR, S5 25157 001 “Portall k" .

DAP847-XXAH /' T
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Create New WLAN X

WLAN Name: My-wifi-portal

Security Level: v
Captive Portal: "'55 No

Advanced

A138: @YE#—1 Portal A iFZEZ/ ) WLAN

HIRSCHMANN IT

A BELDEN BRAND

Please login to the network using your access
code

Access Code:

[ 1 accept the terms of use

Contact a staff member if you are experiencing
difficuity logging in

/&139: Portal &4 7 jh

6.2.3 Z&FKHPersonal

Personal B RIPSKEI, & —MTidL =& HME, S FrStatic WEP. WPA2,
WPA3. WPA2 & WPA. WPA3 & WPA2 FL =, Fidt s g 2 — ittt
FRE BN N B P2 P AEAR 0. FEIX PR, B—ANToZR FH P A8 7 B
NTRSEHE B 0T B S A G AL, AT BB A I E AR 55 5% .

WPA. WPA2. WPA3RH &% s B, R4 Jo 2k 2% W 4 138 1] 256 47 %
BT R AT N, 1% B R H8FI63NASCI T4k . 7EPersonalfiz
N, SCHERAR LR E SR BT 3

" DAP847-XXAH F* FIi
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Create New WLAN X

WLAN Name:

Security Level:

Key Management:

PMF:

Password Format:

My-wifi-PSK

Personal

Static WEP

Static WEP

WPA2 Personal
WPA3 Personal
Both (WPA2 & WPA)

| Both (WPA3 & WPA2)

Password:

Confirm:

A 40: £1/# Personal 2572/ WLAN

» Static WEP: i B AH [A] i) % 300 B & 18 A5 AT In 2 Ffg 2, DRI BB FRR N
Static WEP, Static WEP{ H §# a5 2 S0 N & Jdl 6, 2540 mT LLZ 12841
256K, IR TMKE M R IRFENEE: 5 WPAWPA2/WPA3-
Personal AN[F], Static WEPE AL SS BN FHVE, 25 o wiiifi. Rk,
TE— Y22 o BR A m ) o e 45 v, AN A Static WEPTI .

» WPA2 Personal: ffiHZET 2N A, & TWPA2IIE Ml 4
N, F B T 2 B L VA A HHIEEE 802, 1X5 ik Al 55 #5 i A
HRE R EEM N w5 N2 7oK, WPA2K FH 3124 % 57 in 2 2o
FEANTO 26 285 15 25 A FH 25647 %5 FH 0T X 2% it B 3047 N, 1% % BH 1M 8
FIG3NMASCHFRFH N . Heah, WPAIESZFE “VUkiEF” e, ik
R, 2P I AR N AR IE R B 1A 34T DY IR IR T DARY 55 22 4k

» WPA3 Personal: £WPA2 (WiFi Protected Access version 2) )54t
FRAS, HHWi-Filk 8 20184 & Al . WPA3-Personal X T 5 55 K ) 22 4
e E, i Id . S T — R 22 iAiE T X SAE

(Simultaneous Authentication of Equals) 13 125 5 ) B 43 36 iIF 3 7]
LR 7 it . ML Z BT TKIP (Temporal Key Integrity Protocol)

AIWPA2E I B in %8 5.3, WPA3-Personal 5 X4 A% i, M T3
PE AT i 2 A1

WPA. WPA2., WPA3XH s &% &5 6, A To4 45 418 A
2567 AT I 2 i mE dEAT I, % B R 8 EI63 1N ASCH AT AL A%,
LT, BN TOLE H 7 AR = N\ 05 FC B4 AR R 25 80 A4 e A
X2, %% 500 H 8 EI63 M ASCIFFF A ik -

DAP847-XXAH /' T
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» Both (WPA2 & WPA): [F]I SZHREWPAFIWPA2 P 22 4= it o
» Both (WPA3 & WPA2): [FII SCHFWPA2 FMIWPA3 W 2 4 bRt .

6.2.4 Z4&RAEnterprise

Enterpriseth #XYIEEE 802.1x\iE, ‘&RHEAEIEEE 802. IXI\UEHESE ) —Fif
e R AE A NIEF B - 2 P AT SR IR AE, I AES N
FRAAT R N, DR PO R 2 . At Personal FIAUER K,
Enterprise & A At 7 5 55 K 1 22 A PRI B R TG 3 Z ik I . & SRS R
EAP ( Extensible Authentication Protocols) , & T4l 3L7 Br it Jo 26 M
2RI AT

Enterprisefii= 7 ZRADIUS & 3 1 i iR %5 2L AT BIE. B4R 5 Personal AALL,
XU B R R, HEA TR e, Wl R s Y i
KAV 4% . Enterprise®izt F, S HFWPA. WPA2, WPA3=Fiiz 4 b
B U 7 2K

Create New WLAN X

L Name: My-wifi-enterprise

Security Level: Enterprise <
Key Management: WPA2 Enterprise v
WPA2 Enterprise
PMF: WPA3 Enterprise
Both (WPA2 & WPA)

AuthServer: 172.16.12.113

AuthPort: 1812

AuthSecret:

(LI L 1Y)

,@41} £Y#—1* Enterprise ;‘é‘i”}?WLAN

DAP847-XXAH F* FIi
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» WPA2-Enterprise: WPA2-Enterprise;2WPA2F)—FAiE 7, T E
AT A2z, DL ks ol )2 t, XM, &7 b
AN R 8] 75 B AT W AR T DL S e i e

» WPA3-Enterprise: WPA3-Enterprise &% |1 8T E &% &35 1) 4
W P Mg st i, W&yl . BUR AL S, AT DU A L
WPA2 Enterprise 5 /& 25 il (1) 2 4 1

» WPA3-Enterprise: 7EWPA2-Enterprise ) Al F 360 7 —Fh 55 0 42 4
AR, 44 AWPA3-Enterprise 192bit. %% = fd 19247 () Suite-B
ZeBEM, B TWPA2-Enterprise (112800 KB, HHAK LIS
19217, BE— BEET T SR AR o I R R A S5 4 B A X R
WAEA BRI L& B )17 M BGEEE I T B, M2 - 1R = 4 )
Ry
T EiRRI19247 N ThEE 2 4b, WPA3-Enterpriseid HA Ho At s 4 4
PERERRE R BN 7EdRE T R A 7 WPS2 (Wi-Fi Protected Setup
version 2) R, XE1FEA S 2 EUZKRACKXFE IS, BIE% H
5 WS 1 AT T RS PR, AR I R R R A e KU . A
WPA3-Enterpriseit H #Easy ConnectZhfE, Wik 7 & 68X & B &
T fE, FEZFFEnhanced Open, LU & ER T N4 A (. x4k
FF U WPAS3-Enterprise £E ORI /A 24 22 4= 5 T H A 5 = 4ol 1 BE

» Both (WPA2 & WPA): [F]I SZHREWPAFIWPA2 P 22 4= it o

DAP847-XXAH /' T
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6.3 WLANKHHKXSE AN A

X ANE R AT 37 5 DR B 128 P 753K, AT DAAEWLANH S B A R 1 240
0 — N H O WLAN B SR B — A 2 S AA7E FWLANKS , G R YE DL R A4 R &
» PMF

DAP847-XXA R % S FFIEEE802.11whr i, tHFR APMF(Protected
Management Frames). PMFIE g (e B Edl in s k3 s DAP ) & 4>
PE, & TWPA2RIWPA3 N 530, fEWLANRMIZE R, B HE AN Jin 25 A fE S
B @, R o AP P 2 BEAE E HEhE R, DUARETTEAP
B H PR BTG K, AR T2 PMEIIRefRY 18 B — 4 A2 i
HORESEL IRy eI 9 8L

PMFIae A MM dEsmf] o7 XA sm il 5 =0, fEdEsmb] 770 , B
B Y HPMF, #5707 LLE2 ADAP847-XXA, DAP847-XXA{Y Xt 37 i PMF 1] 2%
virg 1) A B REAT 0 %5 PR . ARSI DT R, DAP847-XXA R L ¥ X FEPMF 1
LRI o

Edit WLAN Information

WLAN Name: (1-32 chars)

My-wifi-test

Securi vel:
Security Leve Personal v

Key Management: Both (WPA2 & WI v

PMF: Disabled v
Disabled

Password Format: Optional
Required

Password: L eee

Confirm: | eess

Inactivity Timeout . Jofk

Status:

A 42: WLAN 77 PMF /907 &

DAP847-XXAH F* FIi
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Y iR

Disable 2% FIWLANFIEEE 802.11w PMFIffE, B4 NDisableth#4s.

Optional %%IEE‘E‘ 802.11w PMF& F i FIAS S HFIEEE 802.11w PMOF 14 7
Uiy S P DAL BIWLAN

Required R CHFIEEE 802.11w PMFII 7 B A e % 1 H2 2 WLAN

HER: X TWPAS Enterprise MV & 3 561E, PMF& sk BN
“Required” , RXEWE AHHEAPMFIIREME ) b4 e ik Hz.

» Inactivity Timeout

Edit WLAN Information

Password: P

Confirm:

Inactivity Timeout

Status:

Inactivity Timeout 6500 (60-12000)s

Interval:

Enable: @ves ONo

Hidden: O Yes @No

/& 43 Inactivity timeout 47 &
¥ iR
FEATEBERDIRAS o XAREIE 5 B Ao & FE PRS0, 78

Inactivity Timeout FRE HIMRIBE A, AN R i 4% H S5 DAP8AT-XXABL & A TATATiE S,
Status 4 DAPBAT-XXAK A L N L&A T ANES IR . FEZRE T, T

2R i B R S W, DA 4 B

Inactivity Timeout
Interval

AN [E] G . B4 (E 960080, RI T B i) 7 FEl Jy604+0 £ 120004 .

DAP847-XXAH /' T
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>

60

Enable/Hidden

Create New WLAN
Password: | ieeeee
Confirm: L ieeeee
Inactivity Timeout . off
Status:
Inactivity Timeout 600 (60-12000)s
Interval:

[ Enable: @Yes ONo I

[ Hidden: OYes ®No |
Multicast: OYes ®No
ARP Proxy: @Yes ONo
Band: 2.4GHz @5GHz

[ AL TFF 2 A5 WLAN

ZH Eiipy

TR HAEIZWLAN, 13 “Yes” fLEKIZWLANL THEEIRAS, T

Enable VEEE “No” 136 WLAN H 3R 5 s,

TRV IZWLANYEE A “Hidden “IRAS, HIHE 2 WLANXT 2 P i 2
B . HTFRAeHEE, LR LUERRESSID, 1XFE IO M 4wt
Hidden AW RT], FEFHEESSIDARE NN, £ “Yes”

RBEWLANXS B E i A n 0L, e “No” RRE Rt i 21i%
WLAN.

T EER N, FEESSID SR n] LLIR iy P 2% (1 2 2k, (BB 2 0 2 jY 2%
ol Uik, RO — B2 B Bt  H Al B e sl VA R OUIFIE 2 M 45
FRAREAT] C 2 RNIE 1 45 1 44 FR AT # A o

Multicast

EPAH R ok, R, AR C i H &R IUE R RKIE #FEHRoe, X
SHN B 2 W FEAB B 2 VBT, AT 520 2 BEAS TR W28 PR RE AT N F o 1T
H, AfRoE2EZIAEERIIN, SSBEaE, wmisiE, T8
HIRFHRFEIIRE S5, DAPBAT-XXAIE il I A # 4 iU E
R IR L AR LT . 2ADAPSAT-XXAH] 2 7 i A ik &4 S, HE
P AR L PR R I, AH R B e S i Oy PR R AR A O, T g = R 2
PERAL R
DAP847-XXAH /7 F-iit
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Create New WLAN

Inactivity Timeout . off =
Status:

Inactivity Timeou t 600 (60-12000)s
Interval:

Enable: @®Yes ONo

Hidden: OYes ®No
[Multicast: OYes ®No ]

ARP Proxy: @®@Yes ONo

Band: £42.4GHz E45GHz

Scope Type: @Al OGroup

WLAN Access Timer: . off

MaxClients Per Band: 64 (1-256) —

/A& 45 Multicast A7 &

Ak, JFR AR B HE N IR fa, AR R B LA O P RE S,

DAP847-XXA H 34 4 im £ b /> WA IR A D) M A BB, 248 D ge G
Frar—Ermf 1A f5, DAP8A47-XXAH B H4 2 i £ % 2 11 2H 36 2H V) 35 o B i 15 5
MITRIEEA T EZN T TFIMER T, B3 OEeE, #ABKTLEH
FURLS

» ARP Proxy: ARP Proxy & —F WLAN ti F &R, H T3 1P
itk A MAC Hibk B i) 28, an SR B TH 2 kK 45 L& P i) ARP
TGk, DAPBAT-XXA ¥MEB IR P o iz ARP 53K, TAEBZE K
YRR, IXREERVER B R TE S T ARP i SCI L 2 DAL SR R e 4k
PERE .

DAP847-XXAH /' T
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Create New WLAN

Inactivity Timeout . Fam

Status:

Inactivity Timeout 600 (60-12000)s
Interval:

Enable: @Yes ONo

Hidden: OYes ®No

Multicast: OYes ®No

ARP Proxy: @®Yes ONo

Band: £42.4GHz @5GHz

Scope Type: @Al OGroup

WLAN Access Timer: N

MaxClients Per Band: 64 (1-256) -

/& 46: ARP proxy Zi &

ER: DAPS4A7T-XXAANTE U4 2t ARPHIARPACEE . 41247 1 i il id DHCP B¢,
DHCP release F1 3813 IPHAEES, 5 1% 4 3 I ARPEUHE (5, L HDAP847-
XX AR LT X N (R AR PEUHR 0 (i HH i 7 1B 3 T 4%

Band: 1% WLAN B TAEMIEL, " LLEIBL R E N 2.4 GHz. 5 GHz 8 [FIH 3¢

FX NS . BRI T 2 A 2.4 GHz f1 5 GHz X AN B

Create New WLAN

Inactivity Timeout off

Status:

Inactivity Timeout 600 (60-12000)s
Interval:

Enable: @Yes ONo

Hidden: OYes ®No

Multicast: OYes ®No

ARP Proxy: OYes ®No

Band: £42.4GHz E5GHz

Scope Type: @Al OGroup

WLAN Access Timer: off

MaxClients Per Band: 64 (1-256)

A&/ AT7: Band B &

62

DAP847-XXAH F* FIi
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» Scope Type: Scope Type HK45 € 1% WLAN TEEEREH 1] DAP847-XXA M
FHTGEE, BIMELE DAP847-XXA 44 #ix > WLAN.

Create Mew WLAN

Band: B2 4GHz E5GHz
Scope Type: WIS Groump
Scope: < AP-EC:20

WLAN Access Timer: AP-87:30

MaxClients Per Band: m {1-256)

AP-FECRO
VLAN 1D: 0 {0,2-40%
Upstream Per Client: 0 (0-65536)kbps
Downstream Per Client: 0 (0-65536)kbps

& 48: Scope Type #/Scope A&
S iR
All ZWLANHIAC B T & BRI DAP84T-XXA L.
Group TZWLANHEC B 2> K BIEATF LG 5E [IDAP8AT7-XXAZ

» WLAN Access Timer

FeEWLANK TAEF I, DAP8A7-XXANAE A A J5 FiZWLAN. ZRILIE
T, WLAN Access Timerkb+ “Off” IR&. WRZ “Off” IRE, DAP847-
XXAK —HEBEBOZWLANG 5, WE 49fx. Wi E “On” RE&, £1i%
WLANZ fI & B — 1 2 B br,  anl& 50077

DAP847-XXAH ' T/ 63
A 1.0 12/2023



Create New WLAN X

WLAN Access L on @ -
Timer:
Access Days: EMon ETue Ewed EThu EFri OSat (JSun
Operational L on @
Hours:
Start Time: 08:00 B hr:min
End Time: 18:50 B hr:min
VLAN ID: 102 (0,2-4090)
MaxClients Per 64 (1-256)
Band:
Upstream Per 0 (0-65536)kbps
Client:
Downstream Per 0 (0-65536)kbps
Client: =
/& 49: WLAN access timer #/ &
Z2¥ R
Access Days FE—J& N Fi3 € BIFE T LR 238 B ZE A iZWLAN.
Operational Hours TERER W A B B2E FHWLANFR I [A]
Start Time J FHWLAN s 8]
End Time A% FHWLANIFI I R] .

FER: ERESHCH, W IEMIE RGN RN X, a0 R &R G ) A X
ANIEW, PRS2 T EIWLANJCIEAE T I 1] Y A .

Cluster : My-Demo-Cluster - 172.16.10.235

My_Location

£+ WLAN Enable: 3 Disable: 0 & AP Working:3 Down:0 Joining:0
WLAN Name Status Clients Primary Name Status Clients
My-wifi-test cX . 2 ¢ AP-06:A0 Working 2
My-wifi-portal m ] 0 ‘9~ AP-01:AD Working 0

© My-wifi-1x m 0 ‘9 AP-05:E0 Working 0

New

A/50: WLAN Access Timer #74

DAP847-XXAH F* FIi
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» VLAN ID: FI/n1Z WLAN $5H 7 il S5 im sE mest 20 565 B ) VLAN, R i &
7 WLAN-VLAN 4552, M2=7E DAP8AT-XXA H 61 &8 Xk I [ I A4 11 A T P
HI B

Create New WLAN X

WLAN Access N -
Timer:

Access Days: EMon ETue Mwed EThu EFri OSat OSun

Operational
Hours:

Start Time: hr:min

i

08:00

End Time: hr:min

18:59

VLAN ID: — (0,2-4090)

MaxClients Per 64 (1-256)
Band:

Upstream Per
Client:

0 (0-65536)kbps

Downstream Per
Client:

A&/51: VLAN ID A &

0 (0-65536)kbps

A IAECLI M E 4 “bretl show” SR EVLANIE & .

support@AP-CO:70:~$%
support@AP-C0:70:~%
support@AP-C0:70:~$% brctl show
bridge name bridge id STP enabled interfaces
br-vlanie2 7fff.94aee3ffco70 no athee2
athie2
ethe-102
ethl-102
7fff.94aee3ffco7e athees
athies
etho-103
ethl-103
7fff.94aee3ffco70 athee1l
athiel
ethe
ethl

support@AP-Co:70:~%
support@AP-Co:70:~%

AI52: 7ECLlI FEVLAN #90E

» MaxClients Per Band: #5857 IA1Z WLAN &4 BSSID Bt & K K
VBB P omdie . WESCPrEA N FE, ECEVERDN 18] 256, HER
INMEAN 64, MERER] AP W P il 2 i KEE R, DAP847-XXA i 2k
E B2 v ) S AR IS SR, B B2 sl oA E B 1% WLAN.

DAP847-XXAH /' T
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Create New WLAN

Band: 82.4GHz E5GHz a
Scope Type: @Al OGroup

WLAN Access Timer: . off

MaxClients Per Band: 64 (1-256)

VLAN ID: 0 = (0,2-4000)
Upstream Per Client: 0 (0-65536)kbps
Downstream Per Client: 0 (0-65536)kbps
Client Isolate: . off

802.11r: . off

802.11v: Con @R <

/&/53: MaxClients per band 4/ &

» Upstream Per Client: F/RECE M L4 P im Kk AT 58, HA8 kbps,
A G B Y6 Dy 0-65536, Hi 0 AR AHD B 2 i i 2 PR

» Downstream Per Client: F/sHCE FIICLEE P m B O T ATH 5, BALN
kbps, AIHCE VLN 0-65536, H A O R KRAE & i = R iE

Create New WLAN

WLAN Access Timer: . off -
MaxClients Per Band: 64 (1-256)

VLAN 1D: 0 (0,2-4090)
Upstream Per Client: 10240 (0-65536)kbps
Downstream Per Client: 20480 (0-65536)kbps
Client Isolate: . off

802.11r: . off

802.11v: [ on @

802.11k: X .

UAPSD: [ on @I -

[E/54: Clients jZEREE

DAP847-XXAH ' T/t
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> Client Isolate: %" imbaRThAE, FEERBIF—1 WLAN 1% ) i A fo vFAH
HIEME, &R e EAT RSB

Create New WLAN

Upstream Per Client: (0-65536)kbps “

10240
Downstream Per Client: 20480 (0-65536)kbps
Client Isolate: . off
802.11r: . L off
802.11v:
802.11k:
UAPSD:
2.4G Client Rate . | off

Control:

A/55: Client isolate 7 &'

> 802.11r: Jo M “tRig BSS #eif” MLHI, DL KRR B> % 7 v M [F]— S B
I —A> BSS ##: 3] 5— BSS B HILEIR . /£ IEEE 802.11r Hhid A, #2H T
ZEEHME AT E T, MAESR RSN (TEZ M4 22 ahnife) &M E
BEHER) . RSN JEITIANIEE (DAP847-XXA) FIHIEH (KL% i) hz
) PMK #E4T BT, RG240 (GTK) A PTK. IEEE 802.11r MI¥ 3540 %
Mo RN=]F, =ZEFHSH N PMK RO, PMK R1, PTK. PMK_RO Al
PMK_R1 it 52 IEEE 80211r £ 1. 14k, IEEE 802.11r HhitdE IR T
BTN YOIEFT 75 BB 18], 3 B T S RS & S Sk 55 N F

Create New WLAN

Upstream Per Client: 10240 (0-65536)kbps  “
Downstream Per Client: 20480 (0-65536)kbps
Client Isolate: . off

802.11r: Con @

802.11v: »

802.11k: . off

UAPSD: D

2.4G Client Rate »

Control:

&/56. 802.11r &

DAP847-XXAH /' T
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» 802.11k/v: DAP847-XXA TEERIAMEM T, IEEE 802.11k il IEEE 802.11v #’
T B FRAS . i #S “Roaming RSSIThreshold” #rE TAE, 1ES2BRrM
Hid, IEEE 802.11k/v A] LIMEALAE B 154 7E WLAN X 25 Hh 1132 e 4 B AN 22 42
P o AL BB TR de AR B I AR T AT N

Create New WLAN

Client Isolate: . off -
802.11r:

802.11v:

802.11k:

UAPSD: . off

2.4G Client Rate . off

Control:

2.4G Client Rate: 1 - Mbit/s

5G Client Rate: . off

5G Client Rate: 6 - Mbit/s

2.4G MGMT Rate . off -

&I57: 802.11klv A&

> 47EWLAN | B HIEEE 802.11kA1IEEE 802.11vIfRERf, “Roaming
RSSI Threshold 7 4 fith % DAP847-XXA Fl I 4% % F i 2 [a] ) IEEE
802.11kHIIEEE 802.11viH B A5 # .

> DAP8A7-X XA 2 6 4 %5 7 v ¥ £ I SNREAL T “Roaming RSSI
Threshold” B, ‘B4 RNZIGLE P in it K% — N EEE 802.11k5 44,
I HZ A4 S S HFFIEEE 802,11k % 4%, NZ & B FH A&k B 1% %
ZWIRFHHE B BB AR M. DAP847-XXA

> T RERRIEIE, DAP8AT-XXAY 2118 1% % 45 12 i 1 it BSSID,
SR G IR IEEE 802. 1 v [ 1Z T2k & F im e 4 R IZE I HESSIDE B

> )G, SRR R A IR BT IR . R AIEN, Bk
B IEEDAP8AT-XXA K IEIEEE 802.11vEFH3kEL— 4 H #rBSSID,
B2 L FEAEDAPSAT-XXAHELE VLl AP 55 —1~BSSIDIEAT 17

DAP847-XXAH F* FIi
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» OKC: OKC (Opportunistic Key Caching) Zhfg —MinEH A, BRTEL
LW A& AERZE W AP I, EHZETEAL%F K PMK (Pairwise
Master Key) SKiFATIER:, AT 2 HIET 281 IEEE 802.1X A,

OKC FHEEN TR AEREIETF (Roaming) ifEH, W1 7 EMEH 1T
IEEE 802.1X A\ UE T 5 251 W 2% % 38 A e W) il . & 38 i 78 15 4% 2 18] 22 17
PMK, 554 1E12 T BE05 S R HER B H A0 AP, M4 % F i (Station)
ERR| N AP B, WSiZ AP SCFF OKC ThfE, STA SR /i &8s
211 PMK 1 AP ] SSID %85 5., 15—/ PMK 772 E PMKSA
Cache H1. XK, T —VG%EBERT, STA AT DLE S FHIX AN ZAE K PMK K
ITER:, MATEEF AT IEEE 802.1X WAk,

Edit WLAN Information

Client Isolate: . off
802.11r: . off
802.11v:
802.11k:

UAPSD:

[OKC: . off l

2.4G Client Rate . off

Control:

2.4G Client Rate: 1 - Mbit/s

5G Client Rate Control: . off

5G Client Rate: 6 - Mbit/s >
/A]58: OKC A&

» UAPSD: Unscheduled Automatic Power Save Delivery (UAPSD) EX 7T
|IEEE 802.11e H RS FiE (QoS) , &M Wi-Fi Tigelkss, ©H T&EH
Wi-Fi &Y. IXFh 1T REIRSS Befl e Wi-Fi 1244 B FE AT, LL4h, 10 FF
& 7 To 2R AR AL S B B RE IR . UAPSD AN T 2% P i 25 %6 ) 7
DAP847-XXA ZZ M AR E AL, e i &g B> A7 6 ik e 50 i 0 ke i £
A TATEE AR L AL

DAP847-XXAH /' T
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Create New WLAN

Client Isolate: . off

802.11r: . off

802.11v:

802.11k:

UAPSD:

2.4G Client Rate . off

Control:

2.4G Client Rate: 1 o Mbit/s
5G Client Rate: . off

5G Client Rate: 6 o Mbit/s
2.4G MGMT Rate . off v

&/59: UAPSD /&

2.4G Client Rate Control: #R¥EE Fima % )G ezt 2.4 GHz S5 1)
], i 60 . BRAIRE N Off,

2.4G Client Rate: #(#&i# Z KK 2.4 GHz S & F ik A 572 ¥ Vi 1]
DAP847-XXA. HEFEE N 12Mbit/s, U1 60 Arzs. FudE s R ys g =2 H
PR WLAN FriEgefifae . anREH i LR L, TREs S8
2T PMINZE, TSz WLAN PR RE R RS E 1

5G Client Rate Control: #R¥&% P imZdE K 5 HEZEH] 5 GHz BBy 1A 4%
Hl, WK 60 Fias. BRYCIRE N Off.

5G Client Rate: HIE#ZHALN 5 GHz SMEL % F il A F0 VU7 5] DAP847-
XXA. HEFEME N 24Mbit/s, WK 60 Fras. HE o 2zl i) 32 2 H 12 ik
WLAN [P R AR e M. an 8 B Rk Rk, mTRes S8t 2+
PRI ZE, AT RZM WLAN 2 Re Flfa ik

DAP847-XXAH F* FIi
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Create New WLAN

2.4G Client Rate . ~
Control:

2.4G Client Rate: Mbit/s

12 v

5G Client Rate:

5G Client Rate: Mbit/s

24 v

2.4G MGMT Rate
control:

2.4G MGMT Rate: Mbit/s

5G MGMT Rate control:

5G MGMT Rate: Mbit/s

12 v

A760: Client Rate /&

» 2.4G MGMT Rate Control: J& HEZEH] 2.4 GHz FiB I 265 B 2 4754,
K 61 fros. BRINEDLT, BT Off IRZS.

> 2.4G MGMT Rate: 2.4 GHz BT E W EHER, WK 61 frn, E
ey, fRER7E SO RN, B, QSR TE SRV RO . U A2 ] 11
FEHKRMM WLAN FIEae et . R E s i p) & 26 ik, e
2 SEGSE 2 T HAZE, sz WLAN ) PERE RIS E 1

» 5G MGMT Rate Control: J&HEZEH] 5 GHz B To 4 FEmis R 4], K
61 7, ERINTEMLR, iZIhEekb T Off IR,

» 5G MGMT Rate: 5 GHz #liE o4& BEMIIfEHIERR, W& 61 Frx, {HlksE,
RFHE VRN, [ERE, RRE GV E R, & HWOE R 6 1 =2 H
P2 i WLAN FIPERERNFR e . A E i 1) R 5l R I, "RES T3k
2 T PAIIE, TR WLAN [ EREFIAR E 1 .

DAP847-XXAH /' T
A 1.0 12/2023
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Create New WLAN

2.4G Client Rate L on @FD

Control:

2.4G Client Rate: 12 - Mbit/s
5G Client Rate: [ on @D

5G Client Rate: 24 - Mbit/s
2.4G MGMT Rate L on @

control:

2.4G MGMT Rate: 6 o Mbit/s
5G MGMT Rate control: on @D

5G MGMT Rate: 12 - Mbit/s

L oncel | save

A 61: 1£2¢2.4 GHz/5 HzG /9 Management Rate

DAP847-XXAH /' Tt
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6.4 BEWLANKIEE

FEWLAN Configuration i, #&n Lo B “ -~ 7 4R 12 SOWLAN FIBL
B IZWLANPVEA S 50K B m FEWLANEC B 0T i 14 .

WLAN Configuration X

WLAN Name Status Security Captive Portal Operate WLAN Detail
Level
My-wifi-test Enable Personal Disable A WLAN Name:
WMM
Band:
My-wifi-PSK Enable Personal Disable
Scope Type:
My-wifi-portal Enable Open Enable s % Captive Portal:
WMM
~ Security Level:
My-wifi-1x Enable Enterprise Disable s R
WMM Hidden:
My-wifi-test101 Enable Open Disable R Inactivity Timeout
WMM Interval:
Inactivity Timeout
Interval:
Enable:
Multicast:
ADD Dencar
Create

My-wifi-test101
2.4G,5G

all

disable

Open

disable

Close

600

Yes

disable

Airmhla

A 62: 2 WLAN &

[0 iy “Cancel”  $2 40 B SHZ S B &0
O i “Save” 1%4RIALE B 52 .

WLAN Configuration x

WLAN Name Status Security Captive Portal Operate Edit WLAN Information
Level
My-wifi-test Enable Personal Disable S X Control:
WMM
2.4G Client Rate:
My-wifi-PSK Enable Personal Disable S X
WMM
5G Client Rate Control:
My-wifi-portal Enable Open Enable S %
WMM 5G Client Rate:
My-wifi-1x Enable Enterprise Disable S %
WMM 2.4G MGMT Rate
- control:
My-wifi-test101 Enable Open Disable s R
WMM 2.4G MGMT Rate:

5G MGMT Rate control:

5G MGMT Rate:

24

24

24

24

Mbit/s

Mbit/s

Mbit/s

Mbit/s

K63 R WLAN A970 & 1554

DAP847-XXAH /' T
A 1.0 12/2023
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6.5 MIERWLAN

EWLAN Configuration T, FAiWLANJG ) “x” #5401, 0 LK SR (WLAN
IR . W N E TR

WLAN Configuration X

WLAN Name
My-wifi-test
My-wifi-PSK
My-wifi-portal
My-wifi-1x

My-wifi-test101

Status

Enable

Enable

Enable

Enable

Enable

Security
Level
Personal
Personal
Open

Enterprise

Open

Captive Portal

Disable

Disable

Enable

Disable

Disable

Operate
S X
WMM
L n
WMM
s %
WMM
s %

WMM

‘I‘ m
WN

WMM Information

Uplink DSCP

Background:
Best Effort:
Video:
Voice:

Uplink 802.1P

Background:
Best Effort:
Video:

Voice:

Downlink DSCP

Background:
Best Effort:
Video:
Voice:

Downlink 802.1P

Background:
Best Effort:
Video:

Voice:

Edit

A 64: Mk WLAN

74
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6.6 WMMECE

WMM (Wi-Fi Multimedia) 2% TI1EEE 802.11ebx ik Wi-Filt B B EEDGE,

& MAEWI-FIR 2 =28lQoS (Quality of Service) HIFIAR. & BEME NEHEL K
AR, DR 4. ARSTURN I %% 25 i o P RE 8 v i A By, 17
N2 B ST FE R . WMM SRR IU R A F FIAC (Access Category):

> EFRAEF (Background) : HTAEHE &5, WwHEFHREE. W oTH
WaAE, LAk,

> HLPRA (Video) : MITAEEMLINAR, WN{EL BB s, sk

T
> EERA (Voice) : HTEHEN, WVoIPHIESHEZ RS, I
He R =

> BtERF (Best Effort) : HFAEHATA LML, o425, ML
Werk s, g & .

WMMIE IS FHWMMAR1E A B8 14T 0 RAAR L, DEALE KI5 21 W 2% 2 /i Headk

TR FHT . U, WMMERTEHE A SRR BER G A Je 2,  DAAE IE A i
W HAL B LA A N SRR

WLAN Configuration x
WLAN Name Status Security Captive Portal Operate WMM Information
Level
My-wifi-test Enable Personal | Disable s X
My-wifi-Portal Enable Open Enable 7 X
MM
My-wifi-1x Enable Enterprise Disable S X
Video:
groul Bacl
t Effor Bes!
Video:
=

/&/65: WMM Z &

FEAWLANHS A LU EWMME R, % FDAP847-XXA FIWLAN, &#a] L&
MIDSCPAIIEEE 802.1pfE LA X WMMAL 5e 2 2 8] BB 52 &R o

DAP847-XXAH /' T
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7 SHEDAP847-XXA

AR R E AP U E R E A TEDAPS8AT-XXA, LK it Web GUIKE:
. & KEDAPSAT T B DL N T2 [H 1425 . DAP8AT-XXALERE MR R T R /2
— P T TS S AR R LR

DAP8A7-XXAZ BT LS. — A Hia &R, Hirg =M A PVM. SVM
FIMEMBER.

KT HEIR FIDAP8AT-XXA R G BE FE EAFELL T N %
A DAPSAT-XXAKI VELH S B

1B DAP8AT-XXAKI A FR AL B AF B

S IIDAP8AT-XXAZF| 7

IR EEREH DAP8AT-XXA
FVFDAP8AT-XXANII N SEFE

B #:DAP8AT7-XXA

1B DAP8AT-X XA P ik

¥ DAP8AT-XXA#: JDACHE

75 5 DAP8AT-X XA 24 Rif ic &

# JIDAP847-XXA

WA ) L E

DAP8A7-XXARIL & 2% 1 FPK 2
DAP847-XXAFE 4T+ 2%
DAP847-XXARILEDF& /T Bt &

DAP847-XXA = 24 it &

Bic. & DAP8AT7-X XA M 2% ik 55

v

VV VYV VYV VYVYyVYVYyVYYVYYVYYY

DAP847-XXAH F* FIi
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7.1 BEDAPS4AT-XXAEHEE
BN AR B R TE 2 HKIDAP847-XXAK %, 1AM Detailed Information 111

[HH, RE]PAEFHDAPSAT-XXARHAIE S . /RA] I Z I+ Sy “Edit” K
B “AP Name” 1 “Location” .

Detailed Information

AP Name: AP-FB:80 Edit
MAC: 30:CB:36:02:FB:80
Location: L1_3 Edit
Status: Working

Role in Cluster: PVM

Serial Mumber: H233600001
Model: DAPB47-A
Firmware: 4.1.6.13

Upgrade Time: Fri Oct 27 00:07:07 2023
Upgrade Flag: successfully.

IP Mode: DHCP Edit

IP: 172.16.102.80
Netmask: 255.255.255.0

Default gateway: 172.16.102.254

DNS: 219.141.136.10

& 66: DAP8AT-XXA [ 4815 K

DAP847-XXAH /' T
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7.2 1BHDAPSAT-XXAMILFRFIA BIE B

O Sy “Edit” , E2AP NameAfliLocation.

O #A “AP Name” I “Location” FELtnicdr €EDAP847-XXA. HRA IR
BN, DAP847-XXALL “AP” hn EHMACHME & a2 F a4, i
AP-FB:80, @WK H~No.

78

AP Name:
MAC:

Location:
Status:

Role in Cluster:
Serial Number:
Model:
Firmware:
Upgrade Time:

Upgrade Flag:

IP Mode:

IP:

Netmask:
Default gateway:

DNS:

167 152 DAP8AT-XXA £ Name #/Location /5.4

Detailed Information

e jemen

30:CB:36:02:FB:80

L3 Ea

Working

PVM

H233600001

DAPS4T-A

4.1.6.13

Fri Oct 27 00:07:07 2023

successfully.

DHCP Edit
172.16.102.80
255.255.255.0
172.16.102.254

219.141.136.10

DAP847-XXAH F* FIi
WA 1.0 12/2023



7.3 RINIDAPS4AT7-XXAZ|&ERE

m BAERTRIHES TAE
TERHTDAPSAT-XXAIN B ERE 2 /1, 1R A DL S I0:
> PVM#E IEH TAEIRA
> HrSINEIDAPSAT-XXANAE H 58 FEAH [E] AR REID
HRE: WREE —SHEDAPHINEIERE, HFHEEEZAPE A Scluster[q Jg —

ERGEIT, R EEIZAP S5 H E AP AWM HiE{E, Bl Sclusterth ({]APH]
BHME.
WERTCEXPVYMTE AR, TEEIINHT [ DAP8AT-XXAR R 2 Hik SVMFA 2 2|
PVM.
KTEMIDIME S, o]l LA R 7 R A -

> ERDAP8AT-XXAIAESystem Il [ 42 “Cluster ID”  (4E#EID) &

£} General
[ Cluster ID: 1869 l
Cluster Name: AP-Group

Cluster Location:
Cluster Management IP:

Cluster Management Netmask:

User - Viewer: Disabled
User - GuestOperator: Disabled
Certificate - Web Server: Default

&168: it Web T HI&FER D

» JHIICLIREE Cluster ID.

DAP847-XXAH /' T
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80

"clustep{
"cluster_id":"1869",
“cluster_name AP -Group",
"cluster_priority":"0"

& 69: 7 CLl FEELEHID

DAP847-XXAH F* FIi
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7.4 MIBREFHEFDAPSLAT-XXA

FEEEREF M FR—1DAP847-XXA:

1 AP 4 B 71 6 o ik 55 2 M B2 1) DAP847-XXA (1] LL & PVM. SVM B}
MEMBER) .

O B “Kick Off” $%4H, %k (¥ DAP8AT-XXAK 4 N N\ B EE#E ¥ Block ¥ 3
W

AP Configuration x

Primary Name  IP Firmware  Operate Model Detailed Information
PVM - AP Name: AP-01:A0 FEdit =
e 172.16.10.107 - MAC: 30:CB:36:03:01:A0
AP-06:A0 172.16.10.235 4.1.6.13 @tz Oreboot DAPB47-A
Location: 94:24:e1:55:89:3d1/1/11  Edit
SVM Status: Working
AP-05:E0 172.16.10.105 4.1.6.13 ®cre Oreboot DAP847-A Role in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
I.qp-mmo 1721610108 41613 @ Oreboot DAPBA7-A I Mode: DAPBAT-A
Firmware: 4.1.6.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pend|
enand Upgrade Flag: successfully.
Neighbering Cluster 1P Mode: DHCP Edit
IP: 172.16.10.108
Netmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Mode: Cluster Edit

Reboot All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC

70 ALEFF TSR DAP8AT-XXA

WIERZDAPBAT-XXACZEFRE R 2%, HAREWE M “Working ” ARV # 2]
“Joining” RE . WREA LN EH AR, N1ZDAP8AT-XXAK & A i
PN SR SN R 1R 12

DAP847-XXAH /' T
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HIRSCHMANN IT AP Group : My-Demo-Cluster
AR menen - 192.168.4.221
£ WLAN Enable: 3 Disable: 0 Working:2 Down:0 Joining:1
WLAN Name Status Clients Primary Name Status Clients
My-wifi-PSK Con @ 0 AP-FE:AQ Working 0
My-wifi-Portal Con @ 0 [: AP-87:30 Joining | 0
My-wifi-1x Con @ 0 ¢ AP-EC:20 Working 0
New

A/ T1: DAP8AT-XXA 7 MR IZHA  “Joining ” A

o DAP847-XXAH /' Tt
M 1.0 12/2023



7.5 JFCVFDAPSAT-XXAMINEERE

WRAET “Joining” RS HIDAP8A7-XXAEEREHIBlocks| & H, #ili “Accept”
(F52) FAI AN “Cluster ID”  (ZEEEID) HEMS1E1ZDAPS8A7T-XXAE Hin
NEEREI HNEEREIBlock ) 2 H I o

AP Configuration X
Primary Name  IP Firmware  Operate Model Detailed Information
PVM

172.16.10.166
APR-06:A0 4.16.13 S,

172.16.10.235 efy  Oreboot DAPB47-A
Status: Joining] Accept

SVM
AP-05:EQ 172.16.10.164 4.1.6.13 @cte Oreboot DAP847-A
MEMBER Cluster 1869 (1-9999)
1D:
Joining
30:cb:36:03:01:a0 172.16.10.114 2.1.6.13 DAPS47-A This will change the joining APs to a new cluster.
Pending m
Neighboring Cluster
AP-C0:DO 172.16.10.184 4.1.5.5046

AP Mode: Cluster

72 7 DAPSAT-XXA H # N 2L 7

DAP847-XXAH /' T
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7.6 EHHDAP84T7-XXA

BB IDAPSAT-XXA, ¥ KBt R4 5
> B METRIPVMBE &

TEWHRT— 1NPVMZHT, B SVMAZRIPVM. 2R 5 HHTHIDAPE 4 LLRT 1)
PVM.

> B SVMEERF K —/MEMBER
WrHF SVMEKMEMBERF&EH:, HiEHHTHIDAP84T7-XXASE & .

DAP847-XXAH F* FIi
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7.7 1BDAP84T7-XXAKIPHLHE

DAP847-XXAZ # \DHCP AR 55 283k HUIP bk,  [A] Bt S 5 lc B — NS HIIP
Hubk. SRETER T, IPEERX ADHCP.

O Al LB “Edit” PR, WK 730 K 740175

Detailed Information

AP Name: AP-FB:80 Edit

MAC: 30:CB:36:02:FB:80
Location: 2c:fa:a2:06:71:8011  Edit
Status: Working

Role in Cluster: PVM

Serial Number: H233600001

Model: DAP847-A

Firmware: 4.1.6.13

Upgrade Time: Fri Oct 27 08:19:04 2023
Upgrade Flag: successfully.

IP Mode: DHCP Edit

IP: 172.16.102.76

Netmask: 255.255.255.0

Default gateway: 172.16.102.254

DNS: 219.141.136.10

I 73: 154 DAP8AT-XXA [P

ODHCP  @static [ save |
IP: 152.168.8.41
Netmask: 255.255.255.0
Default gateway: 192.168.8.1
DNS: 192.168.8.1

B T4: 152 DAP8AT-XXA /1P it

DAP847-XXAH /' T
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7.8 VJ#DAP847-XXANDACELZ

AR SEBRE 37 5 M 5 25, DAP84A7-XXAT] LLfEWeb GUI_E M ERERE R )4
DACH] TAERE

B PIHREFHT RS DAP847-XXA F| DAC Bz

O 7 “ AP Configuration ” Tl , %&£ — & % £ 1) # 5 DAC £ =\ 1Y
DAP847-XXA, A4 “Detailed information” T _F A d5AP Mode
JE ) “Edit” %4,

IP Mode: DHCP Edit
IP: 172.16.10.169
Netmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Mode: Cluster Edit

A 75: 1524 AP Mode

O 1&# “DAC” &I,

O Cluster @®DAC m

Management Server:  192.168.10.91

K&76: Fl& DAC #=(

1 % ADACHIIPHuIE, IR FHCE .
EDAP8AT-XXAHE A5, ¥ NDACH R IFH2 R T8 & P Hhhl 58 S rE it .

DAP847-XXAH F* FIi
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¥ ER TR DAP84AT-XXA 3] DAC #R
[0 H.5AP Configuration i 47 K A ] “Convert To DAC” .

AP Configuration x
Primary Name 1P Firmware  Operate Model Detailed Information
M - AP Name: AP-01:A0  Edit =

‘ 172.16.10.107 MAC: 30:CB:36:03:01:A0
AP-06:A0 21610235 BED Ocig Oreboot DAPBATEA o

Location: 94:24:e1:55:89:3d1/1/11  Edit
SVM Status: Working  Kick Off
AP-05:E0 172.16.10.105 4.1.6.13 Otz Oreboot DAP847-A Role in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
AP-01:AD 172.16.10.108 41613 ®ciz Oreboot DAPB4T-A Model: DAPBAT-A
Firmware: 41.6.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pendi
g Upgrade Flag: successfully.
Neighboring Cluster 1P Mode: DHCP Edit
IP: 172.16.10.108
Netmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Mode: Cluster Edit

, L,
ET77: LJ#ADAC =

O % ADACHIPHidE, FH{RfERLE .

Convert To DAC b 4

Please select management mode of the AP:

® DAC

Management
192.168.10.91
Server:

& 78: FlE DAC #

fEDAP84T-XXAE B Ja, #< U NDACK I 1% B TE & i IPHuhE 72 By Mt .

ERE: HDAP84AT-XXAV ¥ 2IDACH X J5 , 7B T B BB W0E B
DAPS847-XXA¥ MDACIKEUHT HHC &

DAP847-XXAH] /' F it
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7.9 BEDAPSAT-XXAK LATHCE

{EDAPBAT-XXAFFH, fidi « @cfe 7 EfR, fEA4 ¥ Current Configuration 1T
Wi, A LA EDAPSAT-XXA MR EMIR B E K, W FEPTR.

AP Configuration x

Primary Name

AP-FB:80

Neighboring Cluster

AP-04:00
AP-BB:50

AP-2C:DO

AD £C-nn

P

172.16.102.76
172.16.102.238

172.16.102.1

172.16.102.38

172.16.102.44

170 4 107 20

Firmware Operate Madel Current Configuration
PVM
{
-~ "AAAProfile™:
4.1.6.13 Moot DAPBA7-A '
{
SVM "name"”:"1700@45982774azaprofile”,

"cpAccserver™:{
MEMBER "secondaryServer”:null,
"callingStationIdType":"MAC",
"syslogUpdPort”:514,
Pending "syslogIpAddress™inull,
"primaryServer”:null,
"thirdserver™:null,
"fourthserver”:null
4.1.6.9020 b
"cpOpts”:{

Joining

4,1.6.110 "interiumIntervalTrustRadStatus™: "enable”,

"sessionTimeocutInterval™:4326@,
"inactivitylogout™:"enable",

4.08.2

P IR, B ACe e LT R, P

A7 ann

& 79: ZZ DAP8AT-XXA HIH & 156

88

DAP847-XXAH F* FIi
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7.10 EJEDAP847-XXA
IR FTE, ARAT LA DAP8A7-XXATAT H & 1IHEAE .

BEEBTH—& DAP847-XXA

O %&#H—GDAP-C, gidh « Orboot ” SRSEREST, 1 FEFR.

Oreboot

Oreboot

Primary Name IP Firmware Operate
PVM
AP-06:AD 172.16.10.107 41613
’ 172.16.10.235 o Otz
SVM
AP-05:E0 172.16.10.105 4.1.6.13 Ocfe
MEMBER
AP-01:A0 172.16.10.108 4.1.6.13 @iz Oreboot
Joining
Pending

K180: HJ715E T DAPBAT-XXA 4

BRERTITE DAP84T-XXA

Model

DAP847-A

DAPB47-A

DAPB47-A

O S HES R “Reboot All AP” 4 7] LUK T A5 I DAP84T7-XXAFAT

HR#HAE, mhER.

AP Configuration

‘

Primary Name 1P

172.16.10.107
AP-06:A( 4.1.6. N
06:R0 172.16.10.235 1613 Scfz Oreboo

SVM

AP-05:E0 172.16.10.105 41613 ®cte Oreboot

MEMBER
AP-01:A0 172.16.10.108 4.16.13 iz Oreboot

Joining

Pending

Neighboring Cluster

Firmware  Operate Model

DAP847-A

DAPB47-A

DAP847-A

AP Name:
MAC:
Location:
Status:

Role in Cluster:
Serial Number:
Model:
Firmware:
Upgrade Time:

Upgrade Flag:

IP Mode:
IP:

Netmask:

Default gateway:

DNS:

AP Mode:

Detailed Information

AP-01:A0 Edit
30:CB:36:03:01:A0
94:24:€1:55:89:3d1/1/11  Edit
Working Kick Off

Member Update to PVM
H233600001

DAP847-A

4.1.6.13

Tue Nov 28 22:21:34 2023

successfully.

DHCP Edit
172.16.10.108
255.255.255.0
172.16.10.1

219.141.136.10

Cluster Edit

Reboot All AP Clear All Configuration Backup All Configuration | Restore All Configuration Upgrade All Firmware Convert To DAC

AI81: H 575 1TDAPBAT-XXA ##

DAP847-XXAH /' T
A 1.0 12/2023
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711 REH) BEE

FEAP Configuration T [ )i SE, fiiy “Clear All Configuration” #%4f, W LA
B A DAP8A7T-XXABL B G FrIFIk E 2 ) Bl E .

AP Configuration x

Primary Name  IP Firmware  Operate Model Detailed Information
pvM - AP Name: AP-01:A0 Edit =
-06: 172.16.10.107 ’ MAC: 30:CB:36:03:01:A0
AP-06:A0 172.16.10.235 4.1.6.13 @z Oreboot DAP847-A
Location: 94:24:e1:55:89:3d1/1/11  Edit
SVM Status: Working  Kick Off
AP-05:E0 172.16.10.105 4.1.6.13 @tz Oreboot DAP847-A Role in Cluster: Member Update to PVYM
MEMBER Serial Number: H233600001
AP-01:A0 1721610108 41613 @iz Oreboot DAPB47-A Moedel: DAPBAT-A
Firmware: 4.1.6.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pendin
g Upgrade Flag: successfully.
Neighboring Cluster 1 Mode: DHCP Edit
1P: 172.16.10.108
Netmask: 255.255.255.0

Default gateway: 172.16.10.1

DNS: 219.141.136.10

AP Mode: Cluster Edit

B82: JFArAHIE

HER: BINEF T 207 ] LUK DAP8A7T-XXAKE N “H wE” -
> Kk Eif"Reset” F4liEE 6805,

» FECLIER T, fHHMm4 “ssudo firstboot” FI “ssudo reboot” Kk &
“CHUTTBEE” (BRIAIK S N: support, BRILVETD N Belden996!@#)

DAP847-XXAH F* FIi

%0 WA 1.0 12/2023



7.12 DAP8A7-XXARIELE B Fik S

FEAP Configuration U, AT LLARHE SZ Bk 55 (1) 75 2245 FIPk AR I &

[0 H4:AP Configuration/&&##) “Backup All Configuration” %4 & 4%
I BTSRRI B, B E AR ERIA A FRA2 “pub-config.tar”

0 H4AP Configuration)ii# ) “Restore All Configuration” %41 UK E
ZHIR A I E S, R R U4 Zi0Y “pub-config.tar” .

AP Configuration x
Primary Name  IP Firmware  Operate Model Detailed Information
PVM - AP Name: AP-01:AD Edit ~
172.16.10.107 . -CB-36:03:01.
-06: . MAC: 30:CB:36:03:01:A0
AP0B:AD 1721610235 1O @i Oreboot DAPBAT-A
Location: 94:24:21:55:89:3d1/1/11  Edit
SVM Status: Working Kick Off
AP-05:E0 172.16.10.105 4.1.6.13 ez Oreboot DAP847-A Role in Cluster: Member Update to PVM
MEMBER Serial Number: H233600001
AP-D1:AD 172.16.10.108  4.1.613 @tz Oreboot DAPB47-A Model: DAPBAT-A
Firmware: 4.1.6.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pending Upgrade Flag: successfully.
Neighboring Cluster 1P Mode: DHCP Edit
1P: 172.16.10.108
Netmask: 255.255.255.0

Default gateway: 172.16.10.1
DNS: 219.141.136.10

AP Mode: Cluster Edit

Clear All Configuration Backup All Configuration Restore All Configuration Convert To DAC

K83: HEHAHANE

DAP847-XXAH /' T
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7.13 DAP847-XXA[EHF2%

LETFDAPSAT-XXAZ R, 1H S BT P A 0

&0 DL $2 https://catalog.belden.comH R E A S, FH45 AAS ST DR A7 21
TIEBDAP8AT-XX AR A H i 8 2 A2 TFTP. SFTPHR S5 %% Lo

O s “AP Configuration” W HH) “Upgrade All Firmware” %4, &
55 tH DAP8AT-XXA T+ T iHl, 40~ BB

‘

AP Configuration

Primary Name  IP Firmware  Operate Model Detailed Information
VM AP Name: AP-01:AD  Edit
o 172.16.10.1C . MAC: 30:CB:36:03:01:A0
AP-06:A0 179.16.10.235 4,1,6.13 @iz Orevoot DAP847-A
Location: 94:24:e1:55:89:3d1/1/11  Edit
SVM Status: Working Kick Off
AP-05:E0 172.16.10.105 4.1.6.13 ®cte Oreboot DAP847-A Role in Cluster: Member Update to PvM
MEMBER Serial Number: H233600001
AP-01:A0 172.16.10.108 4.1.6.13 ®cte  Oreboot DAP847-A Model: DAP847-A
Firmware: 4.16.13
Joining
Upgrade Time: Tue Nov 28 22:21:34 2023
Pending
¢ Upgrade Flag: successfully.
Neighboring Cluster 1P Mode: DHCP Edit
IP: 172.16.10.108
Netmask: 255.255.255.0
Default gateway: 172.16.10.1
DNS: 219.141.136.10
AP Mode: Cluster Edit

Reboat All AP Clear All Configuration Backup All Configuration Restore All Configuration Upgrade All Firmware Convert To DAC
e ——

[ 84: [kIEFIDAPSAT-XXA H-2% 7 i

7.13.1 FHREREH A DAP84T-XXA

WMRE T EFA LA RS FDAP{f, WDAP847-XXAFDAP6XX R F11R A 4H M
i5f, &R #EMulti-model Upgrade i FIAPHY S % FAH X DAPE 4 301, £ 4
-5 FIDAP % £ 7T LA [FI i iE 47 FH2

HRE: @FEHRT, BT SR8 s 4t

DAP847-XXAF - Tt
A 1.0 12/2023
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https://catalog.belden.com/

Multi-model Upgrade

Model Firmware AP Quantity Upgrade Firmware
DAPSA7-A 41613 3 Expand Don't turn off the power during the upgrade process.
AP-06:A0 172.16.10.107 Oupgrade @®Image File Olmage File URL
AP-01:A0 172.16.10.108 ®upgrade
®DAPB47-A
AP-05:E0 172.16.10.105 @upgrade DAPBA7-A-4.1.6.14-0supgrade.bin

Name: DAP847-A-4.1.6.14-osupgrade.bin
Size: 35.25 MB

Remove All Upload All

/&/85: DAP8AT-XXA F-Z 7]

DAP8A47-XXASZ H i =F FAL A SC A1) 77 2

> A B4R % “Image File” %3, fiidi “Choose File” 41 M
A EAERRA SR, B “Upload All” 4%%0 30T FRAS ST B AL R T 2%
B, WRMBEEDUEAXRI S, 7 A8E “Remove All” #24, WK
FiR o

Upgrade Firmware

Don't turn off the power during the upgrade process.

@Image File OImage File URL

BDAP847-A

Choose File | DAP847-A-v4.1.6.13-osupgrade.bin

Name: DAP847-A-v4.1.6.13-osupgrade.bin
Size: 36.25 MB

K 86: LIEAIMTIR XS

DAP847-XXAH] /' F it
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» SFTP: EHISFTPH T X B LA, #EF “Image File URL” 1%
I, fEURLTHIANSFTPIRS 25IPHilit. FH 44, 508 DL S A e 44
M “Upload To All” #5I#AT EAERI A #E, W N BTN,

Upgrade Firmware

Don't turn off the power during the upgrade process.

OlImage File ®Image File URL

DAP847-A SFTP://admin:test123@192.168.62.137/DAPS8:

(TFTP://ip|[ipv6]/file.bin)

(SFTP://UserName:Password@ip|[ipve]/file.bin)

Upload To All

K 87: SFTP 7zl 17 RN

> TFTP: @#ITFTPH T X AL RA S, &%+ “Image File URL” &I,
TEURLH I ATFTP R 55 28 IPHUE R A S 44 . B3l “Upload To All”
FHPAT B A R ERE, RN,

o DAP847-XXAF - Tt
A 1.0 12/2023



Upgrade Firmware

Don't turn off the power during the upgrade process.

OImage File @®Image File URL

DAP847-A TFTP://192.168.62.137/DAP847-A-v4.1.6.13-0

(TFTP://ip|[ipv6]/file.bin)

(SFTP://UserName:Password@ip|[ipve]/file.bin)

Upload To All

£188: TFTP 7rz( LfEH- R 1F

7.13.2 FHREREHEEDAP84T-XXA

DAP847-XXASERE [FIFE SCFF SRR 1) 5. 5 DAP8A7-XX AR % AT T+ 2, & mT LA
MMulti-model Upgrade 7 [ FIAPFI K R SR B & . B “Oueee” Jf:
FAEFTIEDAPBAT-XXARIE S FARR B, R =FCfE BAg s
> ARH SO EAE
» SFTP
» TFTP
4%, fEtn] PLEE AP Advanced Configuration T [ 26— & DAP847-XXA., £
WEEL04TI) “ RGEH” o

DAP847-XXAH /' T
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Multi-model Upgrade

Model
DAP847-A

AP-06:A0
AP-01:A0

AP-05:EQ

K1 89: HRHEHE 17 5 DAPBAT-XXA

Firmware
4.1.6.13

172.16.10.107
172.16.10.108

172.16.10.105

AP Quantity
3

@Upgmde

®upgrade

Expand

Upgrade Firmware

Don't turn off the power during the upgrade process.
®Image File Olmage File URL

Choose File | DAP847-A-4.1.6.14-osupgrade.bin

« Name: DAP847-A-4.1.6.14-osupgrade.bin
Size: 35.25 MB

e

ER: N VR IRRRAE, EET R P AN ZEC A IR RN i DR

PR3 AR R AN T8 2 i e A FH R
P, HFECookiesfiCache.

96

AL BT TH R 18 BRnl v 2% b DR A7 B0 7 S 2

DAP847-XXAF - Tt
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7.14 DAP84A7-XXAKILEDIERITEE

O FAPTHHH BT “¢” 50l LLEsh “LED-Off/Locate” #%4H, W& 90.
0 Ay “LED-Off” 0] LLo<FIDAP847-XXAH] LEDFE /AT -

O it “Locate” DLESAETHEARAERIAP, HIL “Restore” #53%%, DAP L
LEDRAZL 5 LRI SR (850 5 TN R

Working:3 Down:0 Joinimg:0

Primary Name Status Clients

g AP-FE:AD Waorking 0
| ED-0O1T § Locate
0 AP-E7:30 Working 0
[+ AP-EC:20 Working 0
/490 Locate 2 Ff-/H /7 LED

O Ay “Restore” ###IWEHEIRES, SHKE 91,

Working:3 Down:0 Joining:0

Primary Mame Status Clients
[ Working 0
@ F-2/ 150 Working ]
[+ AP-EC:20 Warking ]
K91: B E LED K& s
DAP847-XXAH J Fit 97
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7.15 DAPS4T-XXABRILE

0] DL T BT DAP8AT-X XA 3 H (1 IP Hu b 5k 377 [/ DAP847-X XA i 2% it B 7
. Z%K 92,

AP Configuration

Primary Name IP Firmware Operate Model

PVM

172.16.10.107
AP-06:A0 4.1.6.13 Sty

172.16.10.235 DAP847-A

Oreboot

SVM

AP-05:E0 172.16.10.105 4.1.6.13 &tz Oreboot DAP847-A

MEMBER
AP-01:A0 172.16.10.108 4.1.6.13 ®cfg  Oreboot DAP847-A
Joining

Pending
Neighboring Cluster

/&192: DAP8AT-XXA & &

7.15.1 DAP847-XXA R %A B W A/

DAP8AT-XXAN] = 24 e & 7 &2 — > FHiweb FUii,  F T+ M 4% P c B AL v 1
EDAPBAT-XXAB % I Se AL E, i Afweb B B RS2 H T A TR 4 m Y
FCE A YE, %18 93. EDAP8AT-XXAN] m L lC & THE Hr,  #wT LLSE sl T 4
{E:

I E R BIDAPSAT-XXA L )% 7 i KRG B WLANCR 25 .
7EDAP847-XXA -t ZE DHCP/DNS/NAT Il %5
JNDAP847-XXANL & ToZkMeshIhft .

F2% . B EE 5 DAP8AT-XXA.

WA RS

fic & 5 48 FE DAPHI R o

vvvyvyyvyy

DAP847-XXAH /' Tt
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HIRSCHMANN IT

ABELDEN SRAND

L

[=
3

W
~

MAC P Status Clients Work Mode Status Type Clients

94:AE:E3:FF:C0... 172.16.10.169 CLUSTER 1 AP enable Personal 1
enable Personal 0
enable Open 0
enable Enterprise 0
enable Open 0

Clients For AP: 94:AE:E3:FF:... Totak1
Name 1P MAC WLAN Auth Channel Status Powier Clients
172.16.10.102/fe8 ¢0:3¢:59:70:3d:c5 My-wifi-test PSK_WPA2 2.4G 1 enable 7 0
5G_all 52 enable 21 1

) (=] L8
4] €] ¢

System
Network

Service

s

®
4

Neighbor AP

@ RF Environment

K193 AP &AL E T IHT

7.15.2 APRESBEZEAN TEEARE

APFEAAE BT £ B B8 T DAPSA7T-XXAMIEAE B, WFEMACHHE. IPHLAL.
RE RBEE P o B TAER .

MAC P Status Clients Work Mode
94:AE:E3:FF:C0:70 172.16.10.169 CLUSTER 1 AP

AI94: AP E Az H 7 H

TN N AP & T |
O i RHAPEAGFE S TH P “AP” B,

MAC P Status Clients Work Mode
94:AE:E3:FF:C0:70 172.16.10.169 CLUSTER 1
K95 i REEHA T ERE 00 & T
DAP847-XXAH] /' F it 99
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O fE#H ) “Mode Configuration” U1 [ 55 g LAEREE .

Mode Configuration X

Work Mode: AP -

Bridge
Router

O 12 2 i 20 J5 DAP8AT-XXAY S~ B Hr B s e & AR . BN E T,
DAP847-XXA TAET AP,

Wi AR T2, A LUK TG E ) DAP8AT-XXA ¥ 7% i & 7£ Bridge 5 2, 5§
Routerfi = T1E.

A&196: AP L1EHAH &

B FiiE DAP847-XXA A Bridge B,
DAP847-XXA[1]Bridge & & — F W 45 1E B L, "B SU1VF DAP847-XXAZ [A] 37,

MrdE DL I AN B 2 A W % 2 (8] ) 1282, 7EBridgefBizU R, DAP847-XXAT LI 5
FA—/NDAP8AT-XXAHATER:, MM FE W25 [ el E AN B X 2%

T AN, Bridgeti= T IDAP8AT-XXAL AL T M FE KPP EL, I H b Zifd
FHAR ) (45 T8 A0 N a5 5 2Rk AT 72 .

E—

Normal AP

—— % -

N, \\
N N

Bridge AP Bridge AP

/& 97 : Bridge #(# 71N

DAP847-XXAF - Tt
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#EBridgefZzU T, DAP847-XXA R # H T bridgei## 1SSID, Fx 1 #:3Zbridge
APIIERSN, A2 HE AR ks, %K 98,

Mode Configuration X

Work Mode: Bridge o
SSID: My-Bridge
Root: @Yes ONo
Band: 02.4G ©5G
Passphrase: e
Confirm: L eeee
/798 Bridge #AHE
KA SHHR U -
¥ iR
Work Mode DAP847-XXAR TAF# R, fiEBridgefizt, AP L, Routerfs
R RE N AAPE
SsID Bt E K147 BridgeiE 2 19SSID, i%SSIDT B 5% i i3 & HH L &
fSSIDAFE—EL.
Root 5 & IZDAPSAT-XXASE T AR £
Band H T BridgelE £, 2.4GE5G.
Passphrase T W E L4 N %
Confirm TN

B fE DAP847-XXA TAEFE Router B

ERoutert iz, N, DAP847-XXAK i A— A DHCP AR 55 8 NI £k % 7 i 43 He IPHu bk
DAP847-XXA ¥ it DHCP. ¥ &IPEPPPOEE H AT T (WAN) HIIP

Hik

DAP847-XXAH /' T
A 1.0 12/2023
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Mode Configuration X

Work Mode:

Router b
Network Name: wan
Protocol: DHCP -

Static
PPPOE

&199: HlE WAN L1197 \P fhf =0

AT LAfEAP Network Configuration Ui H & & AME CHE A I S L B, fE1% T
M, A LB st WAN 2 AT BR A B2 10 (LAND) D IECE, IPHihE, DNS,

Gateway?¥ .

AP Network Configuration

Name Vlan Protocol IP Address Operate Edit Network
— DHCP 172.16.11.190 e
default Static 192.168.2.1 s Vian:
Protocol: Static i
IP Address: 172.16.11.190
Netmask: 255.255.255.0
DNS: 8.8.8.8
Default Route: L on @
Gateway: 172.16.11.1
NAT Config: { on (@

&1100: 152 DAP8AT-XXA /925 fi &

DAP84A7-XXAF J Tt

102
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7.15.3 WLANE R

WLAN/E BT H R T 24 BT DAP847-XXA FWLANIZEEAE B, #HlIWLAN Name.
RES MR LN RECBIWLANF G R P i diE . Z Il rE BN S EE,
Agext H TR &

WLAN
WLAN Name Status Type Clients
My-wifi-test enable Personal 1
My-wifi-Portal enable Open 0
My-wifi-1x enable Enterprise 0

/&/101: WLAN HE A= E

7.15.4 Clientsfg &

“Clients” JH o~ 7 24 RTDAP8AT-XXA L RBERI % P A B, Hling
v P L . MACHIIE . 75 7 i i O IE T WLANAI i35 25 3 DL J Captive portalil
PRI P 4. I RE BN RS AR, ARt T E .

Clients For AP: 34:E7:0B:09:C0:70

User Name P MAC WLAN Auth
192.168.8.4/fe80::1852:43¢ dc:0c:5c:dd:59:c9 My-wifi-test PSK_WPA2

192.168.8.33/2409:8a00:18 €0:3¢:59:70:3d:cS My-wifi-test PSK_WPA2

&102: Clients /2.5 7 /@

7.15.5 RFf2 8

RFE T E R 2 R 9 HTDAP8A7-XXA R & FRFFHEAGF R, widZoim, &)
PLT f# 3) 2M HTDAP8AT-XXAK & IRFEIE . LTIERE. B IRFF KSR LY
RFAHRI R P i . 1Z P E BRI &R, ARext L ThCE .

DAP847-XXAH /' T
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Channel Status Power Clients
2.4G 1 enable 20 0
5G_all 149 enable 21 2

&1103: RF #ji

7.15.6 RGEH
7ESystem T |, AT LA 54 HTDAPBAT-XXAK &M KM ARG HEE R, 4
7] DAFEZ 0T T 4 DAP8AT-XXABE T F 2. S K 104,

SEZ 1297 K “HESyslogR g HE” M2 “ LM+ FTH DAP84T-
XXA”

@ System N
Syslog Upgrade Firmware
Title Level Source
DNS servers are unreachable! CRIT 172.16.11.110 Don't turn off the power during the upgrade process.
DNS servers are unreachable! CRIT 172.16.11.110 ® i i
DNS servers are unreachable! CRIT 172.16.11.110 wimage:Hie AmegeRieURL
DNS servers are unreachable! CRIT 172.16.11.110 Choose File | No file chosen
DNS servers are unreachable! CRIT 172.16.11.110
Log Level:
Ap- Notice
Debug:
System: Error
Security: Error

F1104: AP Ul 19 54 &1

7.15.7 DAPS847-XXAEOEE

EDAP8AT-XXA 32 D@EEEP PRE] LLES E 2 DAP8AT-XXAT M ZE D HIVEMZ B .
[FBf, 7Ef2 DA E P, &0 DL A E Mesh 6 28 W 4% & 32 K DAP-C & 4% %]
DAP847-XXA.

N 58 CDAP8AT7-XXA ) #% 1 IiC &, 15 4% I8 1 T #4258 i ic E AP Advanced
Configuration — Network — AP Interface —AP Interface Configuration.

DAP847-XXAF - Tt
A 1.0 12/2023
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£+ AP Interface

Name Model
Eth0 Trunk
Backhaul0 Trunk
Connector0 Trunk

Link Status

Up
Down
Down

E/105: DAP8AT-XXA ZLJHKE

AP Interface Configuration

Network A
£+ AP Networks
Enable Name Vlan Protocol IP Address
Yes vlan106 106 Static
No wan DHCP 172.16.102.80

No

Name Speed(MB)  Model Link Status ~ Enable Operate
EthO 1000 Trunk Up Yes
Backhauld 0 Trunk Down No 4
Connector0 0 Trunk Down No e
A1106: AP 1A E
FEESHHRR AT
S5 37
EthO BN, ERATHNERRS.
BackhaulO Mesh/Bridge5E B 111 F T4,
Connector0 Mesh/Bridgest B 1t 178211,
Speed B OB R AR I R
Model VLAN access A B VLAN trunk =
Link Status Upakdown.
Enable SRR RS HRAS.
Operate BAERAS, RAT DR DT EEAE, R % Backhaulofl

Connector0+z 1 /4 fE 7€ AL B4 1E

DAP847-XXAH /' T
A 1.0 12/2023



7.15.8 DAP847-XXAM LA B

R 4 AN 7 ) 45 FH 37 5 R0 X 25 BE B O B2 5K, 1] BLET X DAP847-XXA R WAN 22 [l
VLANEE D52 iAE S EEC S, BFEVLAN, DHCPE{Static IPZ5, &7 LU

AR SE UG A

AP Advanced Configuration — Network — AP Network Configuration.

EE: 7ECEBEWLANE, WRYE TVLANIACE, DAP847-XXAH & B
FIEIEVLANEE D, &%K 51,

AP Network Configuration X

Name Vian Protocol IP Address Operate Edit Network
vlan102 102 Static %
DHCP 172.16.10.108 Network Name: vlan102
Vian: 102
Protocol: Static
IP Address: 172.16.102.102
Netmask: 255.255.255.0
DNS: 8.8.8.8
Default Route: . off
MTU: 1500
3
F107: MEEE
KEEZHFHIAR T
¥ i34
Name ML B2 4HK, DAPS4T-XXA LU0 B 48 4E LKA
> 4F%E F] WLAN [ VLAN $% 12575 VLAN networks mapping to WLAN
(SSID)
> 4B F] DAPBAT-XXA LATHIT ) WAN 2 11287,
VLAN VLAN ID, CEERIRHR Y WLAN(SSID) = WLAN $ TS VLAN ID.
Protocol WX 2842 1) 1P bk o e =X, A& N
» DHCP: £ IP thhik 2 M DHCP ARZ5-28 3R .
» Static: K IP b2 Tk E M.
IP Address WX £ 352 11 1P bkt o
L06 DAP847-XXAH F Fiit
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Operate &% DAP84AT-XXA HIM 4RI .

i AP M 48 S H R A T -
e HiR

Network Name | 574w 45 1) 0 28 2 11 44 Fk o

Vian IO B WLAN(SSID)Ek WAN 2 LT ) VLAN 1D
Protocol WA 2842 1) 1P bk oy fid 7 X, A& N

> DHCP: #:H1 IP ik N\ DHCP Al 55 283K BT .
> Static: LR IP b2 T E K.

IP Address WX 28352 TP P Sk
Netmask WX 2% 17 R FE R
DNS X 2% 1] DNS JIl 5552,

Default Route SRS TR N AP IBRAM . BRAEOL T, WAN 202 AP BRI /-

MTU WA £ 4 1 MTU {8

7.15.9 Meshiit B

BeldenfiMeshfii i 7 5 —Fhma. mIHER 720, v DAEVR A B s e 28 s A 7 3
ARG L T R 78 To 2k WX 25 78 75 Y .
Beldenf{iMeshff vk 7 Rt n] LR TR hig &, WA E 32 @ 0 E i 5,
DAP847-XXAS ;5 N{TDAP-XXC W & W&, R4t EEGE @ EREE, LW
BRI IG5 A B 1 S AR

IHIIDAP847-XXAIMesh Il g, & LAMr82 2 A~ LK I Jay 38 ) 25008 ik Mesh ™ @
TRBEHVOE (LLRME) . BREF I MeshN &I, Mesh<: H 5 5 & W T
Y PHZE R 1S . X AP E T RE IR 5 T DAPSAT-XXAR) 1] FEVER U A M. B 5
NDAPS84T-XXAE 1L TAEE 5 M2 Wi iE+z, NMeshN & Ree 4k 2 T./E. &%
K] 108,

DAP847-XXAH /' T
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’:::' | /:,/’/
~ Client AP
N,
N
‘ Client AP
- N il
N
Root AP
N
\ —
Client AP y/ S

Client AP >

Va

&/108: MESH ## &

FEAS 5 BEM 2 LUK TR 38 A L N 97 R e 4k B dJu l,  f87] LUK DAP847-XXA
Mo B AL L Meshii . ERXFHEHL T, DAP8AT-XXAIRIN tHaE S NIk %
Frm S BE AR R AIRST, R s 22 i root R 5 e B 2 25
TSR] DA IR AN T B8 A% 57 BN A
AP Advanced Configuration — Network — AP Interface

O Aty “Backhaul0™Z IO/ “»” KB EIMesh 4, Z%& 109,

108 DAP847-XXAH /' Tt
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AP Interface Configuration X

Name Speed(MB)

EthO 100

Ethl 0

LAGO 0

Backhaul0o 0
0

Connector0

Model Link Status ~ Enable Operate
Trunk Up Yes

Trunk Down Yes

Trunk Down No

Trunk Down No 7 4
Trunk Down No 3

Edit Interface

Enable:
Type:

SSID:

Root:
Band:

Passphrase:

Confirm:

@Yes ONo
Mesh
default-mesh
®@yes ONo
0246 @56

oooooooooooo

A7109: AP interface

configuration 7/

RESHHIR IR -

ZH ik

Enable e “Yes” JAHEILHE “No” 25 DAP847-XXA L] Mesh Djfi.

SSID Mesh i£#:H) SSID.

Root 85 Mesh 2% HIRR A

Band ;E? Mesh EH L, M Mesh #7155 2] Mesh Client =1 £ S48 F AH [ 457
Passphrase WLAN (1%, FT#%E Mesh &%,

Confirm FH N ERD AT -

DAP847-XXAH /' T
A 1.0 12/2023
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7.15.10 Neighbor APECE
Neighbor APJ&45 5 T DAP8AT-XXARE ir B 4R iT ) H & DAP847-XXA Y %,
R IER R AT DAP8AT-XXAME F i i) RE1& 7 11 B AR 15 4% -
H HTDAP847-XXA L AW FZE A f¥)Neighbor AP:
» Auto Neighbor AP: @il TE2k 34 H s R BLK.
> Static Neighbor AP: #2541 5 AP & 76 H ek ki B 5 5t T T

o Neighbor AP E
Auto AP Static AP

Neighbor AP List
Order MAC Address 1P Address Operate fedd Nelghoor P
1 94:ae:e3:ff:d0:40 N/A
2 94:ae:e3:ff;:d0:00 N/A
3 94:ae:e3:ff:d0:20 N/A X AP MAC: 94:ae:e3:ff:d0:60

| acaneigrbor e |

£ 110 /& Static neighbor AP

RS HARUE -

S i)
Order Neighbor AP {145 .
MAC Address Neighbor AP f¥] MAC Hiiil-.
IP Address Neighbor AP 1] IP ik
Operate MiIB% Neighbor AP, & 1%} StaticNeighbor AP 47 1%35:1E .
10 DAP847-XXAH - F/1t
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7.15.11 RF environment&#

RF Environment 7L [ T W = A R T IDAP8A7-XXAR L& A EdE . oLk
WL IE T IE R, TR BB H S — s RFE & P2 AR T4, AT 2 Je 2838 (E 1
i

DAPS8A7-XXAT] A MWIi-Fi 5 FIRFIASR, RAIT#, FR6 HOoRIFEHEAT 4095, X
AN W 48 S RT R T R A N 1) ) BB A% i DA S AR TE Y 1) R, [ B RE
I HE A ] — 15 18 A AR B AR 15 2% FO 46 & 5]k AR 3 B 4 2E n) 8
HRANE A DLk~ 2.4 GHzELS GHz, I EFEAFERFIN R b B4 18 R H R
SSIDfE B % . WREK R HAMEE L, [Fr LEEZEENIENE R,
MR RLGHREH, W IEEEARSSIDELR, %K 111,
DAPS847-XXAFRAL 1 i F A iR = .

» One Time: B, HMBRFEE50, RGREIFEFHER, BIAP
s
> Always: AR IRIELA T EERAS, Wl LIFR oy R, 7£1%
AR AS R TC R i Bk
HER: ZEAGEDAPSAT-XXARI A N, TEHI R 1ZDAP84AT-XXAL T “HHE
B . AR, DAPSAT-XXAR AL N 2% 1 i (R IE RS K . 2 ik
1. (One Time modexl Always mode) H3zhZ LR, DAP847-XXA¥ i [A] £ 1k 5
FIAPKES, V& i .

DAP847-XXAH /' T
A 1.0 12/2023
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@ RF Environment A

Wekw Eniooment Choose scanning band se-| 24zt _scnzsmd

Scan Mode Wireless Capture Config

o v~ SR

Scanning one time  Always Scanning

Last Scan: 2021-12-20 18:49:20

20MHz Channels

~ T U | S SIS IS § I

40MHz Channeis

- age .

S Channel utilization

=S

©

N

z lesmSEn

=] r n

80MHz Channels
1 5250 5330 54% 5570 5650 730 5735 5815(MHz
Scanning Data Statisic Q
SSID MAC Address Device Name Channel Encryption Device Type Device Detail
000-syy-nowcf-1x dc:08:56:6¢:37:21 AP-37:21 11 wpa2 known-ap & SSID: password1234
open-ax-4k dc:08:56:48:dc:el AP-DC:E1 6 open known-ap MAC Address: dc:08:56:aa:cc:60
z11 dc:08:56:25:f3:01 AP-F3:01 60 wpa known-ap Device Name: AP-CC:60
= RSSI: 22
Automation-open-39Nd5X 34:e7:0b:09:c3:el AP-C3:El 40 open known-ap
Channel: 116

Guest-ac-4k dc:08:56:03:0b:21 AP-0B:21 6 open known-ap Encryption: open
20200324 dc:08:56:2a:d1:el AP-D1:E1 11 open known-ap Device Type: known-ap
Guest-ac-4k 34:7:0b:03:d8:41 AP-DS8:41 6 open known-ap Last Scan: 2021-12-20 18:48:51
Enterprise-4k dc:08:56:76:0b:81 AP-0B:81 44 wpa2 known-ap

/& 111: RF environment 7 /&

7.15.12 FTCERINEINEE
DAP8A7T-XXAX Fr &I A, EXMHA T, DAP8A7T-XXA¥ Wit 5 L4k
B, RN R R 2 1L e 24

YL I TE] K B 550 Bl s AR S4B B L0MBHI, UK 2 H shiF 1k . E N 2
Hh Rl PARE I F 3 1L .

TEDAP8AT-XXA L 5E Lk INE, ESHun ~ D IE.

[ &ZFEAP Advanced Configuration @ [H—RF Environment—
WirelessCapture Config—Start Capture, %4 112,

-

DAP84A7-XXAF J Tt
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Wireless Capture Config

Start Capture

AI112: FLMEHE

O AR S P T B S @ M I

Capture Config X

Channel: 36 >

TFTP Server: 192.168.11.214

Filter:

MACI: €0:3C:59:70:3D:C5

MAC2: Both v 94:ae:e3:ff:d0:20
Frame Type: 802.11 ALL v

B

KI113: IMELIEFTT

O sy “Start” #Z41FF4EIVE, DAPSAT-XXANS BUHE A SO A4 I i A7 i 7E ftmp S
e, JEE EAEBITFTPAR S 285 B Shih 4 .

support@AP-34:D0:/tmp$
support@AP-34:D0: /tmp$ 1s

PortalCustom log

TZ mcs.conf

acv_ttnl mkca_lock

backup version mode
Icapture_2921-07—92_22-13-24.pcapI no_qca_da

cloudurl - ntp_synced_mark

cluster ntpdate_lock

cluster_cmd_pipe online-usr-count

K 114: IEXEERER B

DAP847-XXAH /' T 113
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7.16 FEEBDAPSAT-XXA KM% IR%
7.16.1 Bt B DHCPIR%

1E— SRR A FH I B, 2% R DHCP IR S5 25 B DAP8AT7-X XA T /E7E BE H
U, BT DAY B DAP84AT7-XXA I IDHCPIffE, i HIR{tDHCPARSS .

E IR N 252 i B . AP advanced configuration page — Service —
DHCP, Z*%& 115,

=4 Service
DHCP
Pool Name Gateway Pool Size Assign Network Operate Create New DHCP
Testpool 172.16.102.2 101 0 Action | =
Pool Name: (1-30 chars)
Bind N
Deiete Subnet:
Leases
Gatewa:
Range S
Range Stop:
DNS1
DNS2:
Lease Time: 86400 (120-86400)s

/& 115: ZZ DHCP /R%

E6E— DHCPHI LML 5, 40K DHCPHu AR 46 52 B — MBI 4, K
116 i/~ . e bbb 2 77, B FEELAEAP Ul — Network — AP Networks
Configuration " 5¢ BO B4 1) HC & -

AP Network Configuration x

Name Vian Protocol 1P Address Operate

Edit Network
vlan102 102 Static 172.16.102.102 v
wan DHCP 192.168.10.106 ’ Network Name: vlan102
vlan101 101 Static 172.16.101.100 e Vian: 102
Protocol: Static -
1P Address: 172.16.102.102
Netmasic 255.255.255.0
DNS: 5888
Default Route: off

116 M54 OO0 &

DAP847-XXAF - Tt
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FER: DHCPHuinEM R Aedb e BN E T &SP MO .

=4 Service PN

DHCP DNS NAT

Pool Name Gateway Pool Size Assign Network Operate Bind Configuration

Testpool 172.16.102.2... 101 0 Action =
Pool Name: Testpool

Bind Network:

i < I

E/117 : % DHCP #tEthasE2IRT i ] F

DHCP D
Pool Name Gateway Pool Size Assign Network Operate
pool102 172.16.102.102 71 0 Action | =

Bind Network
Delete
Leases
/& 118: DHCP #l /it fE
KSR T
¥ iR
Bind Network 452 DHCP Ul it 2 Fi e (1 285452 11
Delete JHE%: DHCP Hiuhi-ith.
Leases TR 1P k4 Fe s D .

DAP8AT7-XXAM /" F-it 115
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7.16.2 ELEDNSHRS

DNS Cache, tHFNDNSHEEZEA?, 7] LATEDAP847-XXARK & /7 %DNS (4
A4 Bl R, XFhSAF 7 AT LU D X DNS AR 55 28 s sk 8, AT in e
B i X 288 B T E, R IRD R 28T B

M— B P AR E R AL (Bl iiwww.belden.com) i, e E SeiE T
DNS & 105 1X Mk 4 T NG N B IPHAE . XN 1) 1 FE 75 B M DNS Al 55 28 & 1%
R FHEMH N, R X MR BT RECToaedE T, FHEgEGR
TSRAE R, ] AR IX AN S5 R, AN 75 2 H IR 7 DNS AR 25 48 Rk 2 i)
53K

il & #1%: AP Advanced Configuration = Service = DNS.

DHCP DNS NAT

DNS Cache

Cache Size: (0-1000 entries)

A 119: DNS ZHH &

RESHIB W T -
¥ Ei3Y
Cache Size 15 5€ DNS 147 %E, 78 DAP84AT-XXA 1, &£ Al LLikE A 1000 (%) ,
BN 150 (55)

DAP847-XXAH /' Tt
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7.16.3 NATECE

NAT (Network Address Translation) ZDAP847-XXA % FH i) —Ff ¥ 25 s hil- 54 H5
BAR, HTSEWMAELTHME (FAM) MALME (AM) ZEKE Y. 1M
DAP8A7-XXANE g% FH X 25 FI1 A FE R 25 A B

NAT 1) A Ji B2 4 P R bk Al -5 8 3 pl & v 10 28 W b flg 5, @i a7 —
MNeil, 5AMENATEG . NATANER FENLGEF 3 506 T NAT A E ) FEHL
WS, NATW B ENVERENER(S, U EHMAME—ANIPIEE, DAP84A7-XXA
DU — LR R, AT S I 3 K.

NAT I DI RE AN e TIP3 A 2 B in) @, T HLIE BE A R 38 4ok B N 4% 70 ER 1
M2, BRI AR M2 N &L ERSNATABET 2 A Mk, {Ha] DL 3|
S PN 350 P 25 R H

DAP847-XXAFI S #:JENAT (Source NAT) F1HAFRNAT (Destination NAT) .

fic & #12: AP Advanced Configuration — Service — NAT.

B Source NAT

TR P e o] R, 18 Source NATED B 7% N 3 22 N 1P HUhE 3% 3 5y B AN 4
EEIPHi L, A LU XA A AL IPi bl . BC B Source NAT, i B
Source NATHIFREEAR:, FF7EF H A Source NAT Configuration T 52 ikl B, 2
#4120,

Name Source IP Source Port Destination IP  Destination Translation Operate Add Source NAT
Port
Name: pooll
Source IP: 172.16.102.1/24
Destination IP: 172,16.11.110
Source Port:
Destination Port:
Protocol Type: ALL
Output Interface:
Translation: ®Use Masquerade
]

A&1120: F & Source NAT

DAP847-XXAH /' T
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KESHHRIN R -

B i)

Name Source NAT FLI &K .

Source IP Wt NAT Y5k, AT U 34 1P B—A 1P Bt

Destination IP W NAT H #hk, ATLUZ A 1P Bi—A4> IP B

Source Port B NAT 0] P 9058 11

Destination Port IR NAT FEIU 6 H )3 1

Protocol Type B NAT DU (PSSR o

Output Interface faE NAT FU sz .

Translation i F Masquerade ¥ P8 1P Huhk 3545 25 1482 11 1P bk (%)

B Destination NAT

HirHhhb# 4, T8 NI SS 28 B IPHubik A& AT 2 AR5 45, {45 4038 X 2% 1 3=
HLAT BAVT In) PR AR 55 23 RS 8 iR 55« 18 0] BLIE i B Destination NAT B4R @A~ 5k
fid & Destination NAT, %K 121.

Destination NAT Configuration

Name Source IP Source Port Destination IP Destination Translation Operate Add Destination NAT
Port Source Port:
Destination Port:
Protocol Type: ALL v
Input Interface: vian102 5
*Translation: ®Specify Network Addr

P:

Port:

A1 121: /£ Destination NAT

DAP847-XXAF - Tt
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RSB T -

2 ETi 3
Name Destination NAT #0144 Fx .
Source IP MLl NAT JEHBHE, 7] D2 AN IP 8—A IP B

Source Port

RS NAT A 58 1 o

Destination IP

Wit NAT H fstshl, mfPLZ AN IP a—AN IP B

Destination Port

R NAT KI5 H A3 1 o

Protocol Type

RS NAT HL 4 P S

Input Interface

a5 NAT JU N e

Translation

> IP: AN 1P kil s Rl N B A — bk
> Port: AN 1P Mk 4k ot o 21 f0) N 5 1

DAP847-XXAH ' Tt
A 1.0 12/2023
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8 RGEH

System T = E /R T 4 HTDAPSAT-XXAEREFEAE S, WIEDAPEREE M.
REEHEIKF . RGN ARG HE, W0 LI DAP8AT-XXAM R 4i15 B it47
Fic B A A AU B
AT EEAT LTS
> EREREE
M B
E-P A
ARG RS E
fic & AR G ]
fic & Syslog £ 4t H &

vVvyvyyvyy

DAP847-XXAH /' Tt
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8.1 EHEMER
WERZAE I DAPBAT-XXALEREIAH KL A, WiCluster Name, Locationfs 555, W]
L N\ System— General Configuration it & U i 317 & 58 eorE 4 @ 1 .

B 1A BLF B 45 Cluster i & — 4> Cluster Management IP#ifi:, X Cluster
Management IPHilik FH T/ BEDAP-XXALERE, £ 4 PYME — AN E I IPHbE

General Configuration x
Cluster Info Management Account Management Certificate Management Service Management
Cluster Name: My-Demo-Cluster (1-25 chars)
Location: My_Location (1-32 chars)
Cluster Manage IP: 172.16.10.235
Cluster Manage Netmask: 255.255.255.0
Cluster Manage IPv6:
Cluster ID: 301 (1-9999)

[ 122 EHEEEEH

RS HARUNE -

28 R

Cluster Name DAP847-XXA £EREHI ZFK

Location DAP847-XXA R ALE .

Cluster Management IP DAP847-XXA FEFHE HR 1) K UL 1P Hidik

Cluster Management

Netmask DAP8AT-XXA GHHE T IP )5 P #E15 «

Cluster Management IPv6 | DAP847-XXA fEREE FIf HE 4 1Pv6 Hidil.
Cluster ID DAP847-XXA R MFrR, BRINERE ID 24 100.

The DAP847-XXAERE(E BB & B nE T mIiss, w FEAps.

DAP847-XXAH /' T
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HIRSCHMANN IT

A BELDEN BRAND

AP Group : My-Demo-Cluster

- 172.16.10.235

My_Location
£ WLAN Enable: 2 Disable: 0 Working:1 Down:0 Joining:0
WLAN Name Status Clients Primary Name Status Clients
My-wifi-test CX . 0 ¢ AP-C0:70 Working 0

[ 123: HEHEE RN

YER: Cluster Management IPs& JDAP847-XXA Cluster Managerfic & ] — &
AIPHihE . AT DLIE A e 2% B0 26 I 2% U5 IA) DL URL SR & BE BT 4R
http://IP:8080&khttps://IP.

Cluster Management IPFiCE fEAPEREFIPVM_EIPHIAE . 158 RPVM L& 2
IPA] MECE Ko (W28 B ERN. N7 EAtak b, @M
DAP847-XXAEREFEFE— NN IIPH L, JEK H AL & N IPHE .

DAP847-XXAF - Tt
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http://ip:8080/
https://ip/

8.2 kpPEH
8.2.1 %HWeb GUITKH
DAP8A7-XXAH W B A 3N HA A FABR K, Al DLE X 2K &8 5% 2] AP

Cluster Manager:

» Administrator: Administratori /" G & m AR, e EEIFBU RS
ECE, B4 5 a2t H Viewer i /7~ ﬂﬂJﬁfﬁaﬁu&hDApsm XXARKE
HORESE

» Viewer: Viewer i/ NG & EDAP8A7-XXASEREAL B HIALIR

» Guest Manager: {#iGuest Managerllk J* &, W4 Zw4E A1 & Guest
Portalllk F* A FR

X3 AT LA [R5 S DAP8AT-XXALERE . (H YA — MK 2 HE G k0, Af—4
B Sihapmmy &b, EHEREST, WﬁAdmlnlstratorﬁlKFmF'ﬁﬁEl’J,
Viewerllk F f1Guest Manageri /' /2 22 HLIRZS

£ “Account Management” ECE A, {R0] LLEFE B H 825 H Viewerk &, 3
Al LA g Administrator flViewer (%565, &K 124,

General Configuration X
Cluster Info Management Service Management

Account Management Certificate Management

Administrator -

Password: (4-16 chars)

Confim:: | Giessevsise

Viewer @Enable ODisable

Password: L Leeeee (4-16 chars)
Confirm: | iseses
Guest Manager @®Enable ODisable

Tip: In order to ensure user security, please set the different password.

A 124 JKF1EHE

DAP847-XXAH /' T

123
A 1.0 12/2023



8.2.2 BHCLIKf

DAP8A7-XXAH FIFENE T ANCLIA ', 7] LU A A A AR 5 X DAP847-XXA
AT FE I - supportﬁﬁF%DrootﬁﬁF AdmlnlstratorTU\EE&LWi/\CLIﬁHFEI’J
BN, HdrootE Mg — MUHEFFHEN —F 72/, X—FHF/FHT
DAP847-XXA%: A B 1E firootii i E#E, &%[K] 125,

General Configuration X

Cluster Info Manager Account Management Certificate Management Service Management
-~

Tip: In order to ensure user security, please set the different password.
Support Account
Password: | eesesssssiens (4-16 chars)
Conﬂrm: -------------
Root Account
Password:: 000 | icessecisaesas (4-16 chars)
COan’m: ooooooooooooo

3 .

&/ 125: CLI Mk r&w

ERE: AU zai N, @UUE AR ] DAP847-XXATT 4t & ttroot i /7 AT
supportH F #

DAP847-XXAF - Tt

124
A 1.0 12/2023



8.3 UEPHEH

DAP847-XXASFFU F2F RN BAE S, RAEH G UARYE & P E R4 B
SE SIS
> HEBEWebREEE: Z%iF B H T webil i 28 FIDAP8A7-XXA Webfik %28 2.
A 3T 24k, BT https Uy M & 3 . ZRIATEILF, Beldene4ik— 4
BRICAIEE, HB N “find.dap.com” . /7% {# fl Open SSLKA
CAIFP BRI YAUEP (H T EFURLICIEE I, Kt H 5 B A8 i,
“find.dap.com” 8 EH CHIET)

» WEPortal Server: %iE1 T portal 71 [H F1IDAP847-XXA Web /% #%
Z A g ERE, UM P ExEEABG . H P A LUE X
Portal & s URLFFAH N & 4k 15

fic B #12: System— General Configuration — Certificate Management

Certificate
Name: (4-20 chars)
Certificate Type: Internal Web Server(Domain) v
Certificate File: | Choose File | No file chosen
Password: (4-128 chars)
Confirm:
Certificate Format: PEM

& 126 FEEH

DAP847-XXAH /' T
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8.4 RGMEHCE
DAP847-XXASZFF DL N2 AR 45288, X Be AR 45w DLAR $i5 145 1) 75 SR B 3 A el 22 Y,
S 127, BRINHW T, PUTF IR S &AL T2 AR o

» IPV6 L3 Forwarding: R JEH TIPV6IRS:, NITEZ F iy A1 H A Y 4% 15
25 2 (AT 32 IPVE R 4 K

» IGMP Snooping: DAP847-XXA EIGMP SnoopingZfj it & BUIRE, £
BATE ZZ W& BB RS, T B i 3% 4 .

General Configuration X

Cluster Info Management Account Management Certificate Management Service Management
IPv6 L3 Forwarding: - Joff
IGMP Snooping: . off

K 127: ZZRFEHE

DAP847-XXAF - Tt
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8.5 MERGH

IE#fH) RG T [R] 6T DAP84AT-XXAM 1T /2 dEH B2 1), DAP847-XXARIH & M
A HIEE VAR R HEEE, $Fln TiEdEER:, #Rs T — NMER RS
B (8] o

BT 51T LLYESystem — System Time T [f 58 % £ St i a] () Bic &

NTP (RFC 1305-Network Time Protocol) #&—f T M %% b )15 £ 2 18 3HE 1T Bt
] [ 20 B 45 B0 . NTP | 3 B 1) 58 2 3 RS B IR B 18] 6] 20 AR 55, A L &R
GURENG LR N AT HEAT R 2D . e g X2 I [R] H0 (Time Protocol) A% b (]
58, JREad Sk B AN R B 0 i RS B R B B TR . NTPad i {3
FIGPS. 7 oP 2% mks i Bh ok [E D MG i EANLR S8, AL T8 A i B (1]
[F20. B DAERBRIEE A H, FECREZ2 Mg, WUuDP. TCP4:.

RGN AT — T FANTPAR 55 4%, W UCR L AC BN i i e 4, HiES1 2
NTPHR 55 43 FI R TS . WER A 28 s & FINTP AR S5 4%, o] DUAR 3 S B s
OUECE AT RINTPHR 5545, JF BB N BRI se .

BCE G, HHEEHIDAP8A7T-XXAK 5155 8 HNTPAR S #3 [F] 20— KB 4] .

System Time

Date and Time: Sun Sep 24 2023 22:55:37
Daylight-Saving Time: . off

Time Zone: (UTC-12:00)International-Date-Line-

West
NTP Server List:

pool.ntp.org + X

cn.pool.ntp.org tix

tw.pool.ntp.org +t¥x

0.asia.pool.ntp.org t4 x

1.asia.pool.ntp.org tx -
NTP Server:

& 128: B & F40 /5]

RAE I, F b a] LTS 2 DAP847-XXAH] “Daylight-Saving time” #l “Time

DAP847-XXAH /' T
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Zone” , HAEHAM I E MR, 7E 32 FEDaylight-Saving time it X 14 H
AN HEAR, WK 129,

System Time

Date and Time: Tue Sep 26 2023 00:19:42 4

Daylight-Saving Time: CX .

Time Zone: (UTC-05:00)Eastern-Time(US and K4
Canada)

NTP Server List:

pool.ntp.org + %

cn.pool.ntp.org + 4 %

tw.pool.ntp.org +tix

0.asia.pool.ntp.org +3Ix

1.asia.pool.ntp.org t+x -

NTP Server:

129 JFie =S

HEE: BERNNTPARS %45 201, R ENTPARS &2 G H, PARH ORI [H] B8
WL E 2D . IR I L B NTPAR 55 28 BUNTP AR 5 88 AN 7l 145, I DAP847-
XXAH JH 5 7] 58 2 S 2 FH A5 = 1 TA]

DAP847-XXAF - Tt
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8.6 HLESyslogR4H®

Syslog/e —F T Z# gt H G Mbs#E b I8HE M Tidx RGN HEE
B BT AT R S BAE RGN RS, H TR, s H
SHHE, DMEZT RGUE BRI

Syslogf# FHUDP M fE% H &S B, 5 BRIMEH 11514 B S2 R 2 Ml B g X
RS2, AT DU 38 78 S8 A B B A 28 R A7 i e A e Rk e =%

Wit Syslog, &G AT ASER IS RGURES . IREEN R P BTN KIL%
R AT H

it System—Syslog & SNMP—Syslog R & A& H &

DAP847-XXAH H EFF & Syslogth i br#E, B LLE Syslog T TH & & H & AIAL & A1

NREME, Syslog W &< B /RDAP8AT-XXALEREA A ) “Error “ K2k 5 LA
L #SyslogH &5 5.

» Title: HEHERINE.
> Level: HEHER CEEE
» Source: AERHETH EHIDAP8A7T-XXARIPHILLE
MURKE SRR ) 2 H ST SR —ATR, 2RI i H &R A B A

DAP847-XXAH /' T
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Syslog & SNMP

Syslog SNMP

Title Level Source

DNS servers are unreachable!  CRIT 172.16.11.110
DMS servers are unreachable!  CRIT 172.16.11.110
DNS servers are unreachable!  CRIT 172.16.11.110
DNS servers are unreachable!  CRIT 172.16.11.110

DINS servers are unreachable! CRIT 172.16.11.110

DNS servers are unreachable!  CRIT 172.16.11.110 -
Log Level:
Ap-Debug: Notice -
System: Error bl
Security: Error b
Wireless: Error w
Network: Error b
User: Errar v @
Log Remote: . off 192.168,100.1

/£/130: Syslog A&

B Loglevel

Log level% & Syslog H & H B ERRSE .

MR E T EANZ 0, NIDAPSAT-XXAN: A s B35 Z 4 ) I H LA B 5 2 1
SyslogHEWHE . WEiEHE:

> 1R Syslog i & 2 4% A [F] 1) 7 B FE FE G B 1 0E . 84 7E Notice . Info A1l
Debug 2l i) H & A 244 A5 Warning 22 51 1 H &

» Syslog i & RN 25 W Notice, R 44 1 H & B FENotice. Warning.
Error. Critical. AlertflEmergencyix JLFHZ 7.

F ] LSS AN R B I3 il 48 i A 7] 0 H 852200 o

130 DAP847-XXAF - Tt
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2%

fHhiiR

AP-Debug H FDAP8AT-XXAE A HITEA H .
System H XDAP8AT-XXARL B MR GUIREN H &
Security HRMZEZEHE,

Wireless HRILRFIIH &

Network A RM RS H &

User ARAFHIHE.

B Logremote

DAP847-XXA X ¥ & B i 12 H & IRk 55 28 H R 82Uk 35 17 i DAP84T7-XXA K 1% ]
SyslogH #EH &

VER: Syslogsr N8I, im0 NEmergency, H{%Zi77 ~NDebug/All.

Syslog™ F 4 i € U H -

% TEEEE s a5 i)

0 Emergency EMERG RGEAH

1 Alert ALERT RSLRIHEAT B I
2 Critical CRIT P

3 Error ERR R

4 Warning WARNING T

5 Notice NOTICE JE A

6 Info INFO EERHEE

7 Debug/All DEBUG PIAEH S

# 13: Syslog /FHERHE X

DAP847-XXAH /' T
A 1.0 12/2023
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8.7 MHCESNMP

SNMP (Simple Network Management Protocol) & F % 2% &5 2 (bR B,
BTN R G0 b S TS 52 0 2% % & I BC B A IS ATIRES S B, DA
TR 2% B ] SE P AR R AR E T RE
SNMP#r i 58 X T Network Management System (%% 5 ¥ £ 4iNMS) AL
(Agent) ZIEJEAE I, MBI RS (NMS) 2 T8 A 4% X 2% 1) 5 21
FUHEAL, T Agent/EIiE T 7EDAP8AT-XXA % I N AR, T & & 4 IR
A BEE B IHH K IZFINMS.,
SNMPE =AM A, 43 51Z&SNMPv1, SNMPv2cHISNMPV3,
» SNMPVLE&FRIRA, it 7RARMNSEIRIIEE, (HA KT 4,
» SNMPv2c&SNMPVIF et A, 3N 7 4L FEAMES (community
concept) , & I w4at,
» SNMPV3IIGIN 7T H P2 A (USM) , $R4E T B0 @ 2o i) 22 4
P,
H AT DAP847-XXA Y £ SNMPV2c FISNMPV3H MR A, BT SNMPVLEAK 1) 22 4>
P, HHET AR AR
SNMP Trap&—FuB s, HTFEZEEAW & L@, SammgE
ARG (NMS) KA THrEFEH R, MIEHEMGMEEH RS (NMS) HIH
IRES ) o
SNMP A %S HA] LL#ESystem — Syslog&SNMP — SNMP T T FR#E47iC &

DAP847-XXAH /' Tt

132 A 1.0 12/2023



8.7.1 ECESNMPv2c
IR SNMPV2CA, THEEE WS4

Syslog & SNMP
Syslog SNMP
SNMP Agent:
Version: v2c v
Community: public
SNMP Trap:
Version: vac v
Trap Server: 127.0.0.1
Community: public
Trap List: apColdBoot apWarmBoot

apCPUOverrun || x apCPUOverrunClear

&/131: NMPv2c &

B FtE SNMPv2c Agent

¥ iR

SNMP Agent J& FH 2% FIDAP847-XXA [l SNMPAL #E

Version 1 FESNMPfiAv2C

Community SNMP AgentfCHEFI M 8 EH 248 (NMS) 2 [a] T I8{5 4, X5
community{H %4058 42—, SRR kAT IR H (S .

fic B SNMPv2c Trap

2 i)
SNMP Trap o B AR HIDAP8A7-X XA ML E FE R 48 (NMS) K i%ETrap.
Version i FESNMPHRAV2C
Trap Server U SNMPv2c trap I EL R G (NMS) .
Trap List i 8 R IR M TrapA AL,
DAP8AT7-XXAH - Fiit 133
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8.7.2 HELESNMPv3

R SNMPV3R A, 7 B E 4 S

Syslog & SNMP

Syslog
SNMP Agent:
Version: v3
Username: snmptest
Passphrase:

Confirm:

SNMP Trap:

Version: v3
Trap Server: 127.0.0.1
Username: traptest

Passphrase:

Confirm:

Trap List: apColdBoot

SNMP

apWarmBoot

apCPUCverrun | | = apCPUOverrunClear

A7132: SNMPv3 A&

FZE SNMPv3 Agent:
SH Ei: 3%
SNMP Agent JE 25 FIDAP847-XXA L {ISNMPALHE
Version EFESNMPRRAV3 .
Username FrRARFIAESNMPE B R SE K .
3 4T AN "F‘_(_‘, “"._J‘\_._:—“\‘Zﬁ\ > é\/\"“‘"‘
Passphrase J iXTS/\NMPv&&ﬁ%hLﬁEE’J&.ﬁ% 2R I E DL 8N TR
CEAEBRAN)
Confirm RN
134 DAP847-XXAH J* Tt
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fit B SNMPv3 Trap

¥ Eiipe
SNMP Trap J FH %% FIDAP8AT-X XA 25 5 B 2 41 (NMS) K i%Trap.
Version EFESNMPRRAV3 .
Trap Server FZUSL SNMPV3 trap ) 25 & 5 248 (NMS) .
Username FRIZAHAIESNMPE H R 481 H 7
F T % SNMPV3HEAT B A BGIE F 3505, 1% 2 A /35 84 45
Passphrase ek T
(RN ©
Confirm RN
Trap List 85 R IE I TrapZ .
DAP847-XXAH] /' F it 135
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9 LLEHE

Wireless Tt [l T R 7R DAP847-XXA T & ) 4t iHE B AEC B 15 5, DL Radio/ZH
MR =R WRF. wWIDS/WIPS CEZ&NEZSIN ARG/ TER NIRRT 240)
Toe M REAL o

(<) Wireless A
& RF ©24GHz (UsGHz L wIDS/WIPS Performance Optimization
2.4GHz Channel Distribution Rogue Suppress: @K Background Scanning (R -
Dynamic Blocklist: (@l .
Wireless Attack Detection: (@l . Scanning 0 20 m
ot ecHE @ci Interval: Fry et
Unknown AP
Scanning
Duration:
@94 AE E3 35FE AD 04 AEE3 35EC 20 Oms
@94AEE3 0987 30
s i i | Band Steering:
Interfering AP
[ o @ Force 560 [N
- Load Balance:
Rogue AP ﬂ 5
RSSI Threshold:
0 2 0 60 68
24G: 0 56: 0 [ save |

/& 133 Wireless ZI&

AT B A AR 3N T T Y AR
» RFCE
» wiIDS/wWIPS
L = A Y

DAP84A7-XXAF J Tt
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9.1 RFEE

RF L[] F T 4% T 2645 18 1 S 00 DL AR FH I RFAH G DI REMIIC B, WS iE. K
ST IShort GIIHEL B 2,

RETUH A PR AR UM m ii=t. M dr RF DU bR AAS , A DAMIE AR
RN B BN, EZEAT, &0 LI DAP847-XXALER 4 RRFAL &,
AT DURR G 75 SR 20 4% B 5 DAP8AT7-X XA B 34T R BC &

HREIR2.4 GHzAI5 GHzMB 5 E 0 A5 M4z (5 B, 8 H A E I
tBRRAENEE. BB E0E BN, B2 BRERETR 2.4 GHzEES
GHzZIB % P i I S B

FEHRAR R,

£ RF @24GHz (5GHz
2.4GHz Channel Distribution
®CH1 CHE @CHN
£ RF (2.4GHz  @5GHz
5GHz Channel Distribution
@CH40 © CH3E6 @CHI53
E/134: RF Fi&

DAP847-XXAH] /' F it

WA 1.0 12/2023

137



RF Configuration X
Global: 5G Channel Width(MHz) | Auto v [ soe |

AP 2.4GHz Ch... 2.4GHz Po... 5GHz Cha.. 5GHz Pow...
AP-FE:A0 auto(1) auto(14) 40 auto(19)

RF Information
AP-EC:20 6 auto(14) % auto(23) / AP Name APEAD
AP-87:30 auto(11)  auto(0)  auto(1S3)  auto(21) APMAC O4i0e:63:56:354e:0

2.4GHz

auto(1;

£/ 135 RF Configuration Z/&

RFFC & T s 7R T DAPSAT-XXAWEIEH R M K ST ThER, HEH| L rhikFF
—/NDAPS847-XXAHR|, &7EAMME Bid Bon R E R, B EE, XK,
(EPCE

A e E ] T 5 EEE R DAP84A7-XXATES GHz Sl I =it E, %K 136,
B AT DLk BEde e W R o B R E, S% 1K 140,

WRFIN AR RENAAIE, WAL EDAPSAT-XXARIFA A L& -

RF Configuration

Global: 5G Channel Width(MHz) | Autc m

20
AP 24GHz ( 49 z Po... 5GHz Cha... 5GHz Pow...
AP-C0:70 auto(1) 2 auun 20) auto(104) auto(21)

E/136. £/55 GHz ([SEE SIS
HER: KT160MHzEEFESE, W T2 RFMIDAPRS | {518 u [ M i i i 5%
BRE, RZFRAARE. AR ETEERIE.

138 DAP847-XXAF - Tt
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9.1.1 fBEDAP847-XXARITHEA{=1E

fERFECE WU A, & A LUEEEDAP8A7-XXARIMEM TR M TE(E1E, %K 137,
BTSN, ARS8 K 5 5h = fiDynamic Radio Management (DRM) H 3}
B, HT3AMEHRARNEE RGNS, BOd I SEN R JC 5 M R 4
A, DLRR IR LE Bt o, SRIE M E 4 R AR AT S

IR E T3 1% B DAPBAT-XXAN TAEEE AL TR EH, FESLHANGEILE
(ACS) AIHEBhIhHLER] (APC) o ETFIMEAXT, APKH DA LLLL1dB1
K47 5

RF Configuration X
Global: 5G Channel Width(MHz) ~ Auto v m
AP 2.4GHz Ch... 2.4GHz Po... 5GHz Cha... 5GHz Pow... RF Information
AP-FE:AQ auto(1) auto(14) 40 auto(19) 4
AP-EC:20 6 auto(14) 36 auto(23) AP Name: AP-FE:AO
AP-87:30 auto(11) auto(20) auto(153) auto(21) ‘ AP MAC: 04:30:€3:56:35:fe:a0
2.4GHz
Channel
S ON
Char
ha h(MH,
Pow
APC: O
E/137: RF Bi&

N T BRI/ D) 3R B DFSAE 18 I A7 AE I 78 KUK, 18t AT LY DAP847-
XXATE B 5 E Y RN E — BN DREFEFTER, X DUA £ T X — 4k
Rk st T itk, %K 138,

DAP847-XXAH /' T
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hannel
Client Aware: @ Channe
Channel: l 104 vl ACS: ®on o
Channel Width: l Auto vl (MHzZ) Client Aware: @L)
Channel: [ 1 v]
Channel List:
Channel Width: [ 20 ~ ] (MHz)
Power
Power
APC:
48 APC ®on OorrF
Power: (3-40)dBm
52 Power: [ 17 (3-40)dBm
Auto Power (3-40)dBm
Range: 50 Auto Power [ 5 I - l 17 ] (3-40)dBm
i Range:

£/ 138 £& Channel List #7Auto Power Range

Power: [ 21 l (3-40)dBm B
Auto Power l l - l l (3-40)dBm
Range:

Others

o

High Efficiency:
Short 61 ex .

Note : The RF configuration requires 30 seconds to take effect on
the AP after you click 'Save', it is not recommended to make other
RF changes on this AP during this period.

w

& 139. Bfth RFEE

DAP847-XXAH F* F/iit
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® RF Configuration WHEKE ESHANH

M

iR

Client Aware

WRFFF T “Client Aware” ThRg, A LLRE D mERENBEN N, RERFE %M,
DAP8A7-XXAWA LI TAEEIE, BRI BRADARSE S i F. tnRaEH]
ZINGE, DAPSAT-XXARREL VI N ERNIMEIE, A LXF nl GE2 B Fh b 24 50 % i
j.k%o

Radio

FFJE B HIRadio, TIEFX)2.4 GHz A5 GHzAE 7 AL & -

Short GI

& F /%% H Short Guard Interval . 7£ % T IEEE 802.11 OFDM ) I £ki@ {5+, Guard
Interval (G FH T 1 ORFE 5 £ K% P IESEER 147 5 2 Al Rk AEASRI A% . |IEEE 802.11
OFDM {5 FH AR HE S 5 GIIZ80048#b . N 1 & =i iin i, |EEE 802.1 4% #EH I 1
XTA00NFPGIF Al S i, 1% m] DUE R AL R 52 m12011%. 2R1M, URF(EIE [ E RS
MG, B 2R SR 18] i) i B2 A KSR, % Short Guard Interval#
FEEEPHIRE, BRAEOLT, BGHELLHB & BT BHRES.

W Z AR B (@ e AR SRR R 2D, EECOEH] “ Short Guard Interval”
ife.

High Efficiency

a8 1802. 1 1axti . Gz, NIDAP847-XXA¥: MMEEE 802.11axt 1)
| |IEEE 802.11actix. iZ#AER) 32 H i 2 i vl 43Z IHFIEEE 802.11ac%& b o]
et I 5 DAPSA7 - X X AFE 214 117 ] 3,

DAP847-XXAH /' T
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912 EERFEWR
DAP847-XXAS. 20 MHz. 40 MHz. 80 MHzH1160 MHz{5i& 7 %, #&w] LAfE
DAP8AT7-XXAINFAE RFECE W B FiE W5, %K 140.
HER: KT 160 MHz{EE W5 55 A DL T —2EBR ) .
» 160 MHz{Y7E (518 [ v 36-64F1100-1281115 GHz L4k Hi |52 3 .
> HAYMAPH GRS BPOE+ (B ) MR, 4 #F160MHz,
> (UFFEA160 MHZ(SE 5 . H ZIE &P A d 160 MHZAE .

Edit RF Information

Channel
ACS: Oon @oFF
Client Aware:
Channel: 36 v
Channel Width: 20 v (MHz)
Channel List: 40
80
160
Power
APC: @oN Oorr
Power: 23 (3-40)dBm
Auto Power Range: - (3-40)dBm

E/140 : FZE 160 MHz [=&2 s

142 DAP847-XXAH /' Tt
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9.1.3  FFE/IXHIDAP8AT-XXA I T LRSI

f& ] PLIE T Bt Radio on/offf% £ >k o< [ £ B - DAP847-XXA W £ 12.4 GHzE(5

GHzIEZ AR s . DL TR TPk T AR H B, 15251 141,

Edit RF Information
Auto Power 5 = 17
Range:
QOthers
Radio:
Short GI: "on @@

(3-40)dBm

141 FHEELRIT LT R

DAP847-XXAH /' T
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9.2 wIDS/wWIPS

DAP847-XXATEEFER I T BEe $2 L R KIwWIDS/WIPS T RS, Wi R 75 B F H
L e Ee, iU HIDACH I+ SEAH M A License.

144

wIPS: Wireless Intrusion Prevention System, TZNZFifH &%, =& —FhH
TR U R 87 A TG 4 X 445 v ) 2 A BB ) R G . e R B SIS L I N 9 T TG % Y 4%
AL B, RGN AT B L% TE 28 N 2% BT R R F R &R UT i) . wiIPS
se N |IEEE 802.11 BT K HIEE — R PRl A fR P Thae . wiPS @i {EiE
FE 0 BT AR A B ARG I JB i X 4% 22 4 . I R 4% IR 55 RIS R 48 E 1) TE 26 4T
HNEE . ERAL TR TCER & 0 A — 22 58 BE ) o 4 X 465 22 A i
E D

wIDS: Wireless Intrusion Detection System, T NERHIM RS, & —FHT
For I TG 28 I 28 Hh AT BEAFAE I L N R G BRI 2 BT 0 28 9 2% (4% B A B
KA MAE R AR VT BEBHERRHITN. 5 wiPS CE& A=
28t AN, wiIDS M) EE A0 AR B EUEr, T wiPS U B 3 =S A A BH 11X L
J@ . wiDS W] LLFE FAT IS H P R LA U7 R AR . B Ry 4l
) 288 FIFH B 52 o2k I 2 B R S FRAU R  HIBd: . wiIDS 7] BLAE AN BRAIG 199 26
PEREMI TG DL T Mg T2 2, 0T & P R LRIV 7] 32 A1 SI2 B F 5

Rogue Suppress: DAP847-XXA LRl id [f] Rogue AP ik A %5 /7 it MAC
Huik 1Y) de-authentication Mk FH 1125 o 42 2] Rogue AP. AT LA &
ZEH:F| Rogue AP & P omidEsz . WER—/N TR AP & A 3ET
P AP BB E AP, BATLL AR “Trust” , WK 142 fox, #i% AP
ANINE] Allowlist H1. ERAESL T, Z%IhRe A Disable IR3s, %K 143.

WIDS/WIPS Conﬁguration Are you sure you want to trust this AP (dc:08:56:77:¢1:20)?
Unknown AP SSID Cancel Unknown AP Information
dc:08:56:77:¢2:60 238-hu-1x TereTenTe-ap e T Do TroeT — - dc:08:56:77:¢2:60
dc:08:56:77:¢9:20 5G_Qos_duxn interference-ap 94:AE:E3:FF:D8:20 Trust RSSL: 35

SSID: 238-hu-1x
dc:08:56:76:0b:80 EST-2418-test1 interference-ap 94:AE:E3:FF:D8:20 Trust

Channel H 149
dc:08:56:76:01:00 EST-2070-1351-... interference-ap 94:AE:E3:FF:D8:20 Trust Type: interference-ap
dc:08:56:77:¢1:20 EST-2418-test1 interference-ap 94:AE:E3:FF:D8:20 Already In blocklist: No
dc:08:56:76:1a:c0 EST-2070-1351-... interference-ap  04:AE:E3:FF:D8:20 Trust AP Name: AP-D8:20

AP MAC: 94:AE:E3:FF:D8:20
34:e7:0b:09:15:40 sc-test -ap 94:AE:E3:FF:D8:20 Trust

AP Location: 94:24:21:55:89:3d1/1/3
34:e7:0b:0e:e2:00 BHCCTH -ap 94:AE:E3:FF:D8:20 Trust N .

Distance : far
dc:08:56:76:02:00 EST-2070-1351-... interference-ap 94:AE:E3:FF:D8:20 Trust Encryption Type: wpa2
dc:08:56:af:bc:ed 0QOE171_1X interfarence-ap 94:AE:E3:FF:D8:20 Trust IDS_ITEM:
34:67:0b:09:c0:01 00000TT1 interference-ap  94:AE:E3:FF:D8:20 Trus Attached Clients: 0

& 142 Trust AP

DAP847-XXAH J* Tt
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Dynamic Blocklist: #1152 H T Dynamic Blocklist Th&g, &3] ad-hoc
w2 HBEhHR NS DAP847-XXA i Dynamic Blocklist 1. XGEW 5 IE ad-
hoc BE&-18 A (248 R 7 S 3R 15 % DAP8AT-XXA T2k ML (K5 1] . BRI
5L ad-hoc ¥ & A2 B 3h¥s i3 Dynamic Blocklist 1, &5 & 146.
Wireless Attack Detection: Wl 5 H  Wireless Attack Detection ,
DAP847-XXA Mtk B 4N AP FIARZHEALI VIR, B TE OLY R IR,
S K] 143,

£+ wIDS/WIPS
Rogue Suppress: . off
Dynamic Blocklist: . off
Wireless Attack Detection: . off
Unknown AP

Loading Data...

&/ 143 : wIDSIWIPS Z/E

Rogue AP: Rogue AP ZIERARAUN L VIR A (AP) , #HH R T RE
B, DRI BRI Usn . T Xt AP R IERFTR, BH el
AJ R 226t ) X 2% 22 4= 3 gl . Rogue AP AR il Wi % M, DA
TR B BHATNBIEE . W— &4/ A MNSAH LM 1) KL RE AP,
o 25 DAP84T £ #EAH[E SSID B4 T3t AP, Rogue AP il # i\ HN
& DAP8AT LRI 2 4= i o

Interfering AP: fELZHMEEH W E RMEREE DG LMAET AP. T4 AP
WSt RF T4, 80, EAMWABEENZ2 M, B RAEES
LM 25

Allowlist: Rogue AP #il Interfering AP #5723k B 4MBHIAR R AP, W LLEL 5
BN EB FEFE R AP FIFR L. SR, —SR B AR S22 AE
RN A, EAIAE S #5358 Rogue AP B Interfering AP. N 1 38 fuix i
R, 0T LI 325 F) MAC Hihkol MAC-OUI 2] AP Allowlist Ht,

DAP847-XXAH /' T
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WK 144 Fir. RGNS AP MAC Hilib R in3] Allowlist, T &% A2

FH1 AP FIF

MAC
94:ae:e3: 4 A%
00:1f:64:0a:2b:12
00:11:22:33:77:99

dc:08:56: ;% *

Allowlist

00:11:22:33:77:88

X X X X

BIRAE

E/ 144 : AP Allowlist

B wIDS/WIPS TUIH b5 A2, 0K 7EwWIDS/WIPS Configuration T2 1 & 2
Interfering APF1Rogue APsII{E 5513, LA Kinterfering APFIRogue APs
(IS 2 VEA{E S, WIRSSI, (SiEMNE KA, K 145,

wIDS/wIPS Configuration X

146

Unknown AP SSID Type AP Operate Unknown AP Information
34:e7:0b:0b:9f:c0 Portal-DAC interference-ap 94:AE:E3:FF:C0:70 ust Unknown AP: 34:e7:0b:03:d8:41
34:67:0b:03:d8:41 psk-cluster-200  interference-ap  94:AE:E3:FF:C0:70 Trus RSS: 82

SSID: psk-cluster-200
00:13:32:10:2¢:61 646 interference-ap 94:AE:E3:FF:C0:70 Trus

Channel: 6
34:e7:0b:09:c0:al Enterprise interference-ap 94:AE:E3:FF:C0:70 Trus Type: interference-ap
34:e7:0b:03:c6:21 1QOETest interference-ap 94:AE:E3:FF:C0:70 ust Already In blocklist: No
34:67:0b:0b:9f:c1 DAC-wecat interference-ap  94:AE:E3:FF:C0:70 Trus AP Name: AP-C0:70

AP MAC: 94:AE:E3:FF:C0:70
34:e7:0b:a0:10:01 Portal-DAC interference-ap 94:AE:E3:FF:C0:70 True

AP Location:
34:e7:0b:03:c1:21 guestportal-Jme... interference-ap 94:AE:E3:FF:C0:70 ust Distance: asiEat
34:e7:0b:03:d6:41 000-portal-1194 interference-ap 94:AE:E3:FF:C0:70 Tre Encryption Type: wpa
34:e7:0b:0e:e2:01 000-thw-rap-test  interference-ap 94:AE:E3:FF:C0:70 ru IDS_ITEM:

Attached Clients: 0
34:e7:0b:09:¢2:01 000-portal-1548 interference-ap 94:AE:E3:FF:C0:70 Trus bl
34:e7:0b:09:c0:el 331-hhh-00 interference-ap 94:AE:E3:FF:C0:70 Tr
34:7:0b:09:c3:el Automation-time... interference-ap 94:AE:E3:FF:C0:70 Trus

s

&/ 145 wiDS/wIPS Configuration 27/

DAP847-XXAH - Tt
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¥ i

Unknown AP FEAPFIMACHEHE .

SSID AREIAP] #E1SSID K

Type FKEAP (TIAPERIRAP) K345 1,

RSSI RHAPHIRSSI,

Channel ARHFAPH) TIF(E1E.

Already | ad-hoc¥ & HIFric, HURT “Dynamic Blocklist” #2755 .

Blocklist SR, Mlad-hoc 4K E SR INEIRLIE B2, JF FLAR & Hotrue. iR
T AboffIRAS, EiE IR T HIARMAPA Zad-hocik s, NitrERN (F) .

AP Name FEAE cho I 2132 R AP DAP8A7-XX AR 45 [ 44 R o

AP MAC FEAE kG I B1)3% R ZN AP DAP8AT7-X XAV 5 [FIMAC Hu L .

AP Location TEAE ARSI 21)1% A HIAP I DAPSAT-X XA, £ (1) bk
BB R A AP I I DAP8AT7-XXAZ B YRR S, 1% PR B ilid R FIAPIRSSI
RS

] Nearest - RSSI=(-20 dBm)
Distance

Near - (-45 dBm)<<RSSI<(-20 dBm)
Far - (-70 dBm)<RSSI<(-45 dBm)
Farthest - RSSI<(-70 dBm)

Encryption Type

KEAPHISSIDHI N 7 e

IDS_ITEM

RF—MEWIDS R G TR R @ AT N A, X AT Ny E AR AT B
BT — AR I TC 2R N 48 22 A R A, i) H
> AP I

I iR AR UGIE

IR 2SS

1 F 45 %4 SSIDHAdhoc ¥ £&

£:SSID

AP} W it

Adhoc¥ &

TR

2RI ]

TR bk

T 3380 R AR S B DAGIE

TR R PRARHD AR S Bk

A R iR Rk

Omertal{{i;

RN B B ity

802.11n 40MHz AN 32 &

VVVYVVYVYVVVYVVVYVYYVYYVYY

DAP847-XXAH /' T
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3
B

1% 511#7802.11n Greenfield 1
DHCP% "4 |1D

DHCP#1%¢ Conflict
DHCP4 # 5 &t Name Change
LR

TERMAC OUI

H 4 SSIDIRH

M T it DK B SR 1 3K

AUEET

VVVVVYVYYVYYVYY

Attached Clients ERBIRIMAPHIR P g, DA Z P i I MACHEHE .

» Blocklist: Blocklist R AT LA Rogue AP. #15—4> Rogue AP #%¥5in %

148

B RE MU A SR 7 29K it 17 i) DAP847-XXA T2k M 4%,

Z# P 146,

wIDS/wIPS Configuration x

Unknown AP

78:44:1d:c0:a%:c0

SSID Type AP Operate Blocklist
yizexdnxi Interference-ap DC:08:56:35:EC:20 t MAC

ChinaNet-waQQ7 00:03:71 00:00:0¢

test intert

ChinaNet-atNs-5G  interf

& 146 : F5h7Blocklist

S5 ik
Operate Trust/MBAPIER FH MR FIAPHIR R HIBR 4R AE . a0 XS AT APIAT Trustige/E, I3
P MAC I 75 I E Allowlist .
Allowli NN DAP8AT-X XA AT 2 4 B AN AP 3, 180T LAFE4 2 E (T IMACH 17
owlist .
fnz|Allowlist .
¥ UH rogue APLL R4 B % 7 i R DAPSAT-XX AT AN AP BB 42 Bz ¢ . n SR
Blocklist L BTN RESTIF 3F HAG I B 2 ¥ 4%, IR Be ¥ £ 405 E S N3 BB 44 sz e vp . 4] DA
I “Trust” #4EMNEB 4 551 R T I ER TR 2 AP,
DAP847-XXAM F* Tt
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HE: WRIEMEHwIDSWIPSTIfE, FEITRERAMINGE, £ Xtk
REGSHHME AR, N 7R ekl R R Re, @ BCK TS SRR B E A
NFLo

DAP847-XXAH /' T
A 1.0 12/2023
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9.3 LRtk

T RE AL T4 I P B e 4 ik 95 i & . e % e A 4k £, 9% Background
Scanning. Band Steering. Load Balance. RSSI Threshold. Roaming RSSI.
Voice and Video Awareness ) X Airtime Fairness%:hfit, %K 147.

Performance Optimization
Background Scanning

Scanning Interval: 180 min 59 sec m

Scanning Duration:
ms

Band Steering:
Force 5G:|

Load Balance:
RSSI Threshold:

24G: 0 56: 0 [ save |
Roaming RSSI:

246: 0 56: 0 [ save |
Voice and Video Awareness: . off
Airtime Fairness: 2.4G: . off 5G: . off

B 147 : BT E

Background Scanning: JCZEM2& 7E ] BEAFAE T 45 3815 1 FR ORI A 12
HWH B TAE. skt Jedadl, SRR Wi-Fi X2 H AT fE 2 /A7
R Bl ) B T T AE SR . Background Scanning T Wi-Fi (4%
TAEBISAIAEL, R IF5 R IR EAT 702K

Background Scanning & —Em % DI RER) A, 41 wiIDS/WIPS. APC 5.
ZIIRERHINT, AN AP A ATR RN R 21 1, DRM R FRRHRE . BR
WIEOLT, “HRA#H” &1 8 HRE.

DAPS847-XXAH /- Tt
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SRR A FE ] DA HE SR EOR AT B, B B Ve N 5 R0 3 180 43 E
X BRI B s L e IR, U FHERIAE 20 #4E A e kg, il
(BRI 1 404t , Ko sem 3] wiPS ThEe B AERf M .

HER: N DAP847-XXA Hii® T — 1% A “athmon2” W& HARED, H
T58Rk 2.4 GHz {5181 5 GHz {ZiE /1 5.

Band Steering: Band steering 74 Prefer 5G #1 Force 5G #1735 .

- Prefer 5G: FHX T 2.4 GHz 8B, W DAP8AT-XXA HRIMN 21EFE 1
LR P S FE 2.4 GHz | 5 GHz XU, EMK % P s $ 2 5
GHz BB b, IXFEREUE I/ S 18 TP Re % 1 I & 7 o 1 0 FH 7 55
seRh 5 GHz Sl EHEEZ T HIEE. BAEAL T, Band steering
T B ARE, 2B A Band steering H Force 5G < HIARASH,
DAP847-XXA ¥ 1E Prefer 5G ## 24 N LAE

Prefer 5G 2 T{5 1 FI R A% F im0, 24 5 GHz BB 115 1E F A
R E I HEEE 2K P iy, B R b 2 1 1 205 18 A 2 N
K] 2.4 GHz $EL .

- Force5G: SEMIXUIN TAERI LR P imiE 2] 5 GHz M. T 1ZIfR¢E
Ja, R TARRR B To g 25 P im AN SUVFIE L DAP847-XXA (] 2.4 GHz
BB, HSCEF 2.4 GHz AE I P um A 9 e Ve8] 2.4 GHz M. 4
JFJ5 Band steering Jfi%4#% Force 5G I}, ] DAP847-XXA 75| 5G ¥
XN LA,

Exclude: ¥fg @ FIRUNE - uiHERR 7E Band Steering 2.4, DAP st ¥rfthfi1H
MR BTy, fEiX BAERT DL —/ N4 uq i) MAC Hulib, BE I MAC
OUI, ¥4 e R ) ZuiflEbR /£ Band Steering Z 7k

Load Balance: & DAPS847-XXA L —H W &4k AR, ‘& B8 1 i
DAP847-XXA Z [aJff) i dk, HilrBEAN 1k & e K IFE i 1ERE, 0% F i
RE L RAS 08 1717 T

Load Balance #&: T 8% F i fEAHST DAP8A7-XXA Z Al AF4r i, 2T
B L. DAP8AT-XXA LG F H 2 UL KRB P i Y RSSHE S5
B, FERE KL i WA BT w4 ESl SRR . R
PRI E, B ERBE N 10, 2.4 GHz A1 5 GHz HfEE A %
%N 70%. BRINTEL N Load Balance NITJEIRAS .

RSSI Threshold: H T & A#EG], “RSSI threshold” 1L TG 4% F i
PIoRIBGE AR E . WS EZk % F i) RSSIEAK T “RSSI threshold”
DAP847-XXA W¥ASXE P i N . 2 AR E %S85 IEEE 802.11kv

DAP847-XXAH /' T 151
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WREAZFE M . RSSI EK T BIME I TE L i A SOV AT NG . BRI
R, ZIBERNEZERIRE (0) , “RSSI threshold” #] LA%» HI N H T 2.4
GHz i sl 5 GHz M. EHEEN T, @EEETE =PI E “RSSI
threshold” , RSSI At & ji[E N 25-35.

Roaming RSSI: #EA& T Roaming RSSI, K<kl RSSI AL Lk
=Pt ATl . Roaming RSSI 3£ 5 IEEE 802.11k 1 IEEE 802.11v Jjfig
PG . A 5| SR 2 7 i g I

- 47E WLAN L= ] IEEE 802.11k A1 IEEE 802.11v Dhfghf, “Roaming
RSSI Threshold” ¥ fil %2 DAP847-XXA Fl £k % i 2 [6) ) |EEE
802.11k 1 IEEE 802.11 v JH§ B AT #t.,

- 24 DAP8AT-XXA il 2| o2k % F i i % 1) RSSI {HAK T “Roaming
RSSIThreshold ” i}, ‘B4 W% T4 ® 7 i ik & Kik— 1 IEEE
802.11k Fft, L ¥r IEEE 802.11k L% ik & a4k HE
ZW A RE F#E B R Ak N DAP847-XXA.

- ETRURRIEE, DAP84T-XXA BoitHi%i% %18l & E BSSID,
ARG IEEE 802.11v FHAF[AZ TG4 % F im 13 £ ik e SSID B B
- BE, BB, mik & EE R SHITER. R EEE, T
R AE DAP84A7-XXA Ki%EMW) IEEE 802.11v HAF HE—A H
BSSID, B &k DAP847-XXA HEFF o 4 % —4> BSSID #4718
I -
BB T, Roaming RSSI AZEAMRE (0) . Roaming RSSI A DL BN
T+ 2.4 GHz BBt 5 GHz 4Bt .

Voice and Video Awareness: i&& ARSI, Background Scanning Rgf%
AN E] DAP8A7T-XXA FHHRNE S Fin R, W S FT A AT 18 2 B 55,
I Background Scanning <315 1k TAE LR = PLE L BV ST E A B T
kil 2 A T B R, R EEET /A Background Scanning. ERIAIEFAL
T, Voice and Video Awareness IIgEab T 2ERPIRAS .

Airtime Fairness: WJ[A]AF, BRI MZE R AR G R R i, W SCRF
|[EEE 802.11a. |EEE 802.11g &, IEEE 802.11n £k % /i, DAP847-XXA
I AL ICER 25 P i (RAL ST B, Airtime Fairness 1] DL 2 kb S 45 6 28 32
AN RBIAE, IR i B e 3R A~ 007 58 70 B, ik X Fhoy 208k
AN TCE N ZE I REAN AT FH A . SR TE DL T Airtime Fairess & < FI .

DAPS847-XXAH /- Tt
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10 AccessTHH

Access LIS T INIERDT R3S HIAH R DI RERCE, FEHTHAURE R, O
NIE. B i B 44 5. Portal ik [ 44 B AIACLEE
AEVNEEQEWT NE:
> Ak
Portal\ ik
k-5 F1Access Code’s F
5E il fk Portal T T
TCER2E P v v 44 R
Portal i\ ik [ 44 H.
Portal /i [X 15
H k12 )
ACL

vVvyvVvyvVvyvVvyYVYyYYvVYy

DAP847-XXAH /' T
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10.1 AiE

Authentication 71 [ A A FP R =
» Authentication Fi it -
» Authentication Configuration T . .7 Authentication TR [ s A2 A] LA
# A\ Authentication Configuration T

Authentication i i 27~ A R To Lk % P im R EE R4 (OS) W4 E R,
L 148, ek sh E AR ERF, ERem Bor e A REE, WK 149,

£} Authentication @pevice Jos  ¥* Authentication Opevice ©®0s
Device Type 0S Type
Unknown ‘obile Unknown ‘03
PC Windows 7/Server 2008

[E/ 148 : Authentication 217

DAP847-XXAH F* FIi
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£} Clients For Cluster: My-Demo-Cluster Total:2

Name P MAC WLAN Auth
Lakers0326 172.16.10.110/feB80::de...  c0:3c:59:70:3d:c5 My-wifi-test PSK_WPA2
iPhone-2 172.16.10.109/fe80::43... dc:0c:5c:dd:59:c9 My-wifi-test PSK_WPAZ

¥ Authentication @pevice [0S Blocklist & Allowlist
Device Type Blocklist Allowlist Walled Garden
MAC Address 9
PC Mobile
1
MAC:

&/149: Device 3£&/

DAP847-XXAH /' T
A 1.0 12/2023
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Authentication Configuration x

HTTPS: O off Customized Portal Page Captive Portal Detail
pummy IP: LLLL  save] HTTPS: disable
@ Internal Captive Portal O External Captive Portal 3 T A0
ummy IP: 11,
Redirect URL: . off m
B ) . Portal Type: Internal
Login by: OAccount @ Access Code O Terms of use
Redirect URL:
Access Code Operate
Client Behavior Tracking: . off
Logging Client Connections: HTTP/HTTPS | ALL
Log To Server:
TFTP Server SFTP Server

&/ 150 Authentication Configuration 27/

2
f&m

“Authentication Configuration”

45 AT BIARAER 2157 M 25 57 5 14 75 B 5 PP ortal UE i 5 31

LESHNIBCE -
T R S HER IR W T

¥ iR
Login by Portal A EEFE 720, f$5 Account, Access Code il Terms of use =F#f,
Dummy IP Captive Portal ']/ FQDN [ IP #uhik, ZRildhbb 1.1.1.1.

Client Behavior B AT NERES, it SFTP 8¢ TFTP (17 UK IEH /7 1 URL U [Ad 3. FEIL
Tracking Z44 Log to Server.
Logging Client > HTTP/HTTPS: i3tk )/ iiiff] HTTP/HTTPS web 2if .
Connections > ALL: iCFEILLE i HTTP/TCP/UDP 25 .

> TFTP Server: fid H &SSO 77 20K 2 7 i A5 Bad sk LR RHE €

(1 TFTP k%545
Log to Server

> SFTP Server: Jfid H &AM 7 204 % P i 245 Bad sk A& 2Te

(1) SFTP % %5

156

DAP847-XXAH F* FIi
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10.2 PortaliAiE

X} T-Captive PortaltAilEZEAY FIWLAN, LA F3MExRT7x0: Account, Access
CodefliTerms of use, #&AEH T NAccountE k7, ESHKE 151. KT 4
f#Captive PortalZEHWLANKZ IR, B2 53011 “WLANF 222847

Authentication Configuration
Login by: @®@Account O Access Code O Terms of use Customized Portal Page

Dummy IP: 1111 Ea
 save

Redirect URL: i i

B 151 HEERTIL

w ER AP AT e

[0 %% “Account” 72,

[ g%k Captive PortallAiEMK S~ (FHAdministratorgiGuest Managerfl] ) .

O Jo2k%s 7 i EFEWLAN G, 7255 H ) Portal YA IIE U2 T 4 A
“Username” # “Password” , Ff4)ik “l accept the terms of use”

PG R AT

HIRSCHMANN IT

A BELDEN BRAND

Please login to the network using your
username and password

Username:

Password:

[J 1acceptthe terms of use

Contact a staff member if you are experiencing
difficulty logging in

DAP847-XXAH ' T/ 157
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E152; AP EREEE e
fEF Access Code iR &Rk

[0 %% “Access Code” 7,

[ B2 Access Code (HAdministratoraiGuest Managerf|z) .

O G4 % 7 w2 32 FEWLAN J5 , 78 5 H 1) Portal IAIE 52 T HH T N “ Access
Code” , F14Ji%k “l accept the terms of use” J& 58 &AL

HIRSCHMANN IT

A BELDEN BRAND

Please login to the network using your access
code

Access Code:

[0 1accept the terms of use

Contact a staff member if you are experiencing
difficulty logging in

153 {&M Access Code &t

f# R Terms of use FRE X

] 3%F¢ “Terms of use” [FI&FE TR,

O Jo2k%s P i i WLAN G, 7E3 i Portal IE T H 2 ik “I accept the
terms of use” B A] & fii.

158 DAP847-XXAH F* FIi
WA 1.0 12/2023



HIRSCHMANN IT

A BELDEN BRAND

Please login to the network by accepting terms.

[0 1accept the terms of use

Contact a staff member if you are experiencing
difficuity logging in.

[E/154 : Terms of use Z%%

DAP847-XXAH /' T
JRAS 1.0 12/2023
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10.3 K5 fAccess Code B

SoF - P K P 5 Access Code &3k 70, H ATDAP847-XXAH Y S At FH F 4
P FE TR R, A SR A 30 5 4 56 AR 55 2% (4T Winodws server fift o — A
RadiusfiR%:2%) . 0] LK AccountEiAccess Codeds N2 A FH F 3 FE .

n AIE—NERIK P

O %5 “Account” ZREIAIE T s
[0 fidiAuthentication Configuration T A F /7 “Add” #%4H.
O fE4 M “Add Local Auth User” TUHIHES H P EE. Hdr 7 1
B WIET B, &% K 155,
BEEREAHP VS S, 15 585 0 A e B2k 2, £ “ Local
Auth User” T2 BoniZH P R4S S, =% & 156.

Authentication Configuration *
HTTPS: . off Add Local Auth User

P . 3 -
Dummy IP: 1111 m ‘Usertiame: festoos
i #Password: | e
@ Internal Captive Portal O External Captive Portal
Redirect URL: . off m *onfirm: | e
Login by: @paccount O Access Code O Terms of use
Firstname
] UserName Starting Date Ending Date Operate
Lastname
O test001 2023.12.07 2023.12.21 '
O testo02 2023.12.07 2023.12.21 % Mail
Phone
Company
*Starting Date 2023.12.07 =]
*Ending Date 2023.12.21 =]

Used. 2 JAvailable: 1998 E -
m Import Portal Account | Download Template 4

155 gYi—1 3k

DAP847-XXAH F* FIi

1
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Authentication Configuration x

HTTPS:

Dummy IP:

Redirect URL:

Login by:

off

@® Internal Captive Portal

(] UserName
O test001
O test002
|

test003

off

®pccount O Access Code O Terms of use

1111

O External Captive Portal

Starting Date

2023.12.07

2023.12.07

2023.12.12

Ending Date
2023.12.21
2023.12.21

2023.12.19

Operate
a3
K.

R

Local Auth User
UserName: testi03
Firstname: Allen
Lastname: Larry
Mail: Larry@belden.com
Phone: 0123456789
Company: belden
Starting Date: 2023.12.12
Ending Date: 2023.12.19

K156 MK/ iES S

m #HESA Portal K/

DAP847-XXAX FF MAHCSV AL E MK o 80T PL R 2 AR 12 24
AHCSVICA:, XA LAt E A Portallik f .

Authentication Configuration

Login by:
Dummy IP:

Redirect URL:

(] UserName

test001

] test002

test003

test004

]

testoos

[0 testoos

(]  test_account

®@Account

1111

off

Starting Date
2021.12.20
2021.12.21
2021.12.22
2021.12.23
2021.12.24
2021.12.25

2021.12.19

O Access Code O Terms of use

Ending Date
2022.04.28
2022.04.28
2022.04.28
2022.04.28
2022.04.28
2022.04.28

2021.12.29

e

Operate
R
SR
P
P
e
s %

.

UserName:

Firstname:

Lastname:

Mail:

Phone:

Company:

Starting Date:

Ending Date:

Local Auth User

test_account

James

Bond

James@Belden.com

12345678

Belden

2021.12.19

2021.12.29

& 157: fitE-FA Portal I/

u BEEMER S

O0Oogd

158F1 7N

DAP847-XXAH /' T
JRAS 1.0 12/2023

J s R T3 G N el
R “%” MigE—AIK
B Z AR, kR P )f s “Batch delete account” %4,

an &
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Authentication Configuration X

Login by: @Account O Access Code O Terms of use Customized Portal Page Customized Portal Page

Redirect URL: . off w Note:Logo file should be in PNG(preferred)/JPEG file
format, less than 20KB size, recommends 490 x 190 pixels
[ UserName Starting Date Ending Date Operate Logo:
x [ choose File | No file chosen
test001 2021.12.20 2022.04.28
test002 2021.12.21 2022.04.28 s %

Note:Background image file should be in

Jesos 2011222 2020428 e PNG(preferred)/JPEG file format, less than 200KB size,
test004 2021.12.23 2022.04.28 Vs recommends 1200 x 220 pixels

[J testo0s 2021.12.24 2022.04.28 I Background:

O testoos 2021.12.25 2022.04.28 7% [ Choose File | No file chosen

[ test_account 2021.12.19 2021.12.29 s %

Used: 7, Available: 1993

m Batch o Note:Terms of use file size should be less than 50KB.
Terms of use:
K158 ZEME IS

m BIESMER “Access Code”

] %+ “Access Code” &E[FHH .

[0 f 7 Authentication Configuration 5T [ /2 T 75 ) “Add ” % 4l 0] & — 4>
Access Code.

O Al “%” f5 R —"Access Code, Z%1K] 159,

HERE: X T-Captive Portalihilk, &N F ik 7 BiAccess Codes if LLZEH:F|
2R BRI A IR, X 2 AN 2% ] LA Af A — N P 8Access Code.

Authentication Configuration X

Login by: Account @ Access Code O Terms of use Customized Portal Page Add Access Code
Dummy IP: 1111 @ *Access Code:
Redirect URL: . off @
Access Code Operate
est0l x
test02 x
test03 x
testod x
est0s ®
123456 x
A7159: @& —1* Access code
162 DAP8AT7-XXAH F* Fiit
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10.4 E#l4tPortal T H

R P AT R, RE SRR PSS, BT DUARIE R
FLAKR T SRR XS X Portal TR #E4T Wit , O E SEZE, logobd M A# & &5,
2% K 160,

fic & #%4%: Dashboard — Access Page — Authentication —
Authentication Configuration — Customized Portal Page

O $Z BB PRI ESR A& logo. 15 SR ZAd A 453K

O miidy “Preview” %41 7] LTI &€ i {. Captive Portal T [i .

O iy “Default” #40 v DA & dil AL 42 2 N 250K 2 8 & St BRI ) Captive
Portal 7L [] .

Customized Portal Page

| provow | oo
Note:Logo file should be in PNG(preferred)/JPEG file
format, less than 20KB size, recommends 490 x 190 pixels

Logo:
[ Choose File | No file chosen

Note:Background image file should be in
PNG(preferred)/JPEG file format, less than 200KB size,
recommends 1200 x 220 pixels

Background:
| Choose File | No file chosen

Note:Terms of use file size should be less than 50KB.

Terms of use:
| Choose File | No file chosen

&/ 160 F## Captive Portal IZ/E

DAP847-XXAH ' T/ 163
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10.5 ERE P imEL R

Blocklist/2 1§ DAP847-XXAR A AR, HT 4 P auvs iz, Hpidsx
T HDAP8AT-XXALEREZE ILE I LR B A IIMACHHE . fER A BN 7
LB PIMACH L f5, 12 &K iR E T2 2 DAP8AT-XXALEREIWI-Fi 4% . 1%
Blocklist Dy fig i) LAHE /e 2 G2 da il i e 15 2 AN 1] DL B TC 2R N 2%, DUARFP I 2%
ol

I R A AL e i B e s, R DLE N Blocklistiit B T, R 2 N B 1
MACHLHE, 2RJE S G “x 3248”7 B MIBR.

Blocklist & Allowlist

Blocklist Allowlist Walled Garden Multicast Contro

MAC Address Operate
00:11:22:33:44:50
00:11:22:33:44:51
00:11:22:33:44:52

00:11:22:33:44:53

X X X X X

00:11:22:33:44:54

MACY 00:11:22:33:44:55 m

&/ 161 : Blocklist Z7&

DAP847-XXAH F* FIi

1
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10.6 PortalfAIEH 4B

AllowlistH 1 TE 2k % 7 it 7] PAAS 75 B2 i Portal A E B V5 7] PR 48 B2 R, 8 0] BA
F BN I T 28 25 17 ot 2% B MAC Hh ik 5 M Allowlist 7 ) 55 T 2k 25 7 3 ¥ 4% 1
MACHE . 15 7E & Allowlist{¥i& ] T-Captive Portal G756 3iE )15, Allowlistrh
[ 25 7 g AN 0 VAR ¥ IE B AR 48 1015 &0 U7 4] Enterprise UL & Personal 5 2 1)
WLAN,

Blocklist & Allowlist

Blocklist Allowlist Walled Garden Multicast Control
MAC Address Operate
00:11:22:33:44:60-00:11:22:33:44:60 *
A0:11:22:00:00:00-A0:11:22:FF.FF.FE b 4
Starting MAC: A0:11:22:00:00:01

Ending MAC: A0:11:22:00:00:01 m

E162 : Allowlist ZZ&

DAP847-XXAH /' T
A 1.0 12/2023

165



10.7 PortalFF X 5

Walled Garden(Portal JTJ# X 38) A& —Ffon 9 2 B2 I i 2 il HL], el 3 BR
KRR N R P BN ARV A . Walled Garden{¥i& T Captive Portali\iiE,
73814 Captive Portal & {30k 2 |, %5 % o] LAY7 R Walled Garden 471 t ) k¥
RPN, AT LLEWalled Garden ¥ i s 54 45 44 2% 1Pk 7 2K 1 /X 2%

Blocklist & Allowlist

Blocklist Allowlist Walled Garden Multicast Control

1P Operate
172.16.188.130-172.16.188.135
192.168.199.20-192.168.199.20

10.1.1.100-10.1.1.100

X X X X

172.16.10.220-172.16.10.220

Domain: O 1P: [ ]

Starting IP:

Ending IP:

[E/163 . |P it #&tH Walled Garden Z&

Blocklist & Allowlist

Blocklist Allowlist Walled Garden Multicast Contro
Domain Operate
www.facebook.com
www.google.com x

www.speedtest.com

[Domam: ® ] 1P:

Domain: www.baidu.com m

E 164 HEEHIWalled Garden &
DAP847-XXAH /' Tt
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10.8 ZHIBHH
HIFEHIH T B LML (ZHALIE ) 7 DAP847-XXAK: K mDNSH B & -

Ja FZIRE S, DAP847-XXA X gtk B E ik vallowlistHH7ic & 1 ik i) 2H 1%
BPEHE R % 7 i . Multicast Allowlist 5% %2 3 7 Hc B 8 2 A% . 24 4L 3% 4%
5T, DAP847-XXAN JC 2 7% i mDNSit & -

Blocklist & Allowlist

Multicast Allowlist:

Multicast Type
mDNS
mDNS

mDNS

Multicast Type:

Destination IP:

Source MAC:

Allowlist

)J

Destination IP

Walled Garden

Source MAC

224.0.0.251 €0:3¢:59:70:3d:c5

224.0.0.251 €0:3¢:59:70:3d:c6

224.0.0.251 €0:3¢:59:70:3d:c7
mDNS v
224.0.0.251

Multicast Control

Operate
x
x

s

E 165 GiEEE
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10.9 ACL

ACLTI A i, ACLEABKAACLEC BN, %K 166K 167, H
HACLLH AR REAS, 7] DLMACLIT 3E AR Rk A\ S ACLED B AR

£ ACL

Source Destination Protocol Action
172.16.10.98 :8237 192.168.11.65 :1134 UDP REIECT
172.16.10.75 :2366 192.168.55.137 :1212 TCP REIECT
172.16.102.11 :35 192.168.55.3 667 TCP ACCEPT

E/166 : ACL EA#E

DAP847-XXAR % S H#128 2 FN|, T LU A IPHubE . Pl S 15 55 N 254
L3 ACL. FIZRH A1 MACLIUNPE AR YE th b2 B Je s AE 2, W &
LEWAILERACLE, W eirZmEilid (BRINACLEEE N “Accept” ) ,
S K 167,

ACL Configuration X
Default ACL Action: ®Accept OReject
[l Source IP Destination IP Protocol Action Apply To Operate ACL Details
0 172.16.10.98 192.168.11.65 UDP REJECT Any L
= g Source IP: 172.16.10.98
[J 172.16.10.75 192.168.55.137 TCP REJECT Any tirx
0 172.16.102.11 192.168.55.3 TCP ACCEPT Any t/x Destination IP: 192.168.11.65
Source Port: 8237
Destination Port: 1134
Protocol Type: ubpP
Action: REJECT
Apply To WLAN: Any
m | Used: 3 , Available: 125
AAdvanced
Fragment Reassembly: Oon @off
B/ 167 ACL ZIETE
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2 iR
Source IP VRIPHuE .
Destination IP H Pk,

Source Port

TCPELUDP 3 i S 11

Destination Port

TCPELUDP MR SCI H B3 .

Protocol Type

ALL. TCP. UDP. ICMPEICMPV6.

Action ACCEPT=ZREJECT.
Apply To WLAN ACLALI R FHTE ], 5 SSIDEETSSID.

DAP847-XXAH /' T
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11 loT

DAP8A7-XXAMN X FrloTIhfE, HUN R DAP8AT-XXAE H B X FrloTIh AL ) ik &
(WIDAP640) ZHREERERS, ImTCLSERKIoTIACE, 4G 51525 DAP R 4
HFF .

DAP847-XXAH /- Tt
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12 DAP8A7T-XXAWIER T A

12.1 Tools

TOOISEDAP847 XXA P H 8 Bl ) — 225 B if) Debug ir % » FH?EI%EI’J 2 W A i
FEHEA . XL S TEDAPSAT-XXAH HAT, HiTIXE T H, ME LW EE
DAP847-XXA LHIEITE R, Bl KGR WI-Fifg BATE 3 5 K4

Administrator ‘ o300 v =
Monitoring &l © About
© Help
®RX @TX = Tools
1 " ® Update
05 5 @ Logout
0 0
19:45:07 19:56:40 20:22:07 19:45:07 19:56:40 20:22:07
Throughput(Mbps) Wireless Client

& 168 A Tools &

show system status v | AP:  94:ae:e3:ff:c0:70 v E

-Select Command-

show system status
show WIFI info
show history syslog info

traceroute used free shared buff/cache available
ping 290740 101068 9388 36192 120272
show history reset reason 8 (2
AP log collection Size Used Available Use% Mounted on
show channel utilization P4.3M 24.3M 9 100% /rom
tmpfs 209.0M 8.2M 200.84 4% /tmp
/dev/ubil @ 20.6M 728.0K 18.8M 4% /overlay
overlayfs:/overlay 20.6M 728.0K 18.8M 4% /
tmpfs 512.0K 4.0K 508.0K 1% /dev
/dev/mtdblockl17 1.8M 1.84 0 100% /1ib/firmware/IPQ6018/WIFI_FW
/dev/mtdblock1l 1.0M 316.0K 708.0K 31% /tmp/.productinfo

PMD: ' . Joff TFTP Server:

[E7169: DAP8A4AT-XXA £t T2

DAP847-XXAH /' T 171
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» show system status: 7~ DAP847-XXA A 7E 148 FH 510 o

[show system status l v |AP: 94:ae:e3:ff:c0:70 v m

Result:

total used free shared buff/cache available
Mem: 428000 290740 101068 9388 36192 120272
Swap: 9 Q 2
Filesystem Size Used Available Use% Mounted on
mtd:ubi_rootfs 24.3M 24.3M 9 180% /rom
tmpfs 209.0M 8.2M 200.8M 4% /tmp
/dev/ubil © 20.6M 728.0K 18.84 4% /overlay
overlayfs:/overlay 20.6M 728.0K 18.8M 4% /
tmpfs 512.6K 4.0K 508.0K 1% /dev
/dev/mtdblock17 1.8M 1.8M 9 100% /lib/firmware/IPQ6018/WIFI_FW
/dev/mtdblockl1l 1.0M 316.0K 708.0K 31% /tmp/.productinfo

PMD: ' . loff TFTP Server:

E170. FErREHE

» show WIFlinfo: &7~ DAP847-XXA T4 1 PR E B,

[ show WIFI info VIAP: 9%4:ae:e3:ff:c0:70 v m

Result:
athscan0 IEEE 802.11axg ESSID:"athscan0"
Mode:Master Frequency:2.437 GHz Access Point: 94:AE:E3:FF.C0:70
Bit Rate:286.8 Mb/s Tx-Power=20 dBm
RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality=94/94 Signal level=-44 dBm Noise level=-95 dBm (BDF averaged NF value in dBm)
Rx invalid nwid:40179 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0

athscanl IEEE 802.11axa ESSID:"athscani"
Mode:Master Frequency:5.66 GHz Access Point: 94:AE:E3:FF.C0:80
Bit Rate:1.201 Gb/s Tx-Power=21 dBm

RTS thr:off Fragment thr:off v
Encryption key:off v
PMD: ' . loff TFTP Server:

EI171; 7 WIFI (58

DAP847-XXAM J* F- it
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» show history syslog info: E/x#ExE DAP847-XXA fii —IKIiZAT

1 1]
(REABN T AR Syslog HEHEE. -

I show history syslog info VIAP: 94:ae:e3:f:c0:70 v E

Result:

2022-03-14 15:50:47.755 System wmaagent[31878] <WARNING> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : Failed to look up: bt-manager
2022-03-14 15:50:48.353 System syslog[null] <NOTICE> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : prepare-upgrade: Snatch memory for upgrade

2022-03-14 15:50:52.743 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:FF.C0:70@172.16.10.169] <kernel> : [ 4799.931718] wlan: [0:E:ANY] ol_ath_vdev_beacon_template_update:
418: beacon buffer av_wbuf is NULL - Ignore Template update

2022-03-14 15:50:53.430 System echo.fcgi[11864] <CRIT> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : Get upgrade request from Hanlet via firmware selection.
2022-03-14 15:50:54.186 System echo.fcgi[11864] <CRIT> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : upload file success.

2022-03-14 15:50:54.322 System wmaagenttrap[5422] <NOTICE> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : The trap is not exist or trapswitch is not open
2022-03-14 15:50:54.383 System osupgrade[3247] <CRIT> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : =upgrade= Do osupgrade now.

2022-03-14 15:50:56.307 User calog[8045] <NOTICE> [AP 94:AE:E3:FF:C0:70@172.16.10.169] : [MLME] [mime_vdev_disconnect_peers_cb] [athscan0(94:ae:e3:ff:c0:70)]
disassoc/deauth all stations. peer_cnt: 1

2022-03-14 15:50:56.313 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:FF:C0:70@172.16.10.169] <kernel> : [ 4803.497812] wlan: [0:1:Monitor Filter] dp_mon_ht2_rx_ring_cfg: 119:
srng type 2 Max_mac_rings 1

2022-03-14 15:50:56.313 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:FF:C0:70@172.16.10.169] <kernel> : [ 4803.497896] wlan: [0:I:Monitor Filter] dp_mon_ht2_rx_ring_cfg: 119:
smg type 1 Max_mac_rings 1

2022-03-14 15:50:56.313 Ap-Debug syslog[null] <ERR> [AP 94:AE:E3:FF:C0:70@172.16.10.169] <kernel> : [ 4803.497943] wlan: [0:I:Monitor Filter] dp_mon_ht2_rx_ring_cfg: 119:

PMD: . |off TFTP Server:

E 172 Zh& Syslog HEEE

» traceroute: DAP847-XXA W E [ traceroute T2, T2 2 b i) #%

HEE, %K 170,

v AP: 94:ae:e3:ff:c0:70 v Host Name: 192.168.10.91 E

Result:

traceroute to 192.168.10.91 (192.168.10.91), 16 hops max, 38 byte packets
1 192.168.4.1 (192.168.4.1) 0.999 ms

2 106.38.8.234 (106.38.8.234) 32.115ms

3 192.168.102.1 (192.168.102.1) 30.620 ms

4 192.168.10.91 (192.168.10.91) 34.888 ms

PMD: . | off TFTP Server:

&/ 173 Traceroute

DAP847-XXAH /' T
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» ping: A LAZE DAP847-XXA 1 ping M4 F1 H e ML

[ping ] v AP:  94:ae:e3:ff:ic0:70 v | Host Name: 192.168.65.254

Result:

PING 192.168.65.254 (192.168.65.254): 56 data bytes

64 bytes from 192.168.65.254: seq=0 ttl=63 time=1.327 ms
64 bytes from 192.168.65.254: seq=1 ttl=63 time=0.985 ms
64 bytes from 192.168.65.254: seq=2 ttl=63 time=1.387 ms
64 bytes from 192.168.65.254: seq=3 ttl=63 time=1.086 ms
64 bytes from 192.168.65.254: seq=4 ttl=63 time=1.462 ms

--- 192.168.65.254 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.985/1.249/1.462 ms

PMD: ' . off TFTP Server:

B/ 174 FEDAP8BAT-XXA _LFi##Tping J5t

» show history reset reason: E7~x DAP847-XXA il 10 X H 5 FIid %15
5, 515817 reset_record get IRFIMER—, ZFHK 175,

I show history reset reason ]v AP: | 04:a@e:e3:ff:c0:70 v ‘E

Result:

*2022/02/24 15:26:52 +0800 * B031 * ap_manage: update manage config Chanage AP mode and manage addr
*2022/02/24 15:26:57 +0800 * C084 * ap_manage: support_cmd

*2022/02/24 15:44:38 +0800 * C010 * osupgrade: update firmware

*2022/02/25 19:17:08 +0800 * C103 * configd: WEB change the AP mode to CLUSTER

*2022/02/27 19:53:19 +0800 * A010 * Power Off

* 2022/02/28 10:11:35 +0800 * A010 * Power Off

*2022/03/07 18:36:52 +0800 * A010 * Power Off

*2022/03/14 14:32:22 +0800 * A010 * Power Off

*2022/03/14 15:50:56 +0800 * C010 * osupgrade: update firmware

PMD: . loff TFTP Server:

E175.; ErmLEERE

174 DAP847-XXAH F* F
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» AP log collection: Y% DAP847-XXA ] log 30, Hri@Ed TFTP &

HTTP 7N~ E, %K 176 FilE 177,

Tools X
[AP log collection I v AP: 94:@ee3:ffic0:70 v TFTP Upload v | TFTP Server:| 172.16.10.102 E

Result:

ATTENTION: The command is executing, please wait about 2 minutes to complete the collection and TFTP upload.

PMD: . off TFTP Server:

E176. (FHFTFTP IEHZE

AP log collection ] v AP: 94:@ee3:ff:c0:70 v HTTP Download |+ m

Result:

ATTENTION: The command is executing, please wait about 2 minutes to complete the collection and TFTP upload

PMD: [ . loff TFTP Server:

E 177 [EFHTTP IWERZE

DAP847-XXAH /' T
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176

» show channel utilization: E7x2.4G J 5GZiEMRH%E, %K 178,

Result:

wifi0(2.4G):
Channel:6
Utilization:99%
Noise:-95 dBm

wifi1(5G):
Channel:132
Utilization:6%
Noise:-95 dBm

PMD: | . off TFTP Server:

show channel utilization v AP:

94:aeed:ffic0: 70 v E

E178.; FErsEFEER

DAP847-XXAF] /' it
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12.2 PMD

Post Mortem Dump (PMD) #DAP847-XXA Frft—Fpif faHEdr T B, 78N T
P27 B e B A BRIy, o] DURE R R T A TN AF N AR avIRAS . HERR(E
BERAE T RIIFBLETFTPHI N AR RS 2%, PAME T /5 823047 0 AR
R B HIEE TPMD, | 24DAP84AT7-XXA - Hi 3 5 f8 3k £ i vt ik, DAP847-
XXA¥; ST B [ 16 € I TFTP AR 55 28 K EPMD A . BRIMNE ML, PMDIhREAL T-2%

FIIRGS o

Tools b
show WIFI info v AP:| 94:ae:e3:ff:c0:70 v E

Result:
athscan0 IEEE 802.11axg ESSID:"athscan0"
Mode:Master Frequency:2.462 GHz Access Point: 94:AE:E3:FF:C0:70
Bit Rate:286.8 Mb/s Tx-Power=5 dBm
RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality=94/94 Signal level=-20 dBm Noise level=-95 dBm (BDF averaged NF value in dBm)
Rx invalid nwid:55938 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0

athscanl IEEE 802.11axa ESSID:"athscanl"
Mode:Master Frequency:5.26 GHz Access Point: 94:AE:E3:FF:C0:80
Bit Rate:1.201 Gb/s Tx-Power=21 dBm
RTS thr:off Fragment thr:off s
Encryption key:off A

pvD: @N . TFTP Server:  192.168.8.33 lm

E/179: PMD ZI&

DAP847-XXAH /' T
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13 B AHEDAPSAT-XXAML RS

Xf TR RHUE ) B 5, i RS I DAPBAT-XX AR ¥ & i S 4 AL (1 e K
Mg (255) , MIATBLBE 202 MERFH) T dOREATHE, Ry ez Bk
55N H] o

fn] DUE I R 3M 7 58 & 2 R 5t

m FR 1L RSFH

I8 K1 2> DAP847-X XA T IE A He WL I BT ERIAVLAN, #DAP84A7-XXAXI /N
ANEPTM, Fan, A HEAVLAN 100, T MBf# HELIAVLAN 200, T/
C{# FHEZRAVLAN 300,

m FR2. REFRLH D

NEA-DAPBAT-X XA X B AR FIEERFID, BRI K DAP8AT-XXAHSE 1 [7] — 4>
TWE, tAE%IEITEREIDRIEEA F LR,

O] ¥ DAP8A7-XXAH NS H b I 2H 28 — MERF-A.

O B FEERE-AGBSOZERNERID. (WK EREIDHEA 1005 M 8101).
O HE DL PR -BIAER-CHIBLE

W 7% 3: #% DAC KK

FDAP8AT-XXAL EH NDACH R, ZIR A T B8 S £ £ 124000 5 DAP847-XXA
FIEFREH, HEAE/E DR, 1H2%DACH T Filt.
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14 ICDHCP/R% 2G5

RETAHHFHITCDHCPHR S w515t T, DAP84AT-XXARIAC & 712

B 5 1. DA847-XXA TLiEEREZT DHCP iR42%
R AEFE P FIDAP8AT-XXATE JA 8l 5 ek & BN 4 I DHCPAR 55 2%, K&
1§ R G BRI IPHEIE (192.168.1.254) .

IR 25 2 5 DAP8AT-XXAK %, TR FEOZM S h A EE W IPHLL,
IX PR I S DAP84AT-XXAK 2 5PVM A & 2% B 4 — N ERE, JF B &M H 1)
WLAN. fEXFFEN T, BEiUEE ML FIDHCPARS %% .

B 5 2: W4 DHCP BRE2 TECE DAP847-XXA

R W 2% A DHCP AR &5 28 TS L T 75 B L & — 5 DAP847-XXA, 7 LAZEIR

R P IR 5 R B

[1 ¥4 DAP84A7-XXA (ERIAIPHIHEA192.168.1.254) B 13234 42 3114 (1 it B 28 i
(N, LA HKEPCHL)

O B2 AR (BPCHL) HIMN-RECE — N SIPHEEFIDNS RS 25 . a0,
R IPHHETC B ©9192.168.1.100, WS C & 9255.255.255.0, ERIA W%
Bt B ~9192.168.1.254, DNSHRSS#3HLE ~192.168.1.254.

O 7630 55 28 %1 A http://192.168.1.254:80801)7 [1] AP Cluster Manager, iR#E% 7
L A SR E .

HRE: WRFERE L EDAP84AT-XXAH K —PMERE, RFHDAPSAT-XXARE

AFEFINPHEEI AT,
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ACL Access Control List Ui A 355 ) 1) 3R

ACS Automatic Channel Selection H s k£

APC Automatic Power Control H zhTh &35

ARP Address Resolution Protocol Mok AT Bl

BLE Bluetooth Low Energy WK AE

BSSID Basic Service Set Identifier FEA RS SRR IRTT

CLI Command-Line Interface AT AR

DAC Dragonfly Access Controller Dragonfly Jo&k x4

DAP Dragonfly Access Point Dragonfly Jo&#: A\ £

DCM Dynamic Client Management B P i e B

DNS Domain Name System 4 24

DRM Dynamic Radio Management: AT LBEH. FHTHIEHE DAP T
Automatically manage DAP working VEAZ M FE i Th %
channel and transmitting power

DHCP Dynamic Host Configuration Protocol BhAS ENLELE WML

DSCP Differentiated Services Code Point 2203 S5 A0S

ESSID Extended Service Set Identifier I IR ST bR IRAF

FQDN Fully Qualified Domain Name SE4 R B I 44

GUI Graphical User Interface KR P A

IDS Intrusion Detection System NI R 4

IG Installation Guide YR

IGMP Internet Group Management Protocol B ZH B EE

LDAP Lightweight Directory Access Protocol BEH v A il

MAC Media Access Control DA P -

MIMO Multiple-Input Multiple-Output ZHINZ I

MTU Maximum Transmission Unit B KA

MU-MIMO Multi-User Multiple-Input Multiple-Out ZH P 2N 2

NAT Network Address Translation ) 265 i il 5 46

NTP Network Time Protocol RN NI

OKC Opportunistic Key Caching WLt 2 A 2 A7

PMD Post Mortem Dump e

PMF Protected Management Frames PRI B

180 DAP8AT7-XXAH F it
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POE Power over Ethernet PAK P43t He,

PPPOE Point-to-Point Protocol over Ethernet DA A 10 A 0 e s

PVM Primary Virtual Manager FREAE RS

QoS Quality of Service R4S s

QSG Quick Start Guide v UNNET]

RF Radio Frequency opl

RSSI Received Signal Strength Indicator W E S mE IR

SNMP Simple Network Management Protocol ] AL PR 25 A FE A UL

SSID Service Set Identifier AR SRR IR

SVM Secondary Virtual Manager: The second BBV EH S, LD EAE mitdk
highest priority in the cluster. When the . 24 PVM T 5 A et 5 ak a) BTGy 1 S
PVM is inoperable to respond due to an B, SVM ¥ E 2484 PVM B4 .
unexpected error or issues, the SVM will
automatically upgrade to act as the PVM

TCP Transmission Control Protocol AL T H i

TLS Transport Layer Security &5 E 2 i

UDP User Datagram Protocol F P s ML

VLAN Virtual Local Area Network JE UL 4k oY

WBM Web Based Management FF Web 15 P

WIDS Wireless Intrusion Detection System T N2 &R St

WIPS Wireless Intrusion Prevention System Tk NAZ i 2248

WLAN Wireless Local Area Network ToL SR

WMM Wi-Fi Multimedia (WMM) Wi-Fi 2 {54k

WPA Wi-Fi Protected Access Wi-Fi {R 3

WPA2 Wi-Fi Protected Access 2 Wi-Fi frREFHEN 2

UuID Universally Unique Identifier 1 ME— PR IR

DAP847-XXAH /' T
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